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Clouds Thick, Whereabouts Unknown
-Application of Algebra to Cloud Storage-

Summary

This project aims on the research of application of algebra to cloud computing.

First of all, we associate every two bits of a file with a quadratic function, then by
making use of the mathematical theory “three distinct points on the plane can
uniquely determine a quadratic function”, we are able to design a distributive storage
scheme which enable us to divide a particular file into » >3 other different container
files separately. In reverse, if we want to recover the original file, we could finish

the procedure conveniently by just making use of any three different container files.

On the other hand, the employment of the technique of permutations could allow us to
encrypt the container files according to their layers as well as the entries within the
layers. Therefore the security level of this technique could be greatly improved.
What's more, we could apply the Ruffini Theorem which could help in deciding the
greatest value of the period (or order) of permutations. Therefore it would benefit not

only the process of implementation, but could also maintain a high level of security.

In practice, we have developed a C program to implement the proposed algorithm. It
allows the program to generate the container files and recover the original files swiftly,
and the sizes of the resulted container files are even reaching up to 68% of that of the
original file after compression. Therefore with no doubt it would benefit on the speed
of transfer of the container files via internet. In addition, we could associate a pair of
bits with the other quadratic functions or even non-polynomial functions in order to
make the encryption more complex and harder to be broken. What’s more, since the
distributive storage and encryption algorithms are highly parallel, we could develop a

parallel version of the C program for speedy implementation.

The cloud computing system, with its original exquisite design as well as simple and
easy implementation character which shows the practical value of the program, we
believe that it would be a satisfying and user-friendly technology for the modern

society.

Last but not least, on both theoretical and practical level, this newly developed
program, with its propound sights on modern data storage, should worth more space

for further advance studies and development in future.
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Clouds Thick, Whereabouts Unknown
-Algebra Applications to Cloud Storages-

Chapter 1: Introduction

The world keeps evolving, so as our life. Alvin Toffler, an America futurist, described
in his famous book The Third Wave [1], that human progress could be divided into
three ‘waves’: The Agricultural Revolution constitutes the First wave; the Industrial
Revolution, the Second Wave and the Third Wave, which is a different world we have
just entered, comprises the Information Age based on the revolution brought by
Computer Technology. To review from the past, IBM developed the mainframe
computer in the 60s of the 20" century; personal computer (PC) become popular in
the 90s which followed immediately by information explosion brought by internet.
Nowadays, network servers and users exist everywhere in our world, perform various
calculation tasks according to different enquires. Now, in the early 21 century, we are
living in the Third Wave society which represented as the Cloud Computing Era.
Cloud computing has become increasingly important owing to the continuous
economic development. Apart from performing calculation and providing storage at
supercomputer-level at any time, cloud computing require much lesser cost compared

to the supercomputers.
Cloud computing is characterized by the following 5 basic properties [2] :
1. Multi-Tenancy (Shared Resources)
Resources are shared by all the users.
2. Massive Scalability
Serve many users at the same time with sufficient bandwidth and data storage.
3. Elasticity

The numbers of users could be elastic. After the quitting of one user, the

resources would be redistributed to the others.
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4. Pay as You Go
The users need to pay only for the used resources.
5. Self-provisioning of Resources
The users could apply more resources according to their needs.
In this report, we will focus on one part of cloud computing, that is distributive
storage. We always want resources to be used in a more safe, convenient and
economic manner, and distributive storage could help us with this: It could divide a
file into several parts and save them into different storages. We could also collect and
recombine them into the original file from the storages whenever we need it.
An 1deal distributive storage should satisfy the following conditions:

1. Safety

Data provides only for the authorized users, and could not be easily stolen during

the transfer process.
2. Availability
Data access limits no time and places.
3. Reliability
Minimize the possibilities of the stop of service when the system fails.
4. Implementation
The system could run smoothly.
In order to satisfy the above conditions, we have the following proposal:
Assume that there is file. We could divide it into 7>3 container files through a

specific program and save them into different storages respectively. The divided files

are different from each other and could be encrypted. If we want to recover the
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original file, we only need to collect any three different container files, and make use
of another specific program in the host computer to decrypt and combine them, and

then we can get the original file. The process is shown by the following diagram:

Figure 1: A computer program divides the original file into 7 >3 container files.

It could be recovered by combing any three different container files.

To view the distributive storage from the point of technology structuring, our proposal
meets the standard of Reliability since the number of storage (e.g. 10) far exceeds 3
which is the number of the container files need. So the system could still function as
usual even the storage fails. Moreover, because of the fact that any single container
file only contains incomplete information of the original file, we need not worry about
information leakage if the storage or the network is intruded. Therefore system

security is greatly improved.

By practical operation, we could make use of the quadratic functions to produce the
container files and recover the original file. The advantage is: it is easy to be
implemented and detect errors during the operation. On the other hand, owing to the
fact that the recovery process is invariant under permutations, we could further

encrypt the container files to improve the security.

We will introduce mathematical concepts which are relevant to the design and

implementation of the systems in chapter 2. In chapter 3, we will introduce how to
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producing container files and the recovery of the original files and at the same time,
prove the feasibility of these methods. In chapter 4, we will introduce the multi-layer
encryption method utilizing the permutation functions to encrypt the container files
and prove the recovery method is invariant under permutation. Besides, for the
decimal encryption, we will show how the Ruffini theorem to calculate degree or
period of a permutation. Chapter 5 is the implementation and its results. Chapter 6,

the conclusion and prospects will be provided. The last part is the references.

This proposal is originated by the author and her supervisor. No other similar ideas
were found so far.
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Chapter 2: Mathematical Foundations

This project introduces the division and recovery methods of an original file, the
encoding and decoding of the container files and the feasibility on practical operation.
In this chapter, we are going to introduce the relative mathematical concepts. First we
will introduce some basic properties of polynomial functions which are relate to
dividing and recovering the original file. Especially, we need the facts n+1 distinct
correspondences of a polynomial function of degree » uniquely determines the
polynomial function and calculation of the y-intercept of quadratic Newton
polynomial. They are the keys of proposed distributive storage and recovery methods.
Finally, we also introduce permutations and the Ruffini theorem which is the

backbone of encryption method employed in this project.
2.1 Polynomial Functions of Degree n

We are going to introduce some elementary properties of polynomial functions [3].

Definition 2.1.1: Let f be a function from to .Areal number x, isa zeroof f
if f(x,)=0.
Definition 2.1.2: Let f be a function from to . If there exist a sequence of
numbers a,,a,,---,a,such that forallxe , we have

f(X)=ax"+a, x""+-+ax+a,,
then £ is called a polynomial functions and the real numbers a,,q,,---,a, are called

the coefficients of f.Ifa, #0, then we call n the degree of the polynomial

function /', denoted deg(f).So f is said to be a polynomial function of degreen .

In particular whenn =2, f is said to be a quadratic function.
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Theorem 2.1.3: If f(x)=ax"+a, x"" +---+ax+a, isapolynomial function

with coefficients a,,q,,---,a,such that f has more than » distinct zeros, then for any

xe€ ,we always have

f(x)=0

and a,=a,=---=a,=0.

Proof : Suppose that f(x) =a x" +a, x"" +---+ax+a,such that f has n+1distinct

zeros a,,Q,, -, ,a, ., , then

> n+12

f(x) = an(x_al)'“(x_an)'
Therefore , we have

f(arH—I) = an(anﬂ _al)'“(aVH—l _an) =0.

Since a,,a,, --,a,are distinct, we have («,,, —a,)-(a,,, —a,)#0.Soa, =0and we

n+l n+l

have all any real number x , we have
J(x)=0

and f can be represented as

f(x)=a,x""++ax+a,.

Using the same argument above, we have a, | = 0 and inductively, we are able to

obtain

a,,=-=a=a,=0. ¢

Lemma 2.1.4: A polynomial function of degree »has almost # distinct zero.

Lemma 2.1.5: Assume that functions f/ and g are polynomial functions of degree n
and they agree with each other on #+1distinct points, then /' = ¢ and their

coefficients are also equal.

Proof : Letf(x)=ax"+---+ax+a,and g(x) =b x" +---+bx+b,. Define

F(x)=f(x)-g(x)=(a,=b)x"++(a,=b)x+(a, ~b,)
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Then the polynomial function F which is of degree » hasn+1distinct zero and by

Theorem 2.1.3, we have
S(x)=0

and

Lemma 2.1.6: Coefficients of polynomial functions of degree » are unique.

Proof : Letg(x)= f(x) inthe Lemma 2.1.5 and the result follows ¢

2.2 Newton polynomials

Let (x,,,).(x,,¥,)and (x,,y,)be three points on the plane *such

that x,,, x, and x, are distinct. We are going to construct a quadratic function f passing

through these points. First, let /' be of the following form:

f(x)=a,+a(x—x,)+a,(x—x,)(x—x)

where a,,a,and a, are unknown constant. Since f(x,) =y, (k=1,2,3), we have

f(x) =aq,
S(x) =ay+a,(x—x)

f(x) =a,+a/(x,—x,)+a,(x, —x,)(x, —x,)

and

— 1 - _
ay, =Y alzyl Yo andazz {yz yo_yl y0:|
X1 _xo X )CO x2 —xo xl _xo

So we are able to have the Newton polynomial [4]

F@) =y + 2= xo>+xix {yz‘%—yl‘y°}(x—x@(x—xl)---(z.z.l)

X=X Xy =Xy XX

When x =0, we obtain

f(o):yo_yl_yo (X0)+ XoX |:y2_y0 N~ j| (222)
Xo

X=X Xy =X L X=Xy X

which is the y-intercept of the quadratic function f .
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2.3 Permutations and Ruffini Theorem

Definition 2.3.1 : Let o be a function from {1,2,3,..., M} to itself. We callo a
permutation on the set if o is a one to one function. (i.e. for any

JisJr €{L,2,3,..., M} . If o(j,)=0(j,),we always have j, = j,.) We also define

S, 1s the set of all the permutations on {1,2,---,M}.

Note that there are M! permutations on{l,2,3,..., M} . Suppose that M =10. There
are totally 3628800 permutations on the set {1,2,3,...,10}.

Theorem 2.3.2 : Let oc€S,,and j€{l1,2,3,...,M}. Let

o' ()=
and
o'(H=c(c"()))
where k£ =0,1,2,--- , Then there is the smallest number positive numberk_; such that
min <M
and
ot ()=

We call £, is the period of permutation o at j and it is also denoted by T;,.
Proof: If there is ank € {1,2,---, M —1} such that

o (j)=1J.
thenlet k. =k.

Therefore, assume that for any k=1,2,---,M -1 ,
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o () #Jjo

If 1<k <k, <M —1such that
" (N=0"()).
then o (j)=0"(j)=j.Since 0<k,—k <M-2, k,=k.So
o' (j),---,0™7'(j) are all distinct. Since o is a permutation, we have
M, . . .
c'(j)=j. te. k, ,=M.e
Now we are ready to show the Ruffini Theorem [5].

Theorem 2.3.2 ( P. Ruffini 1799 ) : Let o €S,, andlet T be the smallest positive

integer such that for any j =1,2,---, M,
o' (=7
Then T is the LCM (The least common multiple) of the period 7;,7,,---,7,, of the

permutationo at 1,2,---M respectively. Moreover T is called the degree of the

permutationo .

Proof: Let7 be the LCM of the periods 1,,T1,,---,T,, . For any j and a positive integer
m , we have

" (=" (=" (" (=" ().
So ¢"" =¢°(j)=j.Since Tisthe LCM of T.,T,,---,T,, , we obtain
o' (j)=J
where j=1,2,---,M .So T, <T.

Forany j=1,2,---,M ,we have 6" (j) = j . Therefore, T, <T,.By long division,
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I, =mT, +r,
where m,r; are integers such that 0 <m;and0<r, <T,. So
o (=" (H=c" (")) =" ().
Sincec™ ()= and by the definition of period, we get r; =0. So, for any
j=L12,---,M, T_is a multiple of T, and hence 7 is a common multiple of

1,,T,,---,T,, . We finally have fSTa.o

Giveno e §),,let j, =1 and
Al :{O-k(.]l)’k:()’laaT }

Ji

Let j, < M such that it is the smallest positive integer which is not in 4, and let
A, ={o" (j) |k =0,1--,T,}.

Now, let j; <M such that it is the smallest positive integer which is not in 4,

and 4, and let

4, ={c* (j)|k=0,1,---,T }.

Continue this construction inductively. Note that the number of elements in 4, is at

least one. So we can only have a finite sequence of A4, since {1,2,---,M} 1is a finite

set. So suppose that we have a finite sequence of sets 4,,4,,---, 4 and the size of
theset 4 is T, (i=12,---,r).Then M =T, +T, +---+T, and T, isthe LCM of

7.7, ,-,T, . Sowe define the pattern of the permutation o as(Tj] )(T )(T )

N J2 J2 Jr
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Example 2.3.3 : ConsiderS,, and without loss of generality, if

o= (Tj] )(Tj2 ) - (Tj ) ., T,,T, ,---,T, 1s in decreasing order. So the permutations on

2 J2
the set {1,2,---,10} such that 7] 25 are listed as below:

(10)

O)(D)

(8)(2),(&)(1)(1)

(D)D)

(6)(4),(6)(3)(1),(6)(2)(2),(6)(2)(1)(1),(6)(H)(D)(1)(1)
(D)3)G)HMD,HB)H2),(HB)DD),(5H2))(D),(SHHDH(D(D),)DTH(H()(1)

It is clear that permutations of the pattern (5)(3)(2) have maximum degree. When

1, <5, possible periods are 1,2,3 and4 . Their LCM is only 12. Therefore, among

the permutations S, , permutations with pattern (5)(3)(2) has over all maximum

degree which is30. For example

Jol1 |2 13 |4 |5 |6 |7 |8 |9 |10
o(H 12 |3 |4 |5 |1 |7 |8 |6 |10 |9

Then the degree of o is 7, =30 and the permutation o can be represented by

(12345)(678)(9 10)..
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Chapter 3: Applications of Quadratic Functions to Distributive Storages

In this chapter, we will engage in investigation of how to utilize the fact, “three
distinct points on the plane can uniquely determine a quadratic function”, to design a
model of distributive storage. We suppose that a file is a binary string with even
number of bits. It is because the size of a file is counted by ‘byte’ and 1 byte equals
to 8 bits. First, we have to find out the way which maps a bit pair in the binary string
to a quadratic function. Then we could make use of these quadratic functions to
produce the container files and save them into the different storages respectively. This
process is called the encoding of the container files. If we need to recover the original
file, we only need to utilize container files from any 3 different storages, and apply
Newton polynomials to the y-intercepts of the correspondent quadratic functions, and

then we could get the correspondent bit pair and recover the original file.

3.1 Bit Pairs and Their Correspondent Quadratic Functions

Let m, and m, be real numbers with 1<m, <m,. We call the ordered pair
(m,,m,) akey pair of the encoding method. We also call af a bit pair ifa and S

take values either 0 or 1. Leta/ be a bit pair. We define a quadratic function £, , as

Jop(¥) = (x—m")(x—m})

where x isin . So we obtain the following table:
a IB faﬁ () faﬁ 0)
010 Joo(¥) =(x=1(x-1) Jo(0)=1
110 Jio(¥) = (x=m)(x—1) J10(0) =m,
01 Jou(x)=(x=D(x—m,) Joi(0)=m,
11| L) =G-—m)x=—m,) | f,(0)=mm,

Since 1, m,, m, and mm, are distinct, We can observe that there is an one to one
corresponding relation between a bit pair o and the y-intercept of f, (x) s Jop (0)

Therefore, for fixed key pair (m,,m,), we can define a look up table with respect to
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the key pair (m,,m,)as in Table 1
Table 1: Look up table

a | B |fap(0)
010 1
10 m,
011 m,
1|1 mm,

where f,,(x)=(x—m)(x— ml).

Example 3.1.1 Let m, =2 and m, =3. Then the look up table with respect to the

key pair (2,3)1is

a | B |/aA0)
00| 1
10| 2
01| 3
11| 6

and f,;(x) = (x—2%)(x —37y.

3.2 Creating Contianers

Let N be a positive integer. s is a binary string with length 2N if

s=a,a,p,ayfy

Where ¢, and S, have value either Oor 1.

Given a fixed key pair (m,m,) and M distinct real numbers ¢,,c,,---,c,, with
M >3. For any binary string with length 2N,

s=a, oL, ayfy ,
We define a sequence of container with respect to the binary string s , the key pair

(m,,m,) and the positive integer M to be a sequence of N by 2 matrices

C,C,, --,C,, such that
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where j=1,2,---, M and f, :fakﬁk'

Example 3.2.1: Let (m,,m,)=(2,3), M =5 and c_l.=j(j=1,2,3,4,5).1fabinary

string s is o, B,at, Byt fyex, B, = 00101101, then the ;™ container of s, C,,isa

4 x2 matrix as below:

J f'(cj) _j ( _1)2 i
.| L) | G-2)0-1)
ERPAVACAIN VAR VAL
(i) -3
J n(e)| U U3
where j =1,2,3,4,5. So we have
I 0 2 1 3 4 4 9 5 16
I 0 2 0 3 2 4 6 5 12
C = G, = G = G = , G =
| 2 0 30 4 2
I 0 2 -1 30 4 3

J Ale) (-1

o |7 A7 -2
T Ale)) [ G =3)+
i fie)| U UDG=3)+]
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Basically, it does not change anything of the recovery method introduced in next

section.

3.3 Recovery Method

Let (m;,m,) beakeypairandlet C,,C, and C, be three different containers of

a binary string s . We shall apply the recovery method defined as below to recover

the binary s from the containers C, ,C, and C, .

So given three distinct containers of a binary string s namelyC, ,C, and C, such

that
_le h (Cfl ) | _Cjz h (Cjz ) | —C_/s h (c_/g ) |
C = ¢, ) (c./l ) C = ¢, | (cjz ) C - ¢, ) (C./g )
S Iy (C_/, )_ | €is Ix (sz )_ | €Js Iy (013 )_
Let

K :[le’cjz’cjz]'
Then the matrix K is said to be a collector matrix and the k " row of K is denoted

by K, . Therefore,
Kk = [cfl ? *fk (le ? Cjz ? j[k (cfz ’ cfs ? ‘fk (Cj3 )] )

Recovery method is defined by the following steps :

Step 01 Read the key pair (m,,m,) and input the collector matrix XK.

Step 02 Letk=1 and set a binary string s, =s5,5,5,5, 5,55,y to be an zero

stringi.e. §,=5,=8,="=85,, =0.

Step 03 Read

K, =le,, filey)sc;s fille, )eps £iey )l
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Step 04 From K, , we are able to read three distinct points

(cjl,fk(cj1 )),(cjz,fk (cjz)) 54 (cj3,j”,( (cj3 ))

and then apply formula 2.2.2
)- filen)-1i(ei)

AOENAS —(¢)

1 fk(%)—ﬁc(cjl)_fk(cjz)‘ﬁ(‘}l)

cC. —C,; cC. —C. c. —C
J2

S e e,
J
to find the y-intercept of a function f, which passes through these points.
Step 05  According to the look up table for the key pair (n,,m,), find the
corresponding bit pair «f by using the y-intercept obtained in Step 04.

Step 06 Lets,, ,=a ands,, =f.

Step 07 Ifk =N, then output the binary strings, and end. Otherwise, let

k =k +1and go to Step 03.

Example 3.3.1 Following previous example 3.2.1, the key pairis (2,3)and ¢, =/,

j=12,3,4,5. Nowletj =1, j,=3 andj, =4.Then

W N N O

and their collector matrix

A
—_— = =
W W W W
S O N B
B~ B~ B~ B~
wW N N O

S NN O O

Lets, =5,5,5,5,5:8,5,5, = 00000000 and read the first row
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K=[10 3 4 4 9]

We obtain three distinct points (cl,f1 (¢ )) = (1,0),(c3,f1 (c4 )) =(3,4) and

(c4,f1 (c4)) =(4,9). Apply the formula 2.1.1, the y-intercept of f, is

70) =- 4 1 { 9 4 }3

4-1 3-1

According to the look up table for (2,3),

a| B |70
010/ 1
10| 2
01| 3
1|1] 6

where f(x)=(x-2")(x-3"), We have aff =00 and hence
f(x)=(x=2%)(x-3"). Therefore, let s, =0 s, =0 andset k=k+1. Repeat
above steps until & >4. Hence, we haves, =lands, =0, s;,=1 and s,=1 and
s, =0 and s, =1. Finally, it output

s, =00101101
which is exactly the original binary string s .
Theorem 3.3.2: Let a key pair be (m,,m,) andlet c,c,,---,c,,be M distinct real

numbers with M >3. For binary string s of the form s=¢,Ba,5, --a, By

and j=1,2,---,M , we define
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c/ fl (Cj)
C_/ — cj f2 (CJ
| € Su (Cj )_

where £, (x) = (x—m™* )(x—m?) (k=1,2,---,N). Then for any three distinct C ,
we can apply the recovery method to them in order to recover the original binary

string s =, 0,0,y Py -

Proof: Let C .C..C i be three distinct containers and &k =1,2,---, N . Then the

k ™ their collector matrix K is

Kk = [le ’ /}‘ (cjl )’ c/z ? fk (sz )’ cfz ? fk (cf.% )] ’

where £, (x) = (x—m )(x—ml*) . First, we obtain the y-intercept of the quadratic

function which passes the following distinct points,
(cjl  Jr (cj1 )),(cjz,fk (cj2 )) and (cjs,fk (cj3 )),

by Newton polynomial. According to lemma 2.1.5 , such quadratic function is f,

and their y-intercepts are uniquely determined. Since

Jo(0) =1 J10(0) =m, Joi(0)=m, Joo(0) = mym,
And 1,m,m,,mm, are distinct (1<m, <m, <mm,). After having f, (0), we are able

to finder, B, from the look up table. ¢
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Chapter 4: Permutation Encryption

We will discuss the methods to encrypt the container files and therefore improve the
security of storage method. We will mainly apply properties of permutations which
we introduced in chapter 2 and the Ruffini theorem for calculating the degree of a
permutation. Knowing that the recovery method is permutation invariance, we learn
that recovering every pair of bits is independent on the order of three distinct
containers. Hence, we will introduce the multi-layer encryption in section 4.1. In
section 4.2, we will talk about a second as well as a classical encryption method
called decimal encryption. Basically, we just rearrange the numbers 1 to 9 bya
permutation. Since a permutation is invertible, the inverse of the permutation can be
used for decryption. Moreover, the Ruffini theorem can give us the pattern of a

permutation which allows better encryption.

4.1 Permutation Invariance and Multi-layer Encryption

In section 2.2, Given three points (x,,,),(x,,,) and (x,,y,)on the plane  *such

that x,,x, and x, are distinct, then the Newton polynomial which passes through

these three points is

X, =X,

_ 1 _ _
f(x):yo"'u(x_xo)"' {yz Yo _ yo}(x_xo)(x_xl)
X=X | X, —x, X —X,

In fact, from the lemma 2.1.5, the Newton polynomial is the same regardless the order

of these three points. Hence, we have the following theorem.

Theorem 4.1.1: Let (m,m,) be akey pair and let c,,c,, --,c,, be M distinct
real numbers with M >3. Given N permutations on the set {1,2,---, M}, namely,
0,,0,,+,0y, for a binary string s=a,fa,p, -,y andj=12,---,M , we define

oty (Cqm)
C o, (j) fz(coz(j))

o)) ~

| Coni) Iy (CUN (j))
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where £, (x) = (x—=m* )(x—=m}*) (k=1,2,---,N ). Then for three distinct C,,,we
are able to use the recovery method in section 3.3 to recover the original binary string

s=afonpy Py o

Proof : One should refer to the above discussion and theorem 3.3.2 and we are doneo

L4
In fact, since the length of the given binary string V is different from time to time. It is

not practical if o,,---, o, have no relation among them. Therefore, we propose that we
just fix a permutationo and let o, = o* where k=1,2,---,N.According to section

2.3, we have the sequence o',o°, is periodical and its period can be determined

by Ruffini Theorem. To raise the security level, the period is bigger and better.
IfN=7=2+5,then o has maximum degree 10=5x2 and its pattern is (5)(2). If

N=10=2+3+5,thenco has maximum degree 30=5x3x2 and therefore, its

pattern is (5)(3)(2).

Example 4.1.2 :Let N =10. The number of all the permutation of the pattern (5)(3)(2)

1s 120960 and we list some of them below:

0,8,6,7,2)(1,4,9)@3,5)
(2,4,7,6,9)0, 8, 5)1, 3)
0,3,7,9,2)4,5, 8)(1, 6)
(1,6,9,4,5)0,2,8)3,7)
0,1,8,9,4)2,5,6)3,7)
0,2,8,4,9)(1,6,5(@3,7)
0,8,9,5,4)1, 6,72, 3)
0,2,7,8,9)1, 4, 3)(5, 6)
0,9,5,4,7)1,8,3)2, 6)
0,2,9,5,3)1,8,4)6,7)
(1,9,6,7,3)4,5, 8)(0, 2)
(1,6,3,7,4)0, 8, 2)(5, 9)
0,5,1,9, 8)2, 3, 7)4, 6)
0,9,4,2,8)1,7,5)@3, 6)
0,3,9,4, 1)2,5, 8)(6,7)

0,4,2,7,5)3,8,6)(1,9)
0,1,2,8,6)4,9,53,7)
0,5,3,2,7)6,9,8)(1,4)
(1,9,6,5,3)2, 4, 8)(0,7)
0,4,6,5,7)2,8,3)(1,9)
0,7,4,1,2)3,9,5)6, 8)
(1,2,6,8,3)0,9,4)5,7)
(2,4,3,6,5)0,1,7)8,9)
0,3,4,6,8)2,7,5)(1,9)
(1,3,9,2,5)6,7,8)0,4)
0,6,8,4,2)1,3,9)5,7)
0,1,5,2,9)3,7,8)4, 6)
(1,9, 6, 8,4)0, 3,2)5,7)
(1,6,3,8,9)0,2,5)4,7)
0,6,2,9,4)3,5,8)(1,7)
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(1,4,2,3,5)7,8,9)0, 6)
(1,7,3,4,9)0, 2, 8)(5, 6)
0,8,2,1,3)6,7,9)4,5)
0,3,1,2,4)7,8,9)S, 6)
(2,3,8,6,7)1,9,5)0,4)
(2,9,4,8,5)0,3,1)6,7)
(0,9,1,6,4)2,5,8)3,7)
(2,3,7,9,5)0,6, 1)4,8)
(1,2,5,8,4)0,9, 7)3, 6)
0,5,6,7,2)1,3,9)4,8)
0,3,8,1,5)4,7,9)2, 6)
0,5,8,1,4)3,7,9)2, 6)
0,1,8,2,6)4,7,5)3,9)
(3,6,7,5,4)0, 1,9)(2, 8)
0,7,5,3,8)2,4,6)(1,9)



(1,7,5,6,8)2,3,9)0,4)
0,7,6,3,5)2,4,8)(1,9)
(1,8,2,3,6)0,7,4)5,9)
(1,3,7,9,5)2, 8, 4)0, 6)
(4,6,7,5,9)2,8,3)0,1)
0,6,8,5,9)1,2,4)3,7)
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Example 4.1.3 Leto = (124)(35) . So

o =(124)(35)

o’ =(142)(3)(5)
o’ =()Q2)4)(35)
o =(124)(3)(5)

Then applying the multi-layer encryption with respect to o to the containers in

example 3.2.1

I 0 2 1 3 4 4 9 5 16
1 0 2 0 3 2 4 6 5 12
C = ,C, = ,C, = ,C, = ,C, =
I 2 2 0 30 4 2 5
I 0 2 -1 30 4 3 5
we have
2 1 4 9 5 16 1 0 3 4
4 6 1 0 3 2 2 0 5 12
Cllz ’Clz_ ’Cl3: ,Cl4: ’C'SZ
1 2 20 5 6 4 2 3 0
2 -1 4 3 3 0 1 0 5 8
4.2 Decimal Encryption

It has been a long time since adopting the re-arrangement of the alphabets and letters
as an encoding method. For example, the typewriter code [6], the typist does not need
to enter the alphabet directly, he types the respective upper-left button instead.
Therefore the sentence

“I love you”
becomes

“8 0913 697~
We could revert the codes by typing the right-bottom buttons of “8 0913 697”. Let
o =(03579)(146)(28) . Applying the decimal encryption to the containers in example
3.2.1

Page - 268



S06

1 0 2 1 3 4 4 9 5 16
1 0 2 0 3 2 4 6 5 12
C = ,C, = ,C, = ,C, = ,C, =
1 2 2 0 30 4 2 6
1 0 2 -1 30 4 3 5 8
We obtain
4 3 g8 4 5 6 6 0 7 41
14 3 g8 3 5 8 6 1 7 48
C = ,C, = ,C, = ,C, = ,C, =
4 8 & 3 53 6 8 7 1
4 3 g8 —4 5 3 6 5 7 2

Clearly, applying o' =(09753)(641)(28) to the encrypted containers, we can have

the original containers back.

Futhermore, if we consider
o =(03579)(146)(28)
o’ =(05937)(164)(2)(8)
o’ =(07395)(1)(4)(6)(28)
ot =(09753)(146)(2)(8) -

we canuse o,0°,0°,0" to the first, second third and fourth layers of the original

containers respectively for decimal encryption to obtain

© o W W
S O 3 W
O 3 N D
Q
3
I
AN B~ =

If we want to decrypt the decimal encrypted containers above, it can be done by

applying o ',0 7,0 °,0 " to the corresponding layers.

Definition 4.2.1 : We call the permutation o on the set{0,1,---,9} a decimal
encryption permutation. Suppose that a decimal representation of a number is

a,a,---a,,where for all a, € {0,1,---,9} anda, # 0. Then define
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T (aa,---az)=0(a)o(a,) - o(ag).
4.3 Mixed Encryption Method

Example 4.3.1 Follow example 4.1.3. After multi-layer encryption, the resulted
containers are

2 1 4 9 5 16 1 0 3 4

4 6 1 0 3 2 20 12
CVIZ ’C72: ,Cl3: ’CY4: ’CVSZ

I 2 20 5 6 4 2 0

2 -1 4 3 3 0 1 0

Let
o =(03579)(146)(28)
o’ =(05937)(164)(2)(8)
o’ =(07395)(1)(4)(6)(28)
o' =(09753)(146)(2)(8) -
Apply the decimal encryption to C';s, we have a sequence of fixed encrypted

containers
8 4 6 0 7 41 4 3 5 6
1 4 6 5 7 2 2 5 9 62
C"l — ’Cle — ,CHB — ’C"4 — , C"S —
1 8 8 7 0 6 4 8 9 7
2 -4 6 0 0 9 4 9 3 8

4.4 Quadratic Encrypted Distributive Storage and Decrypted Recovery
Algorithms

Let’s fix a key pair (m,,m,) =(2,3), the number of the storages M and a permutation

o, ontheset{0,1,---,9} for decimal encryption.

num

Encrypted Distributive Storage Algorithm

Step 01 Reads=o,fa,pB,---a,py andlet k=1 ;

Step 02 Generate a permutationo on the set{l,2,---, M} for multi-layer encryption.
Step 03 Let £(x) = (x—2%)(x=3%)+1 ;
% To eliminate the only negative value -1.

Step 04 =1 ;

Page - 270



S06

%Steps 04-07 , performing mixed encrypted distributive storage.

Step 05 C;(k,))=0*(/),C,(k,2) = f(c" ())) ;

%Multi-layer encryption

Step06  C,(k,)=T, (C,(k,1)),C,(k,2)=T, (f(c*()) ;
% decimal encryption

Step 07 If j = M, then go to Step 08 ; Otherwise, go to Step 05 ;
Step 08 If k=N, then go to Step 09 ; Otherwise, go to Step 03 ;
Step 09 j=1;

Step 10 Store C, to the j th storage ;

Step 11 If j =M, then quit ; Otherwise, go to Step 09.

Decrypted Recovery Algorithms

Step 01 Read three different containersC; , C, and C, of a binary string s such

that

(e, (L) ¢, (12)] [, (L) ¢, (12)] e, (L1) ¢ (12)]

c, (2,1) c, (2,2) ¢, (2,1) ¢, (2,2) ¢ (2,1) <, (2,2)
le - g : i : ’Cjz = ! . ! . ’ C/z = : . ’ .

¢, (N,1) ¢, (N,2) <, (N,1) cjz(N,Z)_ c¢; (N,1) < (N,2)
Step 02 Let

¢, (L1) ¢, (12) ¢, (L1) C./z(l’z) ¢ (L1) ¢ (L2)
¢, (21) ¢, (22) ¢, (21) ¢,(22) ¢, (21) ¢ (22)

¢,(N,1) ¢, (N,2) ¢, (N,]) ¢, (N,2) ¢, (N,]) cj3(N,2)

% The matrix X is collector matrix. It’s k¥ ™ row is denoted by K, . Therefore,
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% K, =[c, (k,D,c, (k,2),¢, (kD),c; (k,2),¢, (k,D),c, (k,2)]

Step 03 Let k=1and set a binary string s, =s5,5,5,5,--5,,_,5,y to be an zero

string.

Step 04 Read the k ™ row of the collector matrix K
K, =lc, (k,De, (k,2),c, (k,),c, (k,2),¢, (kD¢ (k,2)]
Step 05
K=l (0, (D)7, (e, D).T,, (e, kD) T, (e, (6:2) T, (e, (RD).T,, (e, (kD)
% Decimal decryption for X, .

Step 06 From K, , we have three distinct points

(¢, (k.D.e; (k,2)).(c, (kD).c; (k,2)) and (c; (k,1),c; (k,2)). Then apply formula

2.2.

¢, (k,2)—c, (k,2) ¢ (k1)
¢, (k, 1)—cj] (k,1) 7
. ¢, (k,2)—cj] (k,2) ¢, (k,Z)—cjI (k,2) c; (k,l)cj2 (k,1)

¢, (k,l)—c_/.l (k,1) - ¢, (k,l)—cjl (k,1) ¢, (k,l)—cj1 (k,1)

5 (0)=c; (k,2)~

b

To obtain the y-intercept of the quadratic polynomial passes through these points.

Step 07  According to the look up table of the key pair (2,3). We are able to find the
bit pair @f corresponding to the y-intercept from step 04.

Step 08 Let s,, ,=a ands,, =/.

Step 09 If k=N, then out the binary strings, and quit. Otherwise, let k=k+1

go to step 04.

Note that the look up table of (2,3) is

B | Jap0)
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where [, 5(x) = (x—2)(x—3")+1.
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Chapter 5: Implementation and Results of the Algorithms

5.1 Purpose and Methods of the Performance Tests

We wrote a “C program” named “cloud.exe” according to the quadratic distributive
storage and decoding recovery calculation which are introduced in the last chapter.
We will test the performance of the program with different types and sizes of files

according to its running time and compression ratio.

We have two groups of files. The first group are randomly generated text files with
sizes of 2, 4, 6, 8, 10 MB (megabyte). The second group is consisted of office files,
images and pdf. First, we use cloud.exe to run on the two groups of files in the same
computer, encode them with different encryption options and try to recover them with
any 3 different container files, record its performance. The process would produce
container files which are 8 times larger in size of the original file on regular base.

Then we will compare the results after the compression of the files.

5.2 Review of the Result of Performance Tests

We could see from the data that the relation of the running time and the size of the
original file represent a linear growth. Different encryption method would have
different influence on the running time. Basically, multi-layer encryption uses less
resource and therefore has almost no influence on the running time as we expected.
Although decimal encryption and decryption is the principal part of the calculation, it

has small influence on the average size of the container files after compression.

Let’s look at the compression ratio of the original file and the container files. In the
first text files group, the size of the compressed container files randomly produced
takes 60% of the size of the original file. In the second group, the result shows that the
compression ratio has direct relation with the format of the original file. We could
learn that image formats such as BMP, JPG would produce bigger container files, and
DOC, TIF vice versa. The phenomenon may owe to the format of the original file:
most of the images are compressed before division while text files may contain many
markups to express its contents.
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In the next section, we will present the trial results with tables and line charts.

5.3 The trial results

For the convenience of the discussion, in this chapter, a quadratic storage method is
called a type O storage. Type 1, type 2and type 3 refer to a type 0 storage plus
multi-layer encryption, decimal encryption or mix encryption respectively.

5.3.1 Speed Tests

a) Producing Containers

The following table shows the time needed for producing compressed containers
of the first group for all types:

Size of the txt file Type 0 Type 1 Type 2 Type 3
(MB) (sec) (sec) (sec) (sec)

9.136 8.623 29.997 29.369
4 16.153 15.903 58.931 58.392
6 23.996 22.549 88.308 87.362
8 37.062 33.596 118.25 117.533
10 42.381 33.872 147.051 147.145
160
140 P
120
g 100
c / —o—Type 0
= 80
g =—-Type 1
F 60 == Type 2
40 / =>=Type 3
20
0 T T T T 1
2 4 6 8 10
File size in MB

Figure 2: The container producing time needed for the first group and all types
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b) Recovery the Original File

The following table shows the time needed for recovering original files from their

containers in a) for all type of storages :

Size of the txt file Type 0 Type 1 Type 2 Type 3
(MB) (sec) (sec) (sec) (sec)

0.535 0.588 9.097 8.891
4 1.099 1.151 17.466 17.555
6 1.553 1.7 26.23 26.362
8 2.13 2.264 34.957 35.037
10 2.618 2.829 43.71 43.708
50

45
40 /X
35 /
30

/ == Type 0
25 / == Type 1

20
15 X == Type 2
~

Time in sec

10 ) Type3
5
0o I —_——l
2 4 6 8 10
File size in MB

Figure 3: The time needed for recovering the original files

from the container files for all type of storages.
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5.3.2 Container Size Tests

a) The following table shows that average sizes of the compressed container

files of the first group for all type of storages after produced :

Type 0 1,286 2,572 3,857 5,142 6,428
Type 1 1,282 2,564 3,844 5,125 6,407
Type 2 1,388 2,794 4,165 5,552 6,937
Type 3 1,368 2,731 4,094 5,458 6,821
8,000
7,000 W
6,000
N2
/ +
o 5,000 2mB
¥ == AMB
£ 2000 B —f
: —
,&’ == 6MB
wv
3,000 — 8MB
[ = u
2,000 == 10MB
* — 23
1,000 *
Type O Typel Type 2 Type 3

Figure 4: The average sizes of the container files of the first group after compression.
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b) The following table shows the ratio of the compressed container files

compare to the first group original files after all type of storage.

Type 0 62.80% 62.79% 62.78% 62.77% 62.77%
Type 1 62.60% 62.59% 62.57% 62.57% 62.56%
Type 2 67.76% 68.22% 67.79% 67.78% 67.74%
Type 3 66.78% 66.68% 66.64% 66.63% 66.62%
69.00%
68.00%
67.00%
66.00%
=== )2 M B
65.00%
== 4MB
4.009
64.00% 6MB
63.00% Pe—————— == 3MB
61.00%
60.00%
59.00% T T T )
Type O Typel Type 2 Type 3

Figure 5: The ratio of the size of the compressed container files compare

to the first group original files for all type of storages.
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5.3. The Performance of Type 3 Storage for Various Common File Formats

The results are summarized in the table below:

Size of the Time for | Time for Average Average size of | Ratio of size of
original producing | recovery size of containers compressed
files containers (sec) containers With container and
(KB) (sec) (KB) compression the size of
(KB) original file
(%)
bmp 788.8 11.306 3.601 6310.8 1301.4 164.98%
jpg 841.5 11.931 3.723 6731.7 1070.0 127.15%
png 852.7 12.379 3.816 6821.9 1969.5 230.96%
tif 817.4 11.540 3.616 6539.2 2113.1 258.52%
doc 986.5 14.049 4310 7892.0 806.3 81.74%
xls 1006.0 14.309 4.332 8048.0 513.8 51.07%
ppt 826.0 11.866 3.714 6688.0 779.9 93.29%
pdf 879.8 12.574 3.948 7,038.7 785.2 89.25%
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Chapter 6: Conclusion and Prospects

6.1 Conclusion

This project studies the application of algebra to cloud computing, precisely,

distributive storage.

On theory, first, we associate the bit pairs of a file with quadratic functions, then we
use the fact “three distinct points on the plane can uniquely determine a quadratic
function” to design distributive storage which enable us to divide the file into »>3
other different container files. In reverse, we could recover the original file by making
use of any three different container files. Second, by applying permutation to design
the multi-layer encryption and decimal encryption method of container files, the
security of distributive storage could be improved greatly. Third, the application of the
Ruffini theorem in deciding the largest degree of permutation could provide
convenience in programming and practical operation, and maintain a high level of
security at the same time.

In practice, we use a “C program” to develop the distributive storage system which
allows swift generation of container files and recovery of original file. Moreover, the
compressed container files take only 68% of the size of the original file, which

benefits the transfer process on internet.

Effectively combing practice and theory, the application of algebra in cloud
computing provides us a better storage method of data.

6.1 Prospects

In Chapter 2, we relate the quadratic function £, ,(x) = (x—m )(x — mzﬂ ) to the byte

pairaf . In fact, f,,could be chosen different kind of function other ~quadratic

polynomial as long as we could find that x, could satisfy the condition that f,(x,),
Jo (%), fio(x,) and f,(x,) are different. As a result, the relative container files

could be more complex and diversified. In addition, Let x, =0 and let byte pair

af correspond to f, ,(sinx) where xe[0,7/2]. Therefore, we can also obtain the
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similar distributive storage and encryption methods. However, £, (sinx)is not a

polynomial function.

In practice, both the distributive storage and encryption and decryption method are
highly parallel. We could make use of the MPI protocol [7] to develop a cloud
program which support parallel operation in order to increase the operation speed and
reduce the running time. Generally, a double blade server in a computing cloud

contains 25 CPUs, therefore shorten the operation time by 25 times.

Finally, we hope that there will be further development of this project both on theory

design and practical operation.
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