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Abstract. In 1989, Tsujii, Fujioka, and Hirayama proposed a family of
multivariate public key cryptosystems, where the public key is given as
a set of multivariate rational functions of degree 4. These cryptosystems
are constructed via composition of two quadratic rational maps. In this
paper, we present the cryptanalysis of this family of cryptosystems. The
key point of our attack is to transform a problem of decomposition of two
rational maps into a problem of decomposition of two polynomial maps.
We develop a new improved 2R decomposition method and other new
techniques, which allows us to find an equivalent decomposition of the
rational maps to break the system completely. For the example suggested
for practical applications, it is very fast to derive an equivalent private
key, and it requires only a few seconds on a standard PC.

1 Introduction

Multivariate public key cryptosystems have undergone very fast development in
the last 20 years. They are considered one of the promising families of alternatives
for post-quantum cryptography, which are cryptosytems that could resist attacks
by the quantum computers of the future [I]. Though most people think that Diffie
and Fell wrote the first paper on the multivariate public key cryptosystems [3],
Tsujii, Kurosawa and etc actually did similar work at the same time [7]. Though
this family of cryptosystems is almost 20 years old, it is not so well known. It
actually included several methods rediscovered later, which is partially due to
the fact that they were written in Japanese and were published inside Japan.
Recently it is pointed out by Tsujii [6] that there is not yet any successful attack
on the degree 4 rational multivariate public key cryptosystem designed at that
time (1989)[5).

This family of multivariate public key cryptosystem is very different from
most of the known cryptosystems, namely the public key functions are rational
functions instead of polynomial functions and the total degree of the polynomials
components are of degree 4 instead of degree 2. The public key is presented as:
P(x1,.yxn)=(P1(z1, s @n)/ Poy1(1, ., 20n), - s Po(@1, oy 20) [ Poga (21, .y 20)),
where P;(z1,..,2,) are degree 4 polynomials over a finite field k. We call this
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family of cryptosystems rational multivariate public key cryptosystems (RMP-
KCs).

The construction of this family of cryptosystems relies on three basic methods.
The first one is called the core transformation, which is essentially an invertible
rational map with two variables. The second one is called the sequential solution
method, which is essentially invertible rational triangular maps. This ideas was
used later in the name of tractable rational maps in [§], but the authors [§] were
not aware of the work of Tsujii’'s group. The last one is the method of compo-
sition of nonlinear maps, which was also used later by Goubin and Patarin [4]
again without knowing the works of Tsujii’s group. The public key therefore has
following expression: P = L3 o G o Ls o F o Ly, where o stands for map compo-
sition and L; are invertible affine maps. G and F' are degree two rational maps:
F = (Fl/Fn+1, s 7Fn/Fn+1; ) G = (Gl/Gn+1, s ,Gn/Gn+1), where FZ and
G; are quadratic polynomials and F' and G utilize both the core transformation
and the triangular method.

The designers of this family of cryptosystem also employed two very inter-
esting ideas to reduce the public key size, which is a key constraint with the
potential to render a multivariate public key cryptosystem application less ef-
ficient. The first idea is to use functions of a small number of variables over a
relatively large field. Since the the public key size is O(n*), using fewer variables
greatly reduces the public key size.

The second idea is to build a public key using a field k, then use an extension
field of k, say K, as the field from which the plaintext is defined. If |k|¢ = | K],
then the public key size required is only i as large as if K were used to define
the public key. Mathematically, the public key lies in the function ring over k",
a subring of the function ring over K". Encryption and decryption occur using
the larger function ring. This idea was used later in Sflash Version-1 [10].

In 1989, the designers proposed a practical application using k of size 28, K
of size 232 and n = 5. This application encrypts blocks of 20 bytes using a 756
byte public key. This family of cryptosystems seems to be very interesting and
worthy of further exploration.

As we mentioned before, there is a related cryptosystem called 2R by Patarin,
which is very similar except that F' and G are replaced by 2 quadratic polynomial
maps, but this cryptosystem is broken by a decomposition method using partial
derivatives [9]. It is clear this method cannot be directly used on RMPKCs
because of more complicated expressions for derivatives of rational functions.

Our new method begins by viewing separately the denominator and the nu-
merators of the public key as polynomial functions. We would like to decompose
these quartic polynomials into quadratic components. We will use these quadrat-
ics to reconstruct the given public key polynomials, but we first have to transform
them so that the reconstruction is done is a way that we have a complete alter-
nate private key for the cryptosystem. This alternate private key gives us the
ability to invert ciphertext just as easily as the owner of the original private key.

To see how we accomplish this, let’s refer to the polynomial expressions in the
denominator and the numerators of the public key as p; = g;o(f1,. .., fnt1). We



126 J. Ding and J. Wagner

first find S = Span { f;: 1 <j<n+1}.From S, we carefully choose a basis
that will enable us to invert the resulting rational maps when we reconstruct the
public key. After choosing this basis, it is easy to find each g;. We will have to
transform in a similar way the components of Span { g; : 1 <j<n+1 }.

We would like to emphasize that our attack is not just application of known
methods. In particular, the design of these RMPKCs create two especially inter-
esting challenges for us. The first challenge is to find Span { f; : 1 <j <n+1},
and it turns out that the 2R decomposition method alone can not fiund this
space by just applying the partial derivative attack directly to the quartic poly-
nomials p;. Mathematically, our new idea is to use subplanes of our function
space, and the computational means that to do this is very simple: we merely
set some of the variables equal to zero. By combining results from three or more
of such subplanes, we successfully identify Span { f; : 1 <j <n+1 }. This new
extension of 2R decompostion is very different from that in [2].

The second challenge comes from the use of a common denominator in both
F and G. We must identify each of these two denominators exactly (up to a
scaling factor). This step is necessary to complete the reconstruction of the
public key. To find the exact denominator of F, we capitalize on a weakness in
the design of the core transformation of GG. This weakness results in a portion
(subspace) of Span { p; : 1 < j <n+1 } in which the polynomial elements have
the denominator of F' as a factor. We find it using linear algebra techniques.
Finding the exact denominator of G' comes to us automatically as we solve for
the g;’s in the equations p; = ¢g; o (f1,..., fn+1)-

The paper is arranged as follows. In Section 2, we will present the specifics of
the cryptosystems we will attack. In Section 3, we will present the details of the
cryptanalysis of this family of cryptosystems; we will include our experimental
results and relevant information on computational complexity. In the last section,
we will summarize our learnings.

2 The RMPKC Cryptosystem

In this section, we will present the design of the rational multivariate public key
cryptosystem [B]. Let & be a finite field and k™ the n-dimensional vector space
over k.

1. The public key. The public key is given as a set of rational degree 4

Pl(wlw"@n) Pn(CEl;nw«'Un) e
Pn+1(11,...,.’t") s PT,,+1(.’E1,...,ITL) )’ Where eaCh B 18

a degree 4 polynomial over k. P is constructed as the composition of the five
maps: P=Ls3oGoLyoFolLy=(Pi/Pyy1, - ,P,/Pyy1). Here Ly, Lo, L3
are invertible, linear transformations over k™. Both F' and G are quadratic
rational maps, i.e. each consists of n quadratic rational functions, k" — k.
F = (Fl/Fn+1,--,Fn/Fn+1) and G = (Gl/Gn+1,",Gn/Gn+1), where for
1 <i<n+1, F; and G; are quadratic polynomials in (x1,...,2,). The
details of the construction of F' and G are provided below in the section
explaining the private key. F' and G are constructed identically, with different
choices of random parameters.

functions: P(x1,...x,) = (
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Note the denominators used in both rational maps are the same in the
two nonlinear map respectively. G,,41 is the common denominator for Gj it
enables the public key to consist of exactly n + 1 polynomials. Fj,;1 is the
common denominator for F'; it enables the composition of degree 2 rational
functions to result in a degree 4 rational function, not that of higher degree.
To see how this works, we’ll introduce a division function, ¢ : k"1 — k7
with ¢(z1,..,@ng1) = (22,0, 0 ). Also let F,G: k" — k™! cach
be quadratic polynomials that satisfy

$poG = LzoG and ¢poF = LyoFol,
resulting in P =¢oGogoF = ¢o(Gog)oF.

Now let G be the homogenization of G, i.e. G : k"T! — k"1 where

V1§i§n+l,éi(vl,...7vn+1):vaHG’i( oL v"):

B Vpg1’ ? Vg1
vp11Gio (1, Upt).
Note that G # Gog, but ¢poG = poGod. So P = ¢poGoF where G and F are
quadratic polynomials. The public key, then, contains the ordered list of n+1
quartic polynomials (Py, ..., Pyy1) where V1 <i<n+1, Pi(z1,...,2,) =
éi oF'(xl,...,xn).

. Encryption. Given a plaintext X = (X],---,X/) € k™ one computes the
ciphertext Y/ = (Y{,---,Y)) € k™ as
_( PiX].0X)) P (X3, X,)
Yy, .Yy = (pnil()lq,___,x;b) T Pn+1()1{{,...,X7'l))'

. The private key. The private key is the set of the five maps F, G, L1, Lo, L3
and the key to invert the non-linear maps F' and G. The map P can illus-
trated as: k™ L g Eogn L2 g © pn Bs pn,

The design principles of the quadratic rational components, ' and G, are
identical, except that they use different choices for the random parameters
involved. A two-part construction is used. The first part is what the designers
call a core transformation. The second part is called the sequential part, since
inversion is accomplished sequentially. Its structure can be seen as triangular.
The core tranformation is applied only to the last two components, namely

F,_ . .
C = (71, ), which can be viewed as a map k> — k2. To construct
Fn+1 Fn+1 .
Fo_1,F,, Fhi1, we first randomly choose 12 elements in k: a1,...,a and

b1, -..,06. C has an inverse which is given by:

-1 _ ([ C1Yn—1taayntas B1Yn—1+P2yn+P3
¢ (ynfl’y”) _( QaYn—1+asyntas’  Bayn—1+B5yn+Ps )

Then F,,_1, F,, and F), ;1 are defined as follows:
Vn—1<i<n+1, Fi(Tn_1,%p) = Ti1Tn-1Tn + Ti2Tn_1 + Ti3Tn + Ti 4
where the 7; ; is defined as follows:
Tn—1,1 = 05 — 506 Tn1 = s — ufls  Tny1,1 = 584 — aufs
Tn-12 = 35 —a5P3 Tpo =38y —oufs Tap12 = o184 — ouf

Tn-1,3 = a2 — 2fls Tpn3 = a1 — a1 Tnt1,3 = @502 — 235
Tn-1,4 = @302 —aofl3 Tpa =3B —a183 Tpp1a = 182 —
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The rest of the components are given in a triangular form:
Vi<i<n-—2, Fi($17 . 7$n) = ai($i+1, e xn)xi + bi(($i+1, ceey (En)7

where the a;’s are randomly chosen linear polynomials and the b;’s are ran-
domly chosen quadratic polynomials.

4. Decryption. To decrypt, we need to invert the map P, which is done as
follows: P~Y(Y{,...,Y!) = Lyt o F o Lyt o G o Ly (Y],...,Y])) =
(X],...,X]). The holder of the private key has the means to find the in-
verse of each of L3, G, La, F, L1. Performing the calculations in order yields
(X1,...,X]). Inversion of the linear transformations is obvious.

To invert the map F' is to find the solution of equation: F(z1,...,2,) =
(Y4, -yl for a given vector (yi,...,y.,). We first use the inverse of C' to
calculate (2!, _1,2.) = C~Y(y,,_;,vy.). Then we plug the resulting values
into the third last component function of F. This gives us the following
linear equation in x,, _s:

! ’ ’ ’ ’ !
;o Faa(@noal q.m) an—2(2), 1,27 )*Tn—2+bn 2 (@), _1,7,)
— - ’ - ’ ’
Yn—2 Frqa(xl, _y,2),) Tn—2,1T), _1Th+Tn—22%, 1 +Tn—2,3%,+Tn—24

Yn—o*(Tn—2,107 1@ +Tn—2,207 1 +Tn—2,327 +Tn—24)—bn_2(z),_1,27,)

an—2(x;,_,,2},) ’
After obtaining z/,_,, we can plug known values into the fourth last com-
ponent function of F and derive 2/, 5. This sequential solution method
is continued to find the rest of (z,...,a]) which gives us a solution for
F(z1,...;xn) = (Y, .-, yh). Inversion of G is performed in the exact same
manner as F.

Note that in the inversion process, division is required in the calculation
of each of the components of (1, ..., 2/ ). In each case, the expression for the
divisor is linear in terms of known values of input variables (z}_,,...,z},)
and the given values of output variables (y/, ...,y ). In both cases, the prob-
ability of valid division is approximately qgl. The probability of successfully

yielding z),_o =

inverting both F' and G, and thus P, therefore, is approximately (q? )2n.

3 Cryptanalysis of RMPKC

Our attack can be viewed as the decomposition of maps. The cryptanalysis of
RMPKC is performed as follows: given P, the composition of LgoGoLyo Fo Ly,
generate a new set of maps L%, G', L}, F’, and L} such that

L3oGoLyoFolLy=L50G oLhoF ol

and G’ and F’ can be inverted in the same way as G' and F, with the keys
to inversion obtained during the process. This new set of maps can be viewed
as a private key equivalent to the original one, thus can be used to defeat the
RMPKC cryptosystem.

To decompose RMPKC, we will use the partial derivative method, which
takes the composition of two homogeneous quadratic polynomial maps forming
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a homogeneous quartic map, and decomposes it into quadratic maps which, when
composed together, form the original quartic map [9]. Consider g o f where g =
( (1(z1,- s m)s ooy G (X1, o Tm) ), f= ( (f1i(x1, oy @m)s oo frn (X1, - T) )
and each of the g;’s and the f;’s are homogeneous quadratic polynomials. The
first step is to find F = Span { f; : 1 <i < m }, a vector space over k.

Once found, one can select linearly independent quadratics from it, say
(f1,---, f1.). Then by solving a set of linear equations, one can find (g1, ...,9.,,)
such that V1 <4i <m, gio f' =g;o f where f' = (f],..., )

The critical step of this process is finding F. The following definitions are
needed: D = Span { ag_jgi of(x1,. . xm):1<i,5<m};

A= {zif:1<j<m,feFhER={0:YV1<i<m, ;6 € D }. When
each of the f;’s and g¢;’s are homogeneous quadratic polynomials, D C A. This
is true basically because

af;’j (giof)= rgl 3?,,T9i(f) X 82_]. fr(m, .o o)

where 81‘1 gi(f) is linear in the f’s and aij flx1, ..., xy) is linear in the (x1,. ..,
Tm).

We calculate D and R from go f. If D = A, then R = F and this step is
complete. When D C A, RC F. Why R C F and D = A <= R = F should be
fairly easy to see.

Application of the partial derivative attack to RMPKC requires some addi-
tional work. As we saw in the explanation of the public key, we have access
to n 4+ 1 polynomials of the form P; = G, o F(xy,...,2,) where G, is a ho-
mogeneous quadratic polynomial and F consists of non-homogeneous quadratic
polynomials. Our first step is to homogenize each of the P;’s, which effectively
homogenizes each of the F}’s, yielding the following:

Pi(z1,...,xny1) = Gio F(x1,...,Tn41)

where each of the P;’s are homogeneous quartic polynomials and each of the G;’s
and F’s are homogeneous quadratic polynomials.

Then we begin the partial derivative attack, by calculating D from Gi o
F(mh .oy Tpy1). We never get D = A, due to the triangular structure of G and
the use of k£ which has characteristic 2. We are able to recover F by applying the
attack with a new method of projection of our functions to subplanes; the details
will be provided in the section that follows. After finding F, we de-homogenize
the space by setting z,11 = 1.

The second challenge that the specifics of RMPKC present to the partial
derivative attack is the challenge to select the polynomials F7,...,F) ; from
Flapii=1 in such a way that they may be easily inverted. The procedure we
use to find such Fy,..., F] | is described below. The process results in a linear
transformation L} and a quadratic rational map F’, which inverts in the same
manner as F' for the holder of the private key.

Then to continue the partial derivative attack we can find the g;’s that satisfy
P; = g;o F'; but these g;’s would not invert easily. So we define G’ = Span { g; :
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1 < i< n+1} and select polynomials from G which we can invert. This
process generates linear transformations L}, and Lj, and quadratic rational map
G', which inverts in the same manner as G in the private key. Then we have
P =L5oG oL,oF oL, an alternative private key, thus breaking the RMPKC.

We organize our attack into four phases. The sections that follow will present
an explanation in further detail of each phase.

1. Find F = Span { F; :1<i<n+41}.

2. Determine F” and L.

3. Find ¢’ = Span { g/ | gio F' oL} =P;:1<i<n+1}.
4. Determine G', L}, and L.

3.1 Phase I: Find F = Span { F; :1<i<n+

1
We start with the public key, P = GoF = (P,.. -» Ppy1) and homogenize
by creating P = (Pl,... Pn+1) using V.1 < i < n+1, Pi~(1‘1,---7~33n+1) =

L o (mn+1 e ,NI:L ). This gives us P = Go F where F = (F,...,F,1) and
V1 S { S n-+ 17 Fi(xla"wxn-‘rl) - $n+1 Z(ZEnJrl Tty 1;:11)

To proceed we need to define H; Vi € {1,2,3 } as the set of all homogeneous
polynomials in k[z1,...,z,41] of degree i. Each H; is a vector space over k as
well as a subset of k[xi,...,2Zn4+1]. For notational simplification, we will use
context to distinguish between these uses of H;.

We now define D, R, and A for G o F. Recall we calculate D and R from P.
D = Span { aijéiOF(xl,...,xn+1): 1<dé,j<n+1}CH;
A= {zjf:1<j<n+1,feF}CH;
R={feHs:VI1<i<n+1, z;f€D}

Since the polynomials of G and F are homogeneous quadratics, we are guar-
anteed D C A and R C F. We also have D = A «= R = F. Because of the
structure of the original polynomials in GG and the use of a field of characteristic
2, we will always find D C A and therefore R C F. So we use the following
definitions of I" and 7 to help explain how to see what is happening with indi-
vidual f’s in F, why they do not find themselves in R, and how we are going to
eventually find them with our alternative approach.

[(f)= {0eH:0f €D} and 1(f) = dim( I(f)).

Clearly, f € R < ~(f) =n+1. We always get v(f) < n+1, and Min { v(f) :
f € F } describes how far away from obtaining R = F for any given application
of RMPKC. For n = 5 and n = 6, we find Min { v(f) : f € F } = n almost
every time. For n = 7 we usually get Min { v(f) : f € F} =n— 1. And for
n > 8 we most likely get Min { v(f): f € F } =n—2. Our alternative approach
works most simply for Min { y(f): f € F } =n. We will describe this now in
detail; then briefly show how we accomplish this for Min { v(f): f € F} <n.
We again start with the key definitions, valid V 1 < s < n + 1; and we have
access to each Dy and R,.
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Fo=Span { f(z1,...,5s-1,0,Tep1, ..., Tns1) VY fEF }.
D, = Span { afjjéioﬁ’(xl,...,xs_l,o,xs+1,...,xn+1): 1<i,j<n+1}.
As={zf:1<i<n+1(i#s),feFs}.

Rs= {feH:V1<i<n+1(i#s), z;f € D, }.
L(f)={0€eH,:0f€Ds }, v(f)=dim( Is(f) ).

Now we always get Dy C A;, Ry C Fs, and Dy = Ay <= Ry = F; <—
Min { vs(f): f € Fs } = n. Fortunately for this attack, with high probability,
vs(f) = Min { v(f),n } . This is a crucial point. At this time, we do not have
a mathematical explanation for why it is so; our experiments confirm it with
consistent results. Once we get V1 < s <n + 1, Ry = F, finding F is easy.

Let Rf = Ry + Span { zsx; : 1 <i<n+1}.When R, = F5, F C R}.

Furthermore, if V1 < s <n+ 1, Ry = Fs, then F = :ii R}, completing the
task of finding F.

For the cases of Min { v(f) : f € F } < n, we expand our alternative
approach one or more levels further. Notice above the spaces R, which are
created by setting x5 = 0, finding D, and Rs, then adding Span { zsz; : 1 <i <
n+1}.Forn =7, when we have Min { v(f): f€F } =n—1, we use x4, =
0 = =5, where s; # sy. Following the same manner we form Dy, 5, and Rs, s,.

Then we let R, |, = R, s, + Span { zg,2;: 1 <i<n+1} + Span { g, :
1<i<n+1}.With consistency, we do get F = 19129“ RE o,
s1#s2

For n > 8, when we have Min { v(f): f € F } =n—2, weuse x5, =0 =
Zs, = 0 = x5, where s1 # s2 # s3 # s1. Following the same manner we form
Dy, sy.55 and Ry, s, 5,- Then we let R;SZ’SS = Ry, 55,55 + Span { x5,y : 1 <

i<n+1} +Span{ zsz;:1<i<n+1} +Span { zg,w;:1<i<n+1}.

. . N
Again we consistently get F = 1<, sp,55<n+1 le’sz)%.
s1#sp#s3#s]

3.2 Phase II: Choose F’ and L]

In this phase we will determine the quadratic polynomials of F' = ( Fl,rl AR
n+1
Fl,w" ) and the linear transformation, L} such that
n+1

Span { F/oL}:1<i<n+1} =Span{ FioL;:1<i<n+1},

and I can be easily inverted just like F.

However, we do need one additional condition on our new map, namely we
must have F) ;o L} = AF,, 11 0 Ly for some A € k. This is necessary in order to
find the proper G’, which will be determined later, to be chosen so that it too
can be inverted in the same manner as G.

Our first step is to determine a core transformation in F’. From the defi-
nition in Section 2, we can see that there is a subspace spanned by two lin-
early independent linear functions in F, which actually lies in the space spanned
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by Fi—1, Fn,Fn+1 Therefore F’ albo contains a subspace that is contained in
Span { 0/,_,,0.,,1} for some 0,0/ € H;. This space can be found easily, and
it is clear that we have Span { 0,_,,60,, } = Span { L1 n—1, L1, } ,where Ly ,,_1
and L; ,, are the last two components of the linear transformation L;. Next we
find the three-dimensional subspace of F which forms the core transformation,
ie. let R = F N Span { 0, %, 60.%.6, 0.6, 6, 1}

By construction, we know not only that 3 Rl,RQ,Rg € R such that R =
Span { R, Ro, R3 } and R3 € Span { 0,1 ,9n2,9 197“1 } and R, Ry €
Span { 0],_,,0,,,1 } , but also that 3 6,,_1,6,, € Span { 0,_,,0, } where
R1, Ry € Span { 9717179”, 1} and R3 € Span { 6,,_16,,,1 } . Furthermore, Rj3
can be chosen so that R = 6, _*+ab!, 60’ +b8,>+c. We can find appropriately
On—1=0,_,+s0, and 6, =0, _, +t0 by finding the right values for s and ¢.

We solve for s and t by equating the quadratic terms of our chosen Rs, i.e.
0, 2 +ab, 0 +b0.2 = (0, +s0.)(6, , +10.)). Sos+t=aand st =b.
Thus s(a — s) = b, i.e. s> — as + b = 0. In characteristic 2, this last equation is
actually linear and can be solved for s.

This choice of 6; allows us to calculate an inversion function for the core trans-
formation (described below), just like the inversion function of F'. Coincidently,
either 6,1 = ALy ,,—1 and 0,, = AaLy, for some A\j, g € kor 6,1 = A\ L1,
and 0, = AyL1 1 for some Ai, Ay € k; but we don’t care which nor do we use
this result directly.

To get F) oL} = AFy,41 0Ly for some X € k, we choose f,41 € R such that
fn+1]p for some nonzero p € P = Span { P, : 1 <i <n+1 }. This works to
identify f,+1 = AF,4+1 o L1 for some A € k because the quadratic polynomials
of G become homogeneous when composed with the rational functions in F,
making the linear subspace of the polynomials of G become a subspace divisible
by F,+1 o L1 (the denominator) when composed with Lo o F o L.

We randomly choose f,,_1, fn € R such that R = Span { f; in—1<1i <
n+ 1 }. We then determine f1,..., f,—2 and 6q,...,0, o sequentially, by first
choosing f,,—2 and 6,,_o, then working our way to f; and 6;. Our procedure is
as follows:

Vi=(mn-2n-3,---,2) find 0; ¢ Span { 0i41,...,0, } and f; € F such
that fi € Span { 0,0, : "=/S 5"} + Span { 6;:i<j<n+1} +1,

The last components, f1 and 1, can be chosen randomly as long as Span { f; :
1<i<n+1} =Fand Span {0;:1<i<n+1} =Span{x;:1<i<n}.

01,...,0, are the components of L}. It is easy to calculate F,..., F, 1 such
that V1<i<n+1,f; =F oL}

Now that we have determined L; and F’, we can find the inversion func-

tion parameters ( of,...,a5,0],...,0 ) for the core transformation of F’ by
considering
’ FT,L 1(@n—1,2n) Fl (@p_1,2n) ’
T “ Fli1(@n_1.2n) o 2F’+1(T71 1.@n) oy _
n=1= R (a,_q.wn) Fl (21 .2n =
a4F e ta 5F/ Ty —1,%n) +a/5

n+1("n 1,%n) +1(Tn 1:%n)
A\ F), (Tn—1,n) +0bF) (n—1,@n) +a5F,  (Tn—1,Tn)

AW F!_(Tn—1,Tn) +(ng;L(mn_1,mn) +agFT’L+1(mn_1,xn)
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or equivalently

Tn1 (QF)_(Tn—1,%n) + abF(Tn_1,20n) + aGF) 1 (Tn1,20)) =
Oéan 1(~rn—17xn) +0/2F7/l(-77n—17xn) +043F +1(-77n 17xn)

We equate the coefficients of the terms (1,2, 1,2, (Tn_1)% Tn_17,, and
(¥n—1)%x,) and simultaneously solve for the of,...,af. In the same manner
we find g1, ..., [ by starting with

;) Fh 1 (@n_1,7n) ; Fl(zp_1.2n)

/
X ﬁl Fli1@n_1.2n) BzF’+1<Tn 1:%n) +hs _
no /Fn 1(#Fn—1,7n) , Fl(@n_1.7n) +8L B
VR @ 1mn) 5Fn+1<rn 1.an) 176

ﬁiF;lfl(wn—I;(En) “FBéFw’L(a:nfl’wn) +ﬁ3 n+1($n71’wn)
ﬁz’;FT/L_l(wn—I;(En) “Fﬁélel(ajnfl’wn) +ﬁéFT/,,+1($n71’wn)

Phase III: Find G’ V1 < i < n+ 1, find linear combinations of { (Fj’ o
L) (FloL})):1<j<r<mn+1} which are equal to P;. The coefficients of
these combinations are the coefficients of the homogeneous polynomials G*.

Let G’ = Span { G} :1<i<n+1}.

3.3 Phase IV: Choose G’, L} and Lj

/Gn+1

In this phase we will determine the quadratic polynomials of G’ = : ;

G/ /Gn+1
and the linear transformations, L) and L} such that V1 < i < n+4+ 1, P, =
(L5); oG o Lo F' o L}, and G’ can be easily inverted just like G.

Our first step is to determine a core transformation in G’. We easily find two
linearly independent linear vectors in G', ¢/,_; and ¢!,. Let U=Span { ¢!,_,, ¢!, }.
That makes U = Span { La,—1,L2, }. Next we find the three-dimensional
subspace of G’ which forms the core transformation ie.

let V=G NSpan { ¢, > ¢ Y NN S

Now we find ¢, 1 and ¢,, in U such that V geV,g€ Span { ¢p_10n, dn—1,
®n,1 }. This choice of ¢’s allows us to calculate an inversion function for the
core transformation, just like the inversion function of G. Coincidently, either
¢n—1 = >\1L27n_1 and ¢n = )\QLQJL for some )\1,/\2 €k or ¢n—1 = /\1L27n and
¢n = AaLg 1 for some A1, A2 € k; but we don’t care which nor do we use this
result directly.

Up to this point, our work with G’ has been identical to the work with
F'. The method to determine G7,_, is the first place where we differ. G}, |,
will be the quadratic polynomial in two variables such that G}, | (¢n—1,¢n) =
G;LJFI(.TJl, ey Ty, 1).

Now we randomly choose g,—1,gn € V such that V = Span { g; :n—1<i <
n+ 1 }. We then determine g1, ...,gn—2 and ¢1, ..., d,_2 sequentially, by first
choosing ¢, 2 and ¢,_2, then working our way to g; and ¢;. Our procedure is
as follows:
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Vi=(n-2mn-3,---,2) find ¢ & Span { ¢iy1,...,6, } and g; € G’ such
that g, € Span { ;¢ : ’S]Sk’fl,”ﬂ P +Span{¢j:i<j<n+1} +1.

The last components, g; and ¢, can be chosen randomly as long as Span { g; :
1<i<n+1} =G and Span {¢;:1<i<n+1} =Span{z;:1<i<n}.

@1, ..., ¢y are the components of L. And again we must differ in our approach
to G’ from the approach to F’. At this point, we have for 1 < i < n,G; is a
linear combination of { g; :1 <j <n+1 }. We need to have V1 <i < n, G, is
a linear combination of only { g; : 1 <j <n }, (excluding gn41).

To explain how we do this is best done using (n + 1) x (n 4 1) matrices. Let
X be the matrix of the linear transformation (k"** — k"1 ) such that

X = .xisintheform | - - - - | but | - -
g OL/ = X ... % K -0 %0
n+1 2 n+1 0--- 0% 0--- 0«

is the form which we need.

So we find an invertible upper triangular matrix 7 and an invertible matrix
v of the desired form such that vy = m. The zero entries of m provide linear
equations to solve for the entries of v with coefficients from y, which are known.

G1/Ghp Gl g1
Now we have y = v~ 7. Solet G/ = : where : =7  |;
G;/G;LH G%H In+1
and let L} = v~ 1
Gi groLs g1oLs GiolLh
Thus =X =vlir =L} :
7/n+1 Gnt1 0 Lh gn+1 0 Ly G;H-l o Ly
Furthermore, P = L} o G’ o L, o F’ o L} and our decomposition is complete.
We can find the inversion function parameters ( 61,. .., 06,71, ---,7 ) for the
core transformation of G’ in the exact same manner that we found o, ..., o

and 3,..., [ for F'.

In summary, we have created an alternate CQRM cryptosystem using L}, F”,
L, G, and L% such that Lo G'o Lo F' oL} = LyoGoLyo FoL; and both G
and F’ are invertible, just like G and F; so cryptanalysis of CQRM is complete.

3.4 Experimental Results and Computational Complexity

The proposal for RMPKC in 1989 suggested an implementation with & of size 28
and n = 5. Our attack programmed in Magma completes cryptanalysis consis-
tently in less than six seconds running on a personal computer with a Pentium
4 1.5 GHz processor and 256 MB of RAM. We ran several experiments at higher
values of n and for larger fields k.

Increasing the size of the field increases the run time of the program linearly.
The larger values of n cause a much greater run time and manifest the critical
elements of both the public key size of the cryptosystem and the computational
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complexity of our cryptanalysis. Since the public key is a set of n + 1 quartic
polynomials, its size is of order O(n?).

The following table indicates the public key size, median total run time, and
median percent of total run time for each of the four steps, for various values of
n as indicated. We used |k| = 216, which seems to be reasonable. A k of size 23
would be quite reasonable as well.

Public Total Run Step 1 Step 2 Step 3 Step 4
n Key Time Find F Define L}& F’ Find G’ Define L}, G’ & L
(kBytes)  (sec) (%) (%) (%) (%)
5 1.5 10.8 11 78 8 3
6 29 40.0 9 80 8 2
10  22.0 1949 15 76 8 1
14 91.8 33654 10 80 9 1

Step 2 clearly comprises the bulk of the run time. Finding of the exact denom-
inator of F' takes almost all of this time, requiring 214(16716 + 131n5 + 440n* +
59513 4+ 419n? + 114n) operations. However, step 1 has computational complex-
ity of O(n") and step 3 has computational complexity of @(n?) so eventually at
higher values for n step 3 will comprise the bulk of the run time.

Remark. The steps above shows our attack is not a simple application of any
one existing attack method, let alone, just the Minrank attack alone. The key
1s that we need first to accomplish a polynomial map decomposition and then
recover a subtle rational map decomposition equivalent to the original one, which
requires much more than the Minrank method. One more important point is
the direct algebraic attack, namely from the public key, we can derive a set of
polynomial equations once we are given the ciphertert, but these are degree
4 equations not degree 2 equations, whose computation complexity, as we
all know, is much higher than the case of degree 2 equations. This is further
complicated by the fact that we are working on the field of size of 232, where
the field equations can not be used. This is confirmed by our experiments, for
example, Magma F4 implementation failed to solve even the cases n =5 on an
ordinary PC, which was proposed more than 20 years ago.

4 Conclusion

We develop a new improved 2R decomposition method to break the family of
rational multivariate public key cryptosystems proposed by Tsujii, Fujioka, and
Hirayama in 1989. We show that it is polynomial time to break this family of
cryptosystems in terms of the number of variables, the critical parameter of
the system. We demonstrate in experiments that our method is very efficient
and we can break the scheme originally suggested for practical applications in
a few seconds on a standard PC. The main contribution is that we develop new
techniques to improve the original 2R decomposition such that it can be used
successfully to attack a special family of rational maps. Although we defeat the
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cryptosystems, we still believe that this family of cryptosystems contains some
very interesting ideas that may be utilized effectively.
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