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Abstract. This paper discusses two encryption schemes to fix the Square
scheme. Square+ uses the Plus modification of appending randomly cho-
sen polynomials. Double-Layer Square uses a construction similar to
some signature schemes, splitting the variables into two layers, one of
which depends on the other.

1 Introduction

Multivariate public-key cryptosystems (MPKCs) are thought to be one of the
options for cryptography in a post-quantum setting. Some secure MPKC encryp-
tion schmes exist but they are slow and unwieldy in comparison with multivariate
signature schemes. There is room for improvement in the realm of MPKCs.

In this paper we will show some new encryption schemes based on Square.
The original Square system was broken via a differential attack and we show two
different ways to thwart this attack. Square+ is a minor reformulation which
differs from Square only by the addition of a few extra polynomials. Double-
Layer Square is a more structural renovation, using layers of variables much like
the Rainbow and Square-Vinegar signature schemes [1I7]. We make the case that
both of these new options are secure against known attacks.

This paper is organized as follows: in Section 2] we describe the Square and
HFE cryptosystems and attacks on them, in Section [3] we describe and analyze
Square+, in Section Ml we describe and analyze Double-Layer Square, and we
conclude in Section

2 Background

The Square system and the variants of it that we will introduce here can be seen
as a natural evolution of a sequence of MPKC schemes. Though not the first
in this Vei, the HFE (Hidden Field Equations) system of Patarin is a good
starting point for this discussion because it is very general and also extensively
analyzed (e.g., [ASIQITTIT2/T3IT6]).

! For example, the C* scheme of Matsumoto and Imai [T4] predates HFE by about 8

years.
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2.1 HFE

Let k a field of size ¢ and K a degree-n extension of k, say K = k[y]/(g(y)) for
some irreducible g. In the original versions of HFE, k is characteristic 2.

The construction exploits the relationship between the standard vector space
k™ and the field K (they are isomorphic as vector spaces but K has additional
structure). Plaintext and ciphertext are vectors in k™ and accordingly, the public
key is a map k™ — k™. The private key is a detour through K, using a map of
a specific form.

Definition 1. An HFE polynomial with bound D over K is a univariate poly-
nomial of the form

GX)= > ayXTt 4 3 gXT 4,

q'+¢I<D ¢/ <D
with Qg ﬁj, v e K.

The reason for using HFE polynomials is to guarantee that the components of
the public key are quadratic. Explicitly, an HFE system is constructed as follows:
the public key is

P=LiopoFop oLy where

— Ly, Lo: k™ — k™ are invertible affine maps
— p: K — k™ is the vector space isomorphism

ai +a2y+"‘+anyn71 = (ala”'aan)
— F: K — K is an HFE polynomial of some bound D.
See Figure [II The private key is the decomposition of P. Since F is a uni-

variate polynomial of bounded degree, preimages under F' can be found, using
Berlekamp’s algorithm for example.

Public Key P

Fig. 1. The HFE system
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Algebraic Attacks. The most straighforward way for an attacker holding a
ciphertext (y1,...,yn) € k™ and the public key P is to try to find the corre-
sponding plaintext is to solve P(z1,...,2n) = (Y1,...,Yn). This is a system of
n quadratic equations in the n variables x1,...,Zy:

Pl(xla"'vl'n)_ylzo
PZ(xla"'vl'n)_yZZO

(1)

Pn(ﬂfl,-~-7$n)—yn=0-

Breaking an MPKC by solving these equations directly is known as an algebraic
attack. Since solutions to ({l) are in the variety of the ideal (P, —y1, ..., Pho—yn) C
Elx1,...,2s], a Grobner basis of this ideal is extremely helpful. For cases of
cryptographic interest, the reduced Grébner basis with respect to lex ordering
will usually look like

{f1($n), f2($n_1,.1‘n), ey fn($17$27 ey xn)},

whose zero set can be found, via back-substitution, as easily as n univariate
polynomial equations can be solved. One of the best algorithms to compute a
Grobner basis is the Fy algorithm of Faugere [10].

In fact, using Fy for find the Grébner basis of the corresponding ideal seems to
be the most effective way of algebraically attacking MPKCH and are particularly
effective against characteristic-2 HFE systems. Faugere used F,4 to break several
instances of HFE [11], though it is important to note that these are characteristic-
2 cases. It was later pointed out that the characteristic has a significant effect
on the performance of Fy , since an attacker can make use of the field equations
21—z =0 [g].

2.2 Square

Square was proposed in [3]. This attempt at a new MPKC was motivated by
observations about the characteristic’s effect on Fy [§], and the then-apparent
success in using odd-characteristic HFE as the foundation of a signature scheme
[1]. All of the ideas of Square have been seen before; what makes this system
novel is that these ideas are combined in a new way.

See Figure 2l Let k be a field of size ¢, and here we force ¢ = 3 mod 4.
Plaintexts will be vectors in k™. Embed k" into a larger space k"t! via an
injective affine map Lq: k™ — k™t We choose n and [ so that n + [ is odd.

Let K be a degree n+1 extension of k. Just as for HFE, we use a vector space
isomorphism ¢: K — k™! and an invertible affine map Ly: k"' — k"t For
the core map K — K, we use

F(X)= X2

2 Other polynomial solving algorithms exist, in particular the XL algorithm and its
improvements [I3I5], but at present they outperform F4 only in contrived cases.
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Fig. 2. The Square system

hence the name Square. From these we construct the public key
P=LiopoFoplolL,.

P will be an (n + I)-tuple of quadratic polynomials in n variables. The Square
setup is quite similar to that of HFE and the earlier C* scheme of [I4]; in fact
one may think of it as an odd-characteristic, embedded HFE with D = 2 and a
specifically chosen HFE polynomial.

The decryption process is the real selling point of Square. When |K| = 3
mod 4, we can find preimages under F' using the square root formula

qn+l+1

X=+v"3", 2)

This makes decryption fast, especially in comparison to traditional characteristic-
2 HFE systems, whose core maps have very high degree.

An Attack on Square. Though Square was shown to be strong against alge-
braic attacks, it was broken by what may be categorized as a differential attack
[2]. Recall that the discrete differential of a function f is

Df(A, X) = f(A+ X) = f(4) = f(X) + £(0).

We will hereafter refer to the below as the “Square attack”.
Let us work over K. To emphasize that L; and Lo (and hence their lifts) are
affine, let R
ol oLiop=1Ly+h,

¢ toLyoy =Ly+1a,
where ¢ : Fgn — k™, L; linear and [; € K. Also let
P= p loPoy,
X=¢p Y Z)and Y = (7).
Using this notation,

P(X)=L1(Lo(X)?) + L1(lo - Lo(X)) + Iy

= quadratic + linear + constant.
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By fixing some A € K, we can view the differential DP as a univariate function
DPA(X)=DP(X,A) =Ly o My o Ly(X),

where M 4 denotes multiplication by a constant which depends on A {DﬁA A€
K} are all linear maps and they form a vector space over K.

Now, every D]SA is of the form 21 oMuo EQ and the linear part of }3, 21([2 .
Lo (X)), has a similar form. By picking a basis for these we obtain a set

A={DPy4,...,DPy, Y U{L1(l> - Ly(X))}
={D;=LioM,, oLy M\,(X)=\X,i=1,....,n+1}

for some unknown Aq,..., Apt1.
The maps of A are helpful because they can help us identify Lq. This is due
to the fact that

(zloM,\ozl_l)(z1 oMAioZQ):El OMMiozg. (3)
We look for solutions L to the system of equations
LoD;e Span{D;:j>m}, i<m. (4)

We are guaranteed by (@) that among the solutions will be some LioM 0 E; 1
Once such an L is known, L and Ly can be recovered and Square is broken.

3 Square+

The Plus modification has been seen before, first by Patarin [I7], but was con-
sidered useless and did not receive much attention. The real example of its use
is to counter differential attacks of a system called Perturbed Matsumoto-Imai
[6]. This motivated us to look at a Plus variant of Square.

The modification is simple: for any MPKC, a Plus variant can be constructed
by appending some number p of randomly chosen quadratic polynomials to the
public key before a final mixing process. Let us describe this specifically for the
case of Square.

As usual, let k be a field of size ¢, where ¢ = 3 mod 4. Plaintexts will be
vectors in k™, we will embed the space of plaintexts into k"', and K is a field
extension of degree n 4 [. Let m = n + [ 4+ p. As for Square, we make use of
the following maps: the vector space isomorphism ¢: K — k™!, the core map
F: K — K given by

F(X)= X2

and an injective affine map Ly: k™ — k™!, We also use p quadratic polynomials
in n + [ variables,

gl,...,ngki[$1,...,xn+l}

and an invertible affine map Ly: k™ — k™.
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Since ¢ o F o=t is an (n + [)-tuple of quadratic polynomials, by appending

gi,- -
key

, §p We can create a map F': k™ = k™. From this we construct the public

Pt =LioF oLy

See Figure Bl PT will be an m-tuple of quadratic polynomials

Pli(xl,..
Pz, o) = (-
Pn“;(xl,o...
K oK
o1 @
k" Lz >kr\f+z

)
S Ty)

) Tn)

Ly
ES S kn+l+p

Fig. 3. Overview of the Square+ system. The * denotes concatenation.

Encryption with Square+. A plaintext (s1,...,8,) € k™ in encrypted by com-
puting

(e, yem) = PT(s1,...,8n).
Decryption with Square+. For a ciphertext (ci,...,¢m) = PV (s1,...,5,) € k™,
decryption is performed as follows: first, let

(yla R 7ym) = Lfl(clv cee ,Cm)
and

Y =0 y1,...,yn01) € K.

In other words, we “unmix” the random polynomials and discard them before
moving the ciphertext to the big field. Then we solve X2 = Y. Due to our
choice of ¢ and n + I, we can use the square root formula (2)). This gives two
solutions. Since Lo is affine, in general only one of them will be in the image of

¢t o L. The preimage of the solution will be (sy, ...,

$n). Note that with the

Plus polynomials, we have a backup method of deciding between the two square
roots. The addition of random polynomials all but ensures that only one of them
will actually be a preimage of the ciphertext under P+.
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Security Analysis. The main question regarding the security of Square+ is,
How do the Plus polynomials change the potency of attacks against Square?
The answer is that some attacks become more successful, some are thwarted,
and others are mostly unaffected.

When Square was proposed, justifications were made for its resilience to at-
tacks reliant on invariant subspaces and/or properties of the bilinear forms asso-
ciated to the public key [3]. The addition of random polynomial information will
not increase the probability of linear algebraic properties of the core map. Of
course, an attacker could find linear combinations of the public key polynomials
and come across a large enough collection (around n+1) which are a combination
of only the original Square public key components. The chance of an attacker
doing so randomly is ¢ (") and at present there does not seem to be any way
to find these combinations in a more effficient way. So, there is no reason that
Plus polynomials will make these attacks suddenly dangerous.

On the other hand, providing more polynomial information about the
plaintext-ciphertext relationship will make algebraic attacks predictably more
effective. See Figures @] and [l for a summary of our experiments regarding al-
gebraic attack times for some Square+ systems. Thus it is important to use a
small p not only for practicality reasons but also security. Considering the results
of our algebraic attack experiments and extrapolating the data, it seems that a
Square+ scheme with ¢ = 31, n =48, [ = 3, and p = 5 looks promising.

The reason for adding the Plus polynomials is to dodge the Square attack.
Since we add quadratic polynomials, the “noise” they create affects the differen-
tials. In particular, if we proceed as in the Square atttack - work in an extension

8

4 L
2 \-\‘j
1 T T T T T T T T T 1
1 2 3 4 \\E 7 1 9 10
= '\‘\.i
Gk X, ——g=31,n=10

\ —-q=31,n=12
e \ | -
0.0625

—

003125

0.015625

00078125

0.00220863

Fig. 4. Algebraic Attack times against Square+ vs p, for various g and n. The value
of [ is 3 for all tests.
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Fig. 5. Algebraic Attack times against Square+ vs n, for various g and p. The value
of [ is 3 for all tests.

field and fix one input of the differential as in (2.2]), we see that
DﬁA :ZloMAOEQ—i—L’

for some linear map L which comes from the randomly-chosen Plus polynomials
and thus should also be random. So the differentials of teh Square+ public key
cannot be used in the same way as in [}] to identify the secret transformation.
Plus was effectively used to protect the Perturbed Matsumoto-Imai system from
differential attack in [6].

4 Double-Layer Square

The Plus variant of Square uses “cosmetic” changes to the structure of the system
to obstruct an attacker’s access to the nice differential properties of Square.
Another approach is to destroy the properties altogether by complicating the
core map. This is the main idea behind Double-Layer Square.

Construction. The construction takes cues from the Rainbow signature scheme
[7]. The variables are split into two “layers”; some of the input components
determine the polynomial into which other components are fed. We will discuss
below why an attacker should not be able to separate the layers.

Again |k| = ¢ =3 mod 4. Plaintexts are vectors in k*, n odd. Let Lo : k** —
k2" *! be an affine transformation of rank 2n.
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Remark. Here, we would like to note that this map Lo uses the idea of embed-
ding proposed to enhance the security of Sflash in [5]. The application of this
embedding is critical in ensuring the security of our new scheme.
The first layer: Let K = k™t via vector space isomorphism ¢ and F': K — K
be given by F(X) = X2. The map
F=goFop™

is an (n + I)-tuple of quadratic polynomials in n + [ variables.
The second layer: Let K’ = k™ via the vector space isomorphism ¢’. Consider
the map G: k"t x K’ — K' given by

G((z1,...,xpy1), X) = aX? +B8(x1y ey X)X (21, ),
where a € K', 3 is affine and ~ is quadrati(ﬁ The map
G=¢ oGo(idxy™h),

is an n-tuple of quadratic polynomials in 2n + [ variables.
Altogether by concatenating the first and second layers, we obtain a map
k2l s k27t given by

Fl(l‘l, . 7$n+l)
Fg(xl, e 71'n+l)
F*G: Fn+l(x1,...,l'n+l)
G1($17 e 71‘2%-‘1—[)
Ga(r1, ..., Tangr)
Gn($17 e 71‘2%-‘1—[)

Using with the embedding Lo and a final invertible transformation L;: k?"+! —
k2"t we get a public key P: k2" — k20t

P:Llo(F*G)OLQ.
Encryption. To encrypt a message (m1, ..., may) € k2", simply compute
(C1y.-osCong1) = P(ma, ..., may).
3 More precisely the maps 3; and v are of the form

Bi@r,.yxap) = Y Eiwi +vi,

1<j<ntl
Y1, Tngr) = E NjRT; Tk + E 0T+ T,
1<j<I<n+1 1<j<ntl

where &;;, vi, nj1, 0; and T are randomly chosen from K'.
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Decryption. Given a ciphertext (c1,...,can41) We must first compute
(Cll, . ,CénJrl) = Lfl(cl, . 7C2n+l) S k‘2n+l.
We know that F(x1...,2,41) = (c},...,¢, ;). We can easily find preimages

under F' by going back to the “big field” K and using the square root formula
in K:

ntlyy

VY =Y " (5)
Suppose (z%l), R szlle) and (252), ceey zfizl) are the two preimages under F'. Now

we find a preimage under G using each as vinegar variables. We solve
G((z )\ x) = /-1
((Zl ""’Zn+l)7 ) =@ (cn+l+17~-~ac2n+l)~

With the z](z)s plugged in, this is just a univariate polynomial equation over
K'. We can solve it either by Berlekamp’s algorithm or via the quadratic formula,
again using the square root formula (&]).

Now there are up to four preimages of F' x G. However, the correct preimage
must lie in L2(k™); in general only one will do so and that preimage is the
plaintext. We work under the assumption that we are trying to decrypt an
encrypted message, so at least one of the possibilities will lie in this space.

Remark 1. There is no reason why we cannot use more than two layers in this
construction. However, each layer will increase by a factor of 2 the number
of preimages to be checked in the final stage of the decryption process. Since
two layers seem to be enough to stymie attacks, there is no reason to slow the
decryption process with added layers.

Security Analysis. First we observe that algebraic attacks against Double-
Layer Square systems perform about as well as against Square systems with the
same number of variables. Thus we believe that Double-Layer Square is safe from
algebraic attacks.

Many successful attacks on MPKCs exploit the simplicity of private maps
when viewed as univariate polynomials, and this gives Double-Layer Square an
advantage. The univariate polynomial which corresponds to F' * G is an HFE
polynomial over a degree 2n + [ extension, but in general it will have maximum
degree (2¢"*'~1) and many terms. The Square attack relies on the differential
property DF(A, X) = 2AX which is not true for most HFE polynomials.

So, lifting to a large field and working with a univariate polynomial does not
seem to help an attacker. Let us consider the differential of the core map as it
is given. Let

(a1, ey a2n+l), (1’1, A 71'2n+l) S k2n+l,

a = (a'lv' e 7an+l) € kn_Ha

A=¢ (a) €K,

—1
A= ¥ (an+l+17"'aa2n+l) €K'
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(Analogous ¢, X and X'.) Then the differentials are
DF(A, X) = 2AX (6)

DG((a,A"), (x,X")) = 2aA'X"" + B(a) X' + B(x)A" + Dy(a, x). (7)

It is true that DF' is the same as for Square. However a and  appear in both
() and (@), and ~ is randomly chosen so we cannot expect D to have any nice
properties. Once F' and G are mixed together by Li, it seems highly unlikely
that an attacker can untangle the two differentials to access the simpler one ().

5 Conclusions

In this paper, we proposed two new encryption schemes based on the Square
system. Square+ evades differential attacks by adding noise to the differentials
by way of Plus polynomials; Double-Layer Square achieves the same end by using
a more complicated core map structure. We explained the new constructions and
gave arguments and evidence suggesting that both are secure options.

Acknowledgments. The authors would like to thank Dr. John Baena Giraldo
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Tier 2 grant T208B2206, the NSF, NSF China and the Charles Phelps Taft
Foundation.
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