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Abstract. MFE, a multivariate public key encryption scheme proposed
by Wang et al in CT-RSA 2006, was conquered by second order lineariza-
tion equation (SOLE) attack by Ding et al in PKC 2007. To resist this
attack, many improved schemes were proposed. Wang et al in [WEWQ9]
and Wang in [Wan07] both modified MFE and raised the public key from
quadratic to quartic equations. We call the two quartic schemes Quartic-
1 and Quartic-2 respectively for convenience. They are indeed immune
to the SOLE attack. However, we find that there exist many quadrati-
zation equations (QEs), which are quadratic in plaintext variables and
linear in ciphertext variables and can be derived from the public keys
of Quartic-1 and Quartic-2. In this paper, we utilize QEs to recover the
corresponding plaintext for a given ciphertext. For Quartic-1, we firstly
find there are at least 2r SOLEs, which was regarded as impossible by
the original authors, furthermore, we can find at least 35r QEs with a
complexity O((90r? (157 +1)+180r% + 15r(15r +1) /2+27r + 1)), where
r is a small number denoting the degree of extension of finite fields and
w = 2.732. The computational complexity of deriving these equations is
about 237. But to find the original plaintext, there still needs 2*° times
Grébner basis computations, which needs practically 1.328 seconds each
time. For Quartic-2, we make a theoretical analysis and find 187 QEs with
a computational complexity O((15r + 1)67(12r + 1) + 18072 + 277 + 1)“.
The complexity is 236 for the parameter proposed in [Wan(Q7], and we
can break the scheme practically in 3110.734 seconds. Finally, we show
that another improved version of MFE in [WZY07] is insecure against
the linearization equation attack although its authors claimed it is secure
against high order linearization equation attack. Our attack on the two
quartic schemes illustrates that non-linearization equations like quadra-
tization equations which are not degree one in plaintext variables can
also be used efficiently to analyze multivariate cryptosystems.
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1 Introduction

Public key cryptography (PKC) has opened a new era of cryptography since
Diffie and Hellman delivered a new idea in their seminal paper in 1976 [DHT7G].
The classical trapdoors of PKC are based on the difficulty of integer factorization
for RSA and discrete logarithm for ElGamal and ECC. However, with the ar-
rival of quantum computer epoch, cryptosystems based on integer factorization
and discrete logarithm will be cracked by quantum computer attack [Sho97].
Therefore, multivariate public key cryptosystem (MPKC), one new public key
cryptography, attracts more attention and becomes a hot topic in the last years.

The multivariate public key encryption scheme MFE is proposed by Wang
et al in CT-RSA 2006 in [WYHO06]. It was designed to be resist against the
Patarin attack [Pat95] that utilizes the so-called first order linearization equa-
tions (FOLEs) of the form

Z Qi UV; + Z biu; + ZCj’Uj +d=0,
i,j i J

but was conquered by Ding et al in 2007 PKC in [DHNOT] by using second order
linearization equations (SOLEs), which have a form like

Z ik UV VL + Z bijuivj + Z CjkVjVk + Zdluz + Z €;v; + f=0.
3,5,k i, gk i j

Here these SOLEs are satisfied by all plaintext variables u; and their correspond-
ing ciphertext variables v; and they are derived from the polynomials of the
public key. For both first and second order linearization equations, the degrees
of plaintext variables are one, and therefore, once the ciphertext variables v; are
evaluated, some plaintext variables can be linearly expressed by the rest plain-
text variables, which implies that the range of possible plaintexts is minimized
and the number of plaintext variables in public key equations can be reduced. If
from the reduced public key equations first or second order linearization equa-
tions can be still derived, then the number of plaintext variables can be again
reduced. If this number is small enough, we can directly solve out the plaintext
variables from the reduced public key equations by XL or Grobner basis algo-
rithms [Fag99]. With the help of SOLEs, the authors of [DHNOT7] successfully
broke the two instances proposed in [WYHO06].

To resist the SOLE attack, Wang et al in [WEW09] and Wang in [Wan07] both
modified MFE and raised the public key from quadratic to quartic equations.
The increase of degree enlarges the scale of the public key exponentially by the
degree of extension of fields r. To bound the length, r» has to be very small,
like 2 or 3. We call the above two improvements as Quartic-1 and Quartic-2
respectively for convenience. It is indeed the case that the SOLE attack is not
practical on them, however, from their quartic public key equations, we can find
equations of the form

Z QiU U VL + Z bijuiuj + Z CikU; Vg + Z diu; + Z erVL + f =0.
ik i &

.5,k .7
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We call them as Quadratization Equations (QEs). They are quadratic in plain-
text variables and linear in ciphertext variables, hence QEs are still quadratic
equations if ciphertext variables are evaluated. QEs can be regarded as a dual
of SOLEs in the sense that switching the plaintext and ciphertext variables,
QEs are turned into SOLEs. However, QEs can not be used to linearly eliminate
plaintext variables, but for our cryptanalysis here, the parameter r in Quartic-1
and Quartic-2 is smaller than that in the original MFE, this means the complex-
ity of searching QEs for Quartic-1 and Quartic-2 is much smaller than that of
searching SOLEs for the original MFE.

The main aim of this paper is to illustrate that quadratization equations are
helpful for reducing the range of possible plaintexts and can be used to efficiently
attack Quartic-1 and Quartic-2. The paper also contains a work of cracking down
another improved version of MFE by Wang et al [WZY07]. The improvement
maintains public key equations as quadratic and introduces a new operator on
matrices in its design for the goal of resisting against high order linearization
equation attack. We show that the scheme can be even broken by the first order
linearization equation attack.

The paper is organized as follows. In Section 2, we review the original MFE
encryption scheme where the notations employed are also used to describe the
three improved versions that are analyzed in this paper. In Sections 3 and 4 we
present the quadratization equation attack on Quartic-1 and Quartic-2 respec-
tively. Next in Section 5 we give the first order linearization equation attack on
the improved MFE scheme of [WZY07]. The last section is the conclusion.

2 MFE Public Key Cryptosystem

2.1 MFE

Let K be a finite field, generally Fois. Let IL be its degree r extension field; L is
considered the ”Medium Field”, generally » = 4 or 5. Its encryption transforma-
tion is a composition of three maps L1, ¢, and Lo, where L, : K'?" — K12 and
Ly : K157 — K" are two invertible affine maps and kept as a private key, and
the so-called central map ¢ : K2 — K" is constructed by composing of 15r
quadratic polynomials in 127 variables. The composition map E = Ls o ¢ o L
is used as a public key, and it is an ordered set of 15r quadratic polynomials in
127 variables.

The central map ¢ is publicly known and is constructed as follows. Let 7 : L —
K" be the natural isomorphism. Namely we take a basis of L over K, 61, ,0,,
and define by 7(a161 +---+a.0,) = (a1, -+ ,a,) for any a1,--- ,a, € K. Let ¢
be the polynomial map from L'2 to L', Let gzNS(Xl, Xo, .. X12) = (N, Ys,..Y15).
Suppose

X1 Xo X5 Xe X9 X10

M, = (Xa X4) » Mz = (X7 Xs) » My = (Xu X12) ’

an

Y, Y5 Ys Yo
Zg:M1M2=(}%Y7>,ZzzM1M3=< 8 9>,
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Yi2 Y5
@ -arfan = (3140

Then ¢ is expressed as

Y1 = Xq + det(Ma2) + Q1

Ys = Xa + det(M3) + Q2

Y3 = X3+ det(My) + Qs

Yy =X1X5 + Xo X7 Y5 = X1 X6 + Xo X5

Yo = X3X5 + Xa X7 Y7 = X3X6 + XaXs (1)

Ys = X1 X9 + XoX11 Yy = X1 X710 + Xo X102

Yig = X3Xo + X4 X1y Y11 = X3X10 + X4 X12

Yo = X5 X9 + X7 X1y Yiz3 = X5X10 + X7 X12

Yia = X6 X9 + Xs X1 Y15 = XeX10 + XsX12
The triple(Q1, Q2,Q3) is a triangular map from K3" to itself as follows. Let
m(X1) = (21, ,zp), m1(X2) = (Xpg1, -+, 22), T(X3) = (241, , T3r), and
let ¢; € K[z1, -+ ,24-1], 2 < i < 3r. Then

—= ZQi(xl’ s wio1)0;

Q(X1, Xz) quﬂ (z1,+  xi-16;)

Q(X1, X2, X3) = ZQ2r+i(-T1a e wio16;)

The g; can be any randomly chosen quadratic polynomials. The public key £ =
Lyomo¢on'oLi. The encryption of MFE is the evaluation of public key
polynomials, namely given a plaintext (ug,- - ,u12,), its ciphertext is

(i, v15r) = (Ra(ur, -+ su12.), - s hase(ug, - -+ u12r))

For a legal user, having known L1, Lo, the key point of decryption is efficiently in-
verse ¢. Foragiven (Y1, - - , Y15), we can easily compute det(Z7), det(Z2), det(Z3),
and by

det(Zg) = det(Ml)det(Mg)

det(Zy) = det(M7)det(Ms) (2)

det(Zl) = det(Mz)det(Mg)

if My,Ms and M3 are invertible, we can compute the value of det(M),det(Ms)
and det(Ms). In this case, by the former three equations of (1), X1, X3 and X3
are solved out. If X7 # 0, from X7 X4 + X2X3 = det(M;), we can get the value
of X4. With X7, Xo, X3 and X, evaluated, the latter 12 equations of (1) form a
triangular structure, so Xy, -+, X12 are subsequently attained. Appendix B of
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[WYHO06] presents the method of computing the X; in the case when X; = 0.
It is slightly easier than the case of X; # 0. Since the possibility that Mj, Mo
and M3 are invertible is close to 1, then we can assume that we can always
successfully decrypt a valid ciphertext in the above way.

There are two typical instances of MFE proposed by the designers of MFE.

1. MFE-1, where K = Fyis and 7 = 4. The public key has 60 quadratic poly-
nomials with 48 variables.

2. MFE-1",where K = Fis and r = 5. The public key has 75 quadratic poly-
nomials with 60 variables.

2.2 SOLE Attack on MFE

Denote M* as the associated matrix of a square matrix M; then MM* =
det(M)I, where I is a square identity matrix. we have

Z3 = M1 Ms, Zy = My M3
From these, we can derive
M3M§MTM1M2 = MgZSZ:; = det(Zg)Mz

That is
MgZ;Z;; = det(ZQ)Mz

Expand the relation into the matrix form, we can get 4 equations on each entry
of the form
0,5,k

In [DHNOT], using the same technique, 24 equations of this form can be found.
Applylng (le e 7X12) = ’n—ilLl(Ula T 7vl2r) and (Yla T 7Y15) - ﬂ-ilLQ_l(ula
-, u1sr) to (3), we can get 247 equations of the form

Z ik UV; VK + Z bijuivj + Z CjkVj Vg + Z diu; + Z e;jvj +c = 0
Jk i J

ijk 1,7

where a;ji, bij, ¢ji, di, ej, ¢ € K. These equations are SOLEs. Once the cipher-
text variables are evaluated, these equations are linear in u;, so some plaintext
variables can be linearly expressed by the rest plaintext variables, which implies
that the number of plaintext variables in public key equations will be reduced.
If the number is small enough, we can directly solve out the plaintext variables
from the reduced public key equations by XL or Grdebner Basis. With the help
of these SOLEs, authors of [DHNO7] successfully broke the above two instances.
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3 Quadratization Equation Attack on the Quartic-1
Scheme
3.1 The Quartic-1 Scheme

Having noticed the existence of SOLEs, the authors of [WEW09] design Z;, Z
and Z3 in the following strategy. Here M;, Ms, M3 are the same as those in the
original MFE.

(X1 Xs [ X5 X6 [ X9 Xyo
Ml_(X3X4)’M2_(X7X8)’M3_(X11X12)'

Set
Y. Y:
Z3 = Xo XM My = <Y2 Yi)’
Ys Yy
o = X1 XoM M3 =
2 142 1413 (}/10}/11)’
and

Y12 Y
Zy = X1 XsMI M; = (Yi Yi) :
The corresponding central map gZ) : L2 — L' is given as follows:
Y1 = X1+ Xidet(Ms) + @
Ya = Xo + X3det(M;) + Qo

Y3 = X3 + X2det(Ms) + Q3

YZ; =X2X3(X1X5+X2X7) = XoX3(X1 X6 + XoXs)
= XoX3(X3X5 + X4 X7) Y7 = XoX3(X3X6 + X4X3g) (4)
= X1 Xo(X1 Xg + XoX11) = X1 X0 (X1 X710 + X2 X12)

Ylo = X1 Xo(X3X9 + X4 X11) Y11 = X1 Xo(X3X10 + X4X12)

Y12 = X1 X3(X5 X9 + X7 X11) Y1z = X1 X3(X5X10 + X7X12)

Yia = X1 X3(X6Xo + XsX11) Yis = X1 X3(X6X10 + XsX12)

The triple (Q1,Q2,Q3) is constructed in the same way as in MFE [WYHO06].
The decryption process follows the same line of that of MFE. Given a valid
ciphertext, we can get det(Z7), det(Z3), and det(Z3) as follows. Since we have

det(Z3) = X2X2det(M;)det( M)
det(Z) = XZX2det(M;)det(Ms) (5)
det(Z,) = X2 X2det(Ms)det(Ms3)

when My,My and Mj are invertible and none of X1,X5 and X3 is zero, we can
get values of X7det(M3), X2det(Msy) and X3det(M;) as follows:

X2det(Z3) = \/det(Zs)det(Z,)det(Z3)~1
X2det(Zs) = \/det(Z;)det(Z3)det(Z) 1
X2det(Zy) = \/det(Zy)det(Zs)det(Z;) 1
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The square root operation is easy to handle over a characteristic two field. Sub-
stituting X2det(Ms3), X3det(Mz) and X3det(M;) into the first three equations
of @), X1, X2 and X3 are solved out. From X3det(M;) = X3(X1 X4 + X2X3),
we can get X,4. Substituting X7,X5,X3 and X, into the last twelve equations of
@), a triangular structure is formed so that X5, -+, X152 can be subsequently
attained.

This new encryption scheme Quartic-1 raises the polynomials of the public
key to be degree four, namely they are quartic polynomials in plaintext variables.
To bound the size of public key, the authors in [WEWQ9] has to reduce the size
of K and the extension degree r. There are two sets of parameters proposed:

1. Quartic-1, where K = Fos and r = 2. The public key has 30 quartic polyno-
mials with 24 variables.

2. Quartic-1",where K = Fo1 and 7 = 3. The public key has 45 quartic polyno-
mials with 36 variables.

3.2 Cryptanalysis of Quartic-1

In [WEWO0Y], the authors claim that SOLEs do not exist for the Quartic-1 sys-
tem, however, our experiments show that at least 2r SOLEs always exist. We
find two equations that hold on ¢:

X2Y12Y15 + XoY13Yia + XoYaYis + XoY5Yi3 + XioYaYia + X10Y5Y12 =0
X5Y10Y15 + X5Y11Yi4 + X6Yi0Y13 + XeY11 Y12 + XoYaYis + XoY5Yi3
+X10Y2Y14 + X10Y5Y12 =0

(6)
Substituting (X1, -+, X12) =7 1Li(v1, -+ ,v12,) and (Y1, ,Yi5) = ﬂ_ngl

(u1,- -+ ,uis-) to (@), we can get 2r equations of the form:
Z Ak UV VU + Z bijuﬂ}j + Z CjkV;Vk + Z d;u; + Z €;v; + f=0 (7)
1,5,k (2%} J.k i J

where ajji, bij, cji, di,ej,c € K. They are SOLEs and can help us to reduce
the number of plaintext variables for a ciphertext-only attack. The complexity
of recovering the coefficient vectors (a;jk, bij, cjk, di, €j,¢) is (90r?(15r + 1) +
18072 + 157(157 + 1) /2 + 27r + 1)V, w ~ 2.732. For the parameter specification
of Quartic-1, this complexity is about 237; for the parameter of Quartic-1’, this
complexity is about 24!.

Unfortunately, these SOLEs can only reduce 2r plaintext variables, and they
help little to simplify the central map in order to derive more SOLEs, moreover,
substituting them into the central map ¢ would destroy its compact expression.

However, we can easily find plenty of quadratization equations from ¢. Taking
Yy, Y5, Ys, Y7 into consideration, it is obvious that there holds a QE between any
two of them. Take Yy, Y5 as example, it is

(X1 X5 + XoX7)Ys = (X1 X6 + XoXs)Ys
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In fact, there are at least 9 independent Quadratic Equation. They are as follows:

(X1 X6 + XoX8)Va + (X1X5 + XoX7)Ys = 0
(X3 X5+ XuX7)Ya + (X1 X5+ XoX7)Ys =0
(X3X6 + Xy Xg)Yy + (X1 X5 + XoX7)Y7 =0
(X3Xs5 + XaX7)Vs + (X1 X6 + XaXg)Vs = 0
(X3 X6 4+ XaX8)Ys + (X1 X6 + XoXg)Ys = 0 ®)
(X3X6 + X4 Xg)Ye + (X3X5 + Xy X7)Y7 =0

X3 XeYs + XuX7Ys + X1 XeYs + XoX7Y7 =0

X3 XYy + X3 X7Ys + X1 XsYs + X1 X7Y7 =0

Xy XeYs + Xy X5Y5 + XoXeYs + Xo X5Y7 =0

IfYy, Ys, Ys, Y7 are substituted by a ciphertext, we will get 6 independent quadratic
equationsin () if Y3 Y5 # 0, since we can find a 6 X 6 invertible coefficient submatrix

Y50 0 000
YsY,Y, 0 0 0

Y70 0Y,0 0
0 0YsY, 00
000O0Y,0
0000O0O0Y,;

with determinant equal to Y;'Y2. Here consider every term X;X j presented in
@) as a single variable. Since Y;Y5 # 0 holds with a probability almost being 1,
we can always get 6 independent quadratic equations.

Similarly to (), we can find at least 9 independent QEs from Yg, Yy, Y10, Y11
and another 9 independent quadratic equations from Y7o, Y13, Y14, Y15. These
three sets of QEs are composed of different terms, hence we can get 27 QEs,
and they become 18 independent quadratic equations if variables Y; are fixed by
ciphertext values.

Besides, observe the relation between Yy, Y5, Y15 and Yi4 and the relation
between Yy, Y5, Y13 and Y35, we have

X XoYy + X7 XoY5 + X9 XgY1io + XoX7Y14 =0
X X11Yy + X7 X11Y5 + XoXgVi2 + X2 X5Y14 =0
XgX10Yy + X7 X10Y5 + Xo XgVi3 + X2 X7Y15 =0
X X12Yy + X7 X12Y5 + X2 X6Y13 + X2 X5Y15 = 0.

9)

Similarly, we can also find another two QEs from Yiqg, Y71, Y12 and Yi3, and 2
QEs from Yig, Y11, Y14 and Yi5. So totally there are 35 QEs derived from the
central map, and at least 18 of them are independent.

Substituting (X1, , X12) = 7 ' Li(v1,- - ,v12,) and (Y7,---,Yy5) = 71
Ly'(uy,- -+ ,uis.) into () and (@), we can get 351 QEs over K of the form

Zawku UV —l—Zqu Uj +ZCku Vg —l—Zd u; —l—Zekvk +f=0, (10)

1,5,k
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where a;jk, bij, ¢k, di, e, ¢ € K. Since (§) and (@) exist for all corresponding plain-
text and ciphertext variables, recovering a basis of these QE’s coefficient vectors
(@ijk, bij, cjk, disej,¢) is a precomputation. The computational complexity is
O((15r 4+ 1)6r(12r + 1) + 18072 + 277 + 1), w ~ 2.732. This complexity is about
236 for the parameter in Quartic-1; and 2° for the parameter in Quartic-1’.

Given a ciphertext, if it is substituted into (§) and (@), we can get a system of
at least 35r quadratic equations, denote it as S. If we can work out a Grobner
basis of § with a small dimension, say s, we can find the original plaintext by
|K|° exhausted search.

3.3 Dimension of &

Since the scale of S is impractical for directly computing its Gréber basis, when
r = 2, |S| > 70. Experiment shows that it is really time consuming, so after
obtaining S, how to determine its dimension s? We apply an intermediate way
to find s. Suppose we fix the last ¢ variables by randomly chosen elements in K,
and compute the corresponding Grébner basis by an equation solving algorithm
like Fy. By experiment, we find the following three results can be efficiently
obtained:

1. if t > s, it always output GB={1}.
2. if t = s, it always output a zero-dimensional GB.
3. if t < s, it always output a positive-dimensional GB.

This observation help us to make a strategy to determine s. We can choose a
fairly big ¢, if it outputs GB={1} by F4, then ¢ decrease by 1; if it outputs a
zero-dimensional GB, returns ¢ and stops.

Using the above strategy we can efficiently determine the dimension of S,
i.e., s. The last step is to search the last s ciphertext variables |K|® times and
compute the Grobner basis for each time. It would be a disaster for a normal
computer, but this set-back can be greatly improved by sufficiently many parallel
computers.

3.4 Experiment Results

In order to compare Quartic-1 and Quartic-2, which will be analyzed in the
following section, we take the parameter of Quartic-1 in section 3.1, K = Fos,
r = 2, which is the same as Quartic-2 given in Section 4.1. We chose 10 different
pairs of L; and Lo and, and for each of them, we chose 100 different valid
ciphertext for experiments.

The precomputation is to recover SOLEs and QEs from the public key of
Quartic-1. To recover (), we randomly selected 13400 plain/cipher-text pairs
and substituted them into the public key. Then the main task is a Gaussian
elimination on a 13400 x 13400 matrix on Fss. On a normal computer, with
Genuine Intel(R) CPU T2300@1.66GHz, 504MB RAM, the time running in a
magma procedure is about 3595.125 seconds; To recover ([I0), use the same
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technique as for (@) to recover the coefficients in ([I0) and the running time is
about 2316.750 seconds.

Using the strategy mentioned in the previous subsection, we can efficiently
determine the dimension of S, s = 5. We find it just need 0.531 seconds when
t > s, and 1.328 seconds when ¢ = s. However, doing 24° times GB computation
would still be a disaster for the above normal computer. If we have sufficiently
many fast-speed parallel computers, then we can run Grobner basis algorithm
independently on multiple machines, so that the cost of time in this search
process can be greatly saved.

4 Quadratization Equation Attack on the Quartic-2
Scheme

4.1 The Quartic-2 Scheme

To resist SOLEs, the author of [Wan(7] proposed to construct the Z;,Z5 and

Zs in the MFE scheme as follows: Zs = M; M2 = Gf* ?”)  Zy = M M2 =
6 L7
Ys Yo Y12 Y5
<Y180 Y191) 7y = M2(MI)? = (Yi Yii) . Here My, M, M3 are defined as the

same as those in MFE.
Write the above three matrix equations into equations on their each entry,
the central map ¢ : L'2 — L5 is then defined as follows:

Y1 = X1 + det(Ms2) + Q1
Yo = Xy + det(M3) + Qo
Ya = X3 + det(M:) + Qs
Yi= X1 X2+ X1 X6 X7+ Xo X5 X7 + Xo X7 X3
Vs = X1X5X6 + X1 X6 X5 + X2 X6 X7 + Xo X3
Yo = X3 X? + X3 X6 X7 + Xy X5X7 + X4 X7 X5
Y7 = X3X5X6 + X3X6Xs + Xa X6 X7+ X4 X3
Ys = X1X§ + X1 X10X11 + XoXoX11 + X2 X11 X2
Yo = X1X9X10 + X1 X10X12 + X2 X10X11 + X2 X7,
Yio = X3X3 + X3X10X11 + X4 XoX11 + XaX11 X710
Vi1 = X3XoX10 + X3 X10X12 + XaX10X11 + Xa X1y
Vi = (X§ + X10X11)(XZ 4+ X6X7) + (XoX10 + X10X12) (X5 X6 + X6Xs)
= (Xg + X10X11) (X5 X7 + X7 X3) + (XoX10 + X10X12) (X6 X7 + X3)
Yig = (XoX11 + X131 X12) (X2 + X6 X7) + (X10X11 + X5) (X5 X6 + X6 Xz)
= (

XoX11 + X11 X12) (X5 X7 + X7 Xg) + (X10X11 + X3p) (X6 X7 + X3)
(11)
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The triple (Q1,Q2,Q3) is constructed in the same way as in MFE. The decryp-
tion of a valid ciphertext is a little complex comparing with that of the original
MFE. As limit of space, and that the subsequent analysis do not rely on how to
decrypt, there is no need to elaborate the whole decryption process, so we only
give how to get det(M;),det(Ms), and det(M3) given a valid ciphertext. Given
a valid ciphertext, we can get det(Z1), det(Z2), det(Z3). Since we have

det(Z3) = det(M;)det(Ms)>
det(Zy) = det(My)det(Ms)? (12)
det(Zy) = det(Ms)2det (M;)?

when My,M5 and Mj are invertible and none of X;,X5 and X3 is zero, we can
get values of det(M3), det(Mz) and det(M;) as follows:

det(Ml) = \/det(Zg)det(Zg)det(Zl)_l
det(Ms) = ¢/det(Zs)det(Z,)det(Z,)~1
det(Mg) = f/det(Zl)det(Zg)det(Zg)—l
Note that square root operation here is easy to handle over a characteristic two
field.
Since the public key equations of Quartic-2 are raised up to quartic, to bound

the size of public key, the authors has to decrease the size of K and the extension
degree r. There is one set of parameters proposed in [Wan07]:

1. Quartic-2, where K = Fos and r = 2. The public key has 30 quartic polyno-
mials with 24 variables.

4.2 Cryptanalysis of Quartic-2

The designer of Quartic-2 noted that Quartic-2 is free from SOLE attack, this is
indeed the case by experiment. However, we can utilize Quadratization Equations
derived from quartic public key equations to attack Quartic-2.

From
Zy = MiM32, Zo = MyM3, Z; = MZ(MJ)?,

we can derive that

T _ T\2
{ M\Zy = Z3(My) (13)

Zo(M)? = M1 Zy
From matrix equations in (I3]), we can find 8 quadratic equations on each entry
over L of the form
> AippXiX;Yi+ Y BinXiYp =0 (14)
.3,k ik

where Ajjr, Bjr € L. Obviously they become quadratic in plaintext variables
once the ciphertext variables are fixed. Consider all the QEs as a vector space
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spanned by the coefficients of terms. If Z3, Zo are invertible (the probablity is
almost 1), then these 8 equations are linearly independent.
Moreover, we can find other 6 quadratic equations exsit on gzNS They are as
follows:
X3XeYs + XuX7Ys5 + X1 X6Ys + XoX7Y7 =0
X3X10Ys + X4 X11Y9 + X1 X10Y10 + X2X11Y11 =0
XuXeYs + (X3X6 + XaX5 + XaXs)Ys + XoX6Vs + (X1 X6 + X2 X5 + X2Xs)Y7 =0
(X3Xs5 + X3Xg + XuX7)Ya + X3 X7Ys + (X1X5 + X1 Xs + XoX7)Ys + X1 X7Y7 =0
(X3X9 + X3X12 + XaX11)Ys + X3X11Yo + (X1 X0 + X1 X12 + X2X11)Y10 + X1 X11Y11 =0
X4X10Ys + (X3X10 + XaXo + X4 X12)Yo + X2 X10Y10 + (X1 X10 + X2Xo + X2X12)Y11 =0
(15)
Substituting (X1, -, X12) =7 'Li(v1,- -+ ,v12,) and (Y7,---,Y15) =71
Lyt (uy, -+ yups,) into (I3) and @), we can get 147 QEs over K of the form

Z ik WiV + Z bijusu; + Z CikUiVk + Z diu; + Z exvr + f =0 (16)
ik i k

i,5,k 3,J

where a;ji, bij, cjk, di, €5, ¢ € K. Since ([3) and (£2)) exist for all corresponding
plaintext and ciphertext variables, and recovering a basis of these QE’s coefficient
vectors (aijk, bij, cjk, di, €5, ¢) is a precomputation. The complexity is O((15r +
1)6r(12r + 1) + 18072 + 277 + 1), w a2 2.732. It is about 23¢ for the parameter
given in the previous subsection.

Assume we have found the above 14r QEs in ([I6]), now for a given ciphertext
(i, ,v]5,), after substituting v; into (IG]), we get 14r quadratic equations in
12r plaintext variables, denoted as (6])’. Instead of solving the public quartic
equations by XL or Fy, we can turn to solve (). Since ()’ are quadratic and
r is as small as 2, it is realistic to save much more time and memory. It also
means that we can find the variety of (I@)’, denoted as V. Next we will show
there still exist Quadratic Equations that holds on V.

Let (Yllu T 7Y1/5):7T71L2_1('U/17 T 7'U/15r) and (Xlﬂ U ,X12)=7T71L1(’LL1, T
u12,). Note that here (v],-- -, v]s,) is known, and (u1, -+ ,u12,) is unknown. By

([@3), we have
MZT = Zy(M5)? Z3(M5)? = My Z;. (17)

Here Z}, Z3 and Z3 are constant matrices. Suppose after adding these two rela-
tions (I7) into the ¢ results into another ¢'. The relation Z, = M{M3, Z3 =
M, My which originally hold on ¢, definitely still hold on ¢’. From ¢', we get

ZoZ' = My Z M. (18)

holds on qZ)’ . From this matrix equation, we can get 4 quadratic equations over
L of the form

> AGXiX;+ Y BiYi=0 (19)
i, k
where A;j, B, € L. If Z] is invertible (the possiblity is almost 1), these 4
quadratic equations are linearly independent. Substituting (X7, , X12) = 7~}

Li(vy,- -+ ,v12,) and (Y1, -+ ,Y15) = w‘ngl(ul, -+« ,u1pr) into ([I9), we can get
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another 4r independent quadratic equations in plaintext variables over K of the
form
Zaijuiuj + Z biu; + Z cevp+¢c=0 (20)
4,J i k

where a;j,b;, ¢k, ¢ € K. To recover the coefficients of ([20)), the complexity is
O(6r(12r+1)+27r+1)™. It is about 223 for the parameter given in the previous
subsection.

From the above analysis, given a ciphertext, (I8) and (20) theoretically give
18r quadratic equations, of which at least 12r have linearly independent co-
efficient vectors. The complexity of recovering all these quadratic equations is
mainly depend on the precomputation of recovering (I6)), and it is about 236 for
the parameter given in section 4.1.

Given a ciphertext, after finding quadratic equations (I6)" and (20)’, here
0) becomes [20)’ after ciphertext variabes are evaluated, the last step is to
find the plaintext by solving these quadratic equations. Experiment results show
that it efficiently works using equation solving algorithm to compute Grébner
basis as 7 is small. So we conclude that ciphertext-only attack on Quartic-2
can be reduced to solving quadratic equations derived from (I6) and @20)" with
complexity O((15r+1)6r(12r+1)+180r2 +27r +1)v, it is 236 for the parameter
mentioned above.

4.3 Experiment Results

As the parameter set proposed in [Wan(7], we set K = Fqs and r = 2. We chose
10 different pairs of L; and Lo, and for each of them we chose 100 different valid
ciphertext for experiments.

The first step of our attack is recovering ([I€). To recover (6], we randomly
selected 10075 plain/cipher-text pairs and substituted them into the public key.
Then the main task is a Gaussian elimination on a 10075 x 11075 matrix on Fes. On
a normal computer, with Genuine Intel(R) CPU T2300@Q1.66GHz, 504MB RAM,
a Magma procedure run averagely in 1779.656 seconds. The number of ({4 is al-
ways much bigger than 147, which is 28 for our parameter, and it is always up
to 49. The second step is to use equation solving algorithms like Fy to find V in
order to deduce more quadratic equations in (20). This step takes up a long time
as 3110.734 seconds on average. Actually, our experiment results show that only
through solving quadratic equations from (I6])’, we can always find the original
plaintext, which means we do not need to take the further step to find (20).

5 The Improved MFE Public Key Cryptosystem

5.1 The Improved MFE

To resist SOLE, the authors of [WZYQT] proposed an improved MFE encryption
transformation. The public key polynomials are still of degree 2. Let
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o(X1,Xa,- -+, Xg) = (Y1,Y2,- -+ ,Y10), the central map ¢ L8 — L' is defined
as follows.

Y1 = X1+ X5 Xs + X6 X7+ Qu;
Yo = Xo + X1 Xy 4+ Xo X3 + Qo;

Y3 = X1 X5 + Xo X7, Yy = X1 X6 + X2 Xs; (21)
Y5 = X3X5 + Xy X7; Y5 = X3X6 + X4 Xs;

Y7 = X1 X5 + X3X7; Yy = Xo X5 + Xy X7;

Yy = X1 X6 + X3Xg; Yio = Xo X + X4 Xg;

Here the definitions of @1, Q2 is similar to @1, Q2, @3 in section 2. 1, Q2 form
a triangular map from K27 to itself. Suppose

(X1 Xs [ X5 X6
Ml_(sz4>a M2_<X7X8>7

i Y3 Y, Vs Y;
_ l _ 3 14 _ T _ 7 18
Zl_Mle_(%%), Zy = MIM, = (YgYm)'

and

” AN

is defined as follows:

i
? ab al bt
ul=(22) = (o)

Given a valid ciphertext (v, - ,v10r), the decryption of the scheme follows the
same line of decrypting MFE, and the key point is to recover M7 and Ms. From
Z1, Zy, we have

Here, the operator

[det (M;)]" - det (Ms) = det (Z1) (22)
det (MQ) - det (Ml) = det (Zg)
Hence,
1
_ (det(Z1) )t
det (Ml) - (dit(Zg)) (23)
det (Ms) = 4217
Then, the values of X1,---, Xg can be derived in turn.

Remark: Because for any X € L, we have X! = X. Then,

)
i X1 X Xt x1 X1 X
I _ 1 A2 _ 122\ _ 1 A2\
M= <X3 X4> B (X?{ Xi) B (X3 X4> =M
So the left sides of two equations in system (22)) are equal, and consequently the
value of det (M7) can not be gotten from (23). That means the decryption fails

to recovering ciphertext. There is no recommended parameter in [WZY07], to
assure the safety, we use K = Fg,r = 10 for experiment in our paper.
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5.2 Linearization Equation Attack

Through analysis, we found that there are many FOLEs satisfied by the above
improved MFE. Since Zo = MJ Mj, multipling M> on both sides, we have
Z2M2 = M2TM1M2 = M2TZ1, SO,

ZoMy = MY 7,

Expanding it, we have
Y7 Y3 X5 X\ (X5 X7 Y3V,
Yy Y10 X7 X3 Xe X3 Y5 Ys

XsY7 + X7Ys XgY7 + XgYs
X5Yy + X7Y10 X6Yy + XgYig

then

_ [ XsYz + X7Ys XYy + X7Ye
XeYs + XgY¥s XYy + Xs¥s

that is,
X5Y7 + X7Ys = X5Y3 + X7Ys;
XeY7 + XgYg = X5Yy + X7Ys;
X5Y9 + X7Y10 = XeY3 + X3Y5;
XeYg + XgY19 = XeYy + X3¥5.

On the other hand, from Z; = M;Ms, take transpose on it and then right
multiply (Mi)~! on both sides, we have

(24)

Zr (M)~ = mf (25)
From Zy = MJ Mj, right multiply (M;)~! on both sides, we get
ZoM7 ' = M. (26)
From (28) and (26]), we can deduce
ZT (MT)" = Z, My (27)
Expanding it, we derive
X4Ys + XoYs = Xy Y7 + X3Y5;
X3Vs + X1Ys = XoV7 + X1 Y55

X4Yy + XoYs = X4Yy + X3Y10;
X3Yy + X1Ys = XoYy + X1Y10.

(28)

Substituting (X1,~ H ,Xg) — T © ¢1(U1,' i ,uST) and (Yl, te 7Y10) = 7T;1 o
b3 (v1, -+ ,v10,) into ) and (28), we get 8r equations of the form

Zaijmiz'j + szmz + ZC]‘Z]‘ +d=0 (29)
i,j i J
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where the coefficients a;j,b;,¢cj,d € K, and they are first order linearization
equations (FOLEs). The complexity of recovering coefficients in these equations
is (8072 4 18r + 1)*., which is (8200)% < 240 for the parameter we choosen. So
there are at least 8 FOLEs.

Through analysis,we find that the ranks of systems (24) and (28] coefficients
matrix are both equal to 3. Hence, after substituting ciphertext variables into
them, we can at least get 6r independent linear equations. So all the plaintext
variables can be represented by 2r plaintext variables. Actually, from (24]) and
@8), X1, X2, X3, X4 can be expressed by the multiple of one variable (say S7) of
them and X5, X¢, X7, Xs can be expressed by the multiple of one variable (say
S3) of them. The central map of new quadratic functions can be changed to:

Vi =181+ 0283 + @
}N/Q = (C351 + 045% + Qz (30)
Y3 = C5515:

So, there are only 2r unknowns and 3r linearly independent equations in system
[B0). We can solve this system directly by Grobner algorithm.

5.3 Experiment Results

In our experiments, we choose K = Fgs, 7 = 10. We chose 10 different pairs
of L1 and Lo, and for each of them we chose 100 different valid ciphertext for
experiments.

The first step is recovering FOLEs in (29). To recover (29), we randomly
selected 8200 plain/cipher-text pairs and substituted them into the public key.
Then the main task is a Gaussian elimination on a 8200 x 8200 matrix on Fos,
and it takes 22 minutes. The number of (29) is always much bigger than 8r, and
it is always 110 in our experiment. Since this step is independent of the value of
the ciphertext, then this step is a precomputation.

The second step is that given a ciphertext (v}, -+, v}, ), find corresponding
plaintext (uf,--- ,u§,.). Substitute (v{,---,v],,) into (29), suppose we can get
s independent linear equations. Our experiments show s = 60 exactly the same
as the theoretical analysis in the above section.

The third step is to substitute the 60 linear expressions into the public key
polynomials and get a system of reduced linear public key polynomials as (30]).
Our experiments show, it takes about 6 second to solve the system by Fj; and
recover the corresponding plaintext.

5.4 Extension of Improved MFE and Its Analysis

We extend the improvement in [WZY07]. Use the same notation as in [WZY07],
we extended the central map ¢o(X1, X, -+, Xs) = (Y1,Ys, -+, Y1) as following
form.
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Y1 = X1+ X5Xs + X X7+ Q1

Yo =Xo+ X1 X4+ XoX3+ Qo

Vs= X0 X5+ X0 Xr Vi= XU Xo+ XI Xs
Vs = X X5+ X0 Xr Yo=XI Xo+ XI Xs
Yy = X1 X5 + X3X7 Yy = Xo X5 + X4 Xy
Yy = X1 X6 + X3X5 Yio = XoXe + Xy X5

where 1 <t <.
The matrix forms are listed as follows.

(X1 Xs [ X5 X6
M, = (Xs X4) Mo = <X7 Xs) ’
_ t _ Y3 Y, __ 4T B Y: Yy
7y = MiMy = (Y5Y6 Zy=MIMy = (] 05
From
[det (M7)]? - det (M,) = det (Z1)
det (MQ) - det (Ml) = det (Zg)

we can obtain the values det (M7) and det (M3), then we can get X1, -+, Xg in
turn.

Unfortunately, this scheme also satisfy FOLEs, but in this case we can only
derive 4r FOLEs in first step.

Lemma 1. Let k be a finite field with characteristic ¢, the operator 7" defined
on k is homomorphic, that is

ay b1 qt an bz qt . al bl an bz qt
C1 d1 (6] d2 - C1 d1 (6] d2
whereal, ag, b1, bg, c1,Ca, dy,ds € k.

Proof. In finite field k with characteristic ¢,

(a+b)?=0a?4+0%a,beck.
Then
(01 b1 )(i (ag bg)q _ a'f: b(llft (1(21: bgi
ad) ek od df )\ di
afaf 00 oo+ df
cfad +di el f bl +di di
o (a1a2 + blcz)qt (a162 + bldz)qt
(c1a2 + dlcz)q (Clbz + dldz)q
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aias + bico a1bs + bids a
ciraz + dica c1ba + didy

aq b1 a9 bg a
C1 d1 C2 d2

According to Lemma 1, we have .
7] = (i M) = ()T
Multiplying M on both sides,
7§ My = (M)T M{ My = (M])T 2,
Expanding it, we get 4 equation below,
X5Y7qj + X7Y§1j = Xg:Y;), + X?ij;
XeYd + XgVed = X2V, + X? Y, (31)

XY + XV = X3 Vs + X3 Vs,
XoV{ + XV = X Vi + X2V

If we use K-linear isomorphisms on map ¥ = X qt, X,Y € L, it should be linear
map on K, see [DGS06]. Hence,we can find there exit at least 4r FOLEs satisfied
by this scheme.

On the other hand, from Z7 = M{' M, Z; = MftMg, we can derive

ey —1
(Mf') 2= )23
Namely,

det(M)) (Mft)* Z1 = [det(My )2 (MT)* 2. (32)

However, ([B2) is of degree 3 in plaintext variables. Hence, they can not help to
do plaintext variables elimination on public key from these equations.

Having (B1]), we can represent s variables of uy, - - - , ug, by linear combinations
of other 8r — s. Our experiments show s = 3r. However, when we substitute
s variables by their expression on other 8r — s, we find other 4r FOLEs by
experiments and we can eliminate 3r variables on public key furthermore. For
the reminder equations with 2r variables, we can solve it directly by Groébner
basis algorithm.

We use parameters r = 10, K = Fas for experiment, it takes 918.783 seconds
to derive the first 4 FLOEs and 1021.183 seconds for second 4r FLOEs. In
the last step, we recover corresponding plaintext for a given ciphertext using
Grobner basis algorithm in 2.621 seconds.
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All of our experiments were performed on a normal computer, with Genuine

Intel(R) CPU T2300@1.66GHz, 504MB RAM by magma.

6 Conclusion

In this paper, we give a new cryptanalysis on the two improved MFE schemes,
Quartic-1 and Quartic-2, by utilizing quadratization equations which are quadratic
in plaintext variables. For a given ciphertext, cracking down Quartic-1 with the
same parameter as in Quartic-2 needs 24° times Grébner basis computations (about
1.328 seconds each time), while the Quatic-2 instance can be broken by quadrati-
zation equations in 3110.734 seconds. They both have weak points in their central
map design. We also use the first order Linearization attack method to break an-
other improved MFE scheme proposed in [WZY07]. Our analysis on the two quartic
schemes is an example that non-linearization equations in plaintext variables like
quadratization equations can be used efficiently in the cryptanalysis of multivariate
cryptography.
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