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Preface

For the last three decades, public-key cryptography has completely changed the
landscape of our modern communication systems and become an indispensable
part of the foundation of our communication networks. In this modern age of
global commerce, social networking, remote marketplaces, and cyber-espionage,
information security is of critical importance. In addition to the problems of
phishing, network intrusion, denial of service attacks, duplicitous crypto, hacking,
and plain classical cryptanalysis, there is an additional threat looming just over the
horizon: quantum computers.

The Internet and other communication systems rely principally on the Diffie—
Hellman key exchange and RSA encryption to provide confidentiality and digital
signatures such as DSA or related algorithms to protect the authenticity and integrity
of users’ information. The security of these techniques is derived from number-
theoretic problems such as integer factorization or the discrete logarithm problem.
In 1994, Dr. Peter Shor showed that quantum computers can efficiently solve
both of these problems, thus rendering all public-key cryptosystems based on such
assumptions insecure. If a sufficiently powerful quantum computer can be built, it
will put all modern communication systems into peril, when they use key exchanges
or encryption or digital authentication.

In the years since Shor’s discovery, we have seen steady progress in quantum
computing technologies. In 2001, Dr. I. Chuang led an effort at IBM that imple-
mented Shor’s algorithm on a 7-qubit quantum computer to factor 15 = 3 % 5. This
demonstrated that Shor’s algorithm actually works. In a very recent presentation,
M. Mosca, deputy director of the Institute for Quantum Computing, estimated a 1/7
chance that quantum computers will break RSA-2048 (one of the most secure of
the encryption and authentication algorithms currently in use) by 2026. A large
international community has emerged to address this issue in the hope that our
public-key infrastructure may remain intact by utilizing new quantum-resistant
primitives. In the academic world, this new science is denoted as “Post-Quantum
Cryptography” (PQC).

Many cryptographers around the world, both in academia and beyond, have
devoted themselves to the search for these alternative public-key systems. In May of
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2006, the first International Workshop on Post-Quantum Cryptography (PQCrypto)
was organized by the European Network of Excellence for Cryptology (ECRYPT).
This major conference has been held regularly.

The need for quantum-resistant public-key cryptosystems has also received
attention within the standardization and policy spectrum. The National Institute of
Standards and Technology (NIST) has held workshops on post-quantum cryptog-
raphy and the European Telecommunications Standards Institute (ETSI) has held
“Quantum-Safe Cryptography” workshops.

Even intelligence organizations have broken the silence on post-quantum cryp-
tography. In the UK, the Government Communications Headquarters (GCHQ) has
publicly acknowledged and published work on quantum-resistant cryptography.
In the USA, in August 2015, the National Security Agency (NSA) published a
webpage stating

Currently, Suite B cryptographic algorithms are specified by the National Institute of Stan-

dards and Technology (NIST) and are used by NSA’s Information Assurance Directorate

in solutions approved for protecting classified and unclassified National Security Systems

(NSS). Below, we announce preliminary plans for transitioning to quantum-resistant algo-

rithms. (https://web.archive.org/web/20160101091229/; https://www.nsa.gov/ia/programs/
suiteb_cryptography)

In February 2016, at the 7th PQCrypto Workshop in Japan, NIST announced a call
for proposals for quantum-resistant algorithms and in July of 2016 published the first
draft of a call for quantum-resistant standards. NIST made a very strong justification
for the timeliness of the PQC project.

While in the past it was less clear that large quantum computers are a physical possibility,
many scientists now believe it to be merely a significant engineering challenge. Some
engineers even predict that within the next 20 or so years, sufficiently large quantum
computers will be built to break essentially all public-key schemes currently in use.
Historically, it has taken almost two decades to deploy our modern public-key cryptography
infrastructure. Therefore, regardless of whether we can estimate the exact time of the
arrival of the quantum computing era, we must begin now to prepare our information
security systems to be able to resist quantum computing. (https://csrc.nist.gov/projects/post-
quantum-cryptography/)

Historically, NIST standards have often been endorsed by other standard-setting
organizations around the world, and so the development of a post-quantum standard
at NIST will set the stage for the maintenance of our e-society in the next generation.
Considering all of these facts, it is not surprising that the effort to develop quantum-
resistant technologies has become an increasingly central research topic in the area
of information security.

Just as current public-key cryptosystems such as the Diffie—-Hellman key
exchange and RSA encryption relied heavily on number-theoretic advances,
new post-quantum cryptosystems rely on a solid understanding of the underlying
mathematical hard problems and the related mathematical structures and theories.
Nonetheless, this is a relatively new field of study that has brought many new
challenging mathematical problems, which are important both theoretically
and practically. Research towards developing a new quantum-resistant NIST
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cryptographic standard brings a great and unique opportunity and even greater
challenges for the mathematical community.

This relatively young nature of post-quantum cryptography presents a particu-
larly alarming situation for NIST, an organization which has based its asymmetric
recommendations noticeably on the longevity of public-key cryptosystems. This
strategy is less applicable in the quantum-resistant milieu in which most of the
longest-lived schemes suffer horrendous parameters to achieve practical security
and would require a dramatic overhaul of the public-key infrastructure.

Multivariate public-key cryptography, or MPKC for short, is one of the main
families of post-quantum cryptosystems and has increasingly been seen as a possible
alternative to classical public-key schemes such as RSA and DSA.

A result from complexity theory states that solving a set of randomly chosen
nonlinear multivariate polynomial equations over a finite field is NP-hard. So far,
quantum computers have not yet been shown to be able to solve a set of multivariate
polynomial equations efficiently, and the consensus is that quantum computers are
unlikely to provide an advantage for this type of problem.

In general, a multivariate public-key cryptosystem (MPKC) is a public-key cryp-
tosystem in which the public key is a set of multivariate polynomials pV, ..., p™
in F[xy,...,x,], where I is a finite field. If Alice wants to send the message
(x{,...,x;) € F" to Bob, she looks up Bob’s public key, computes y; =
p(i)(xi, ...,xy) fori =1,...,m, and sends the encrypted message (y{, ..., y,)
to Bob. Bob’s secret key will be some information about the construction of
the polynomials p) which enables him to solve the system pM(xy,...,x,) =
Visoens P (x1, ..., xn) = vy, for x, ..., x,. Of course, since Bob, with the help
of his secret key, must be able to recover Alice’s message efficiently, the polynomial
system p(]), el p(’”) must contain some structure. Therefore, the NP-hardness
of the multivariate polynomial equation solving problem does not necessarily
guarantee the security of practical schemes, though intuitively it does suggest that
the more we can make the system p", ..., p(™ appear to be “random,” the more
secure the scheme is likely to be.

Research on MPKCs has undergone rapid development in the last two decades,
providing many interesting results in designing and attacking the MPKCs. In
addition, the study of MPKCs has also resulted in new ideas in solving systems of
multivariate polynomial equations over a finite field, a purely mathematical problem
that lies in the area of algebraic geometry. This has also attracted a lot of attention.

There are several multivariate schemes submitted to compete in the NIST post-
quantum standardization competition. Due to the relatively long history of study
and the solid theoretical and experimental support, we believe that some of these
schemes are very strong candidates. One example is the Rainbow signature scheme,
which is very simple, very efficient, and has very small signatures, although it has
relatively large public keys. Rainbow was invented more than 15 years ago by two
of the authors of this book and has sustained attacks for all these years without any
change of the basic design. Rainbow is now one of the nine signature schemes in
the second round of the NIST Post-Quantum standardization process.
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Here we would like to point out that developing a new MPKC is a very delicate
task. LUOV, a NIST second-round candidate, was broken by the first author and his
students by a new subfield differential-algebraic attack.

This book is intended to systematically present the subject matter to a broad
audience, including information security experts in industry, computer scientists,
and mathematicians. We hope that this book can be used in the following ways:
by industry experts as a guide for understanding the basic mathematical structures
needed to implement these cryptosystems for practical applications, as a starting
point for researchers in both computer science and mathematics looking to explore
this exciting new field, or as a textbook for a course in MPKC suitable for
beginning graduate students in mathematics or computer science. Due to the above
considerations, this book has been written more from the computational perspective,
though we have tried to provide the necessary mathematical background.

It should be noted that there are usually several improvements on the schemes
that we present, in particular in terms of the efficiency of the computation in both
implementation and attacks. However, to keep the size of this book reasonable
and to keep the book more focused, we have chosen not to cover some of these
details. Instead, we have tried to present the essential ideas, methods, and examples
so that a reader will not be distracted by technical details that can be found in
the references provided. Nevertheless, for those readers interested in the practical
side of the MPKCs, we highly recommend reading through the details in order to
discover improvements. Improving the performance of a cryptosystem by even a
small factor may not be significant from a mathematical perspective, but can be
very important in practice.

Due to the fast development in MPKC, though this book bears the same title as
our previous book, we have totally rewritten this book with much more new ideas
and research results.

The materials in the book can be used as a text for a year-long course in
advanced topics in cryptography or applied algebra, or as a supplementary text for
a first course in cryptography. Students with some previous exposure to abstract
algebra (groups, rings, fields, and ideals) will be more than well-prepared to read
and understand the various topics. For those with a programming background,
our relevant software is available for public use at https://scholar.uc.edu/show/
b56445654.

The same website can also be reached via the more permanent URL http://dx.
doi.org/10.7945/5sqr-g734.

This will provide interested readers a starting point to further develop their
understanding and computational intuition by experimenting with the software.
Those readers new to the field of MPKC will be best served by first reading the
introductory chapter (Chap.2), after which the chapters are written so as to be
essentially self-contained. Readers with previous exposure to MPKC may use the
text to learn more about a given scheme and as a guide to related articles.

Although it was our intention to include all related references, we apologize to
those we have missed. Also, the amount of space devoted to a given topic is not
necessarily related to how important we consider it. Rather it is likely due to space
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constraints or to maintain the consistency and convenience of the structure and flow
of the book.

We plan to maintain at the website given above a PDF-file with the name
Corrections where we will list corrections to the book. Readers are encouraged
to submit their findings to any (or all) authors.

We would like to thank many people who supported our book project, and the
list is too long to be added here. Many thanks go to the Taft foundation and to
the Department of Mathematical Sciences at the University of Cincinnati for their
support. Finally, we would like to thank our families for their constant support and
encouragement.



Changes to the Previous Edition

Although this book can be viewed as the second edition of the book with the same
title, we fundamentally rewrote it in accordance with the new research and new
perspective, which were developed after the publication of the previous book. So, in
comparison to the first edition, this book contains several new sections/chapters:

e in Chap.4 (Hidden Field Equations), a section about the ZHFE encryption
scheme and a section about the signature scheme Gui;

e in Chap.5 (Oil and Vinegar), new techniques to reduce the key sizes of UOV
and Rainbow, including the signature scheme LUQV, as well as a section on the
efficient key generation of these schemes;

e anew Chap. 6 on the MQ-based identification scheme and the MQDSS signature
scheme;

¢ anew Chap. 7 on the simple matrix encryption scheme and its variants;

* in Chap. 8 (Solving Polynomial Systems), new sections about solving univariate
polynomials of high degree (important for the implementation of HFE and
variants) and on the solution of over- and underdetermined multivariate systems,
which is important, e.g. for the security analysis for UOV. Furthermore, this
chapter contains a section about recent work on estimating the degree of
regularity of HFE like systems.

On the other hand, we have removed the chapter on Triangular Systems, since we
do not think that these schemes will be of great relevance for both practice and future
research. Due to the rapidly developing field, we apologize that not all references
are included.

Jintai Ding Cincinnati, OH, USA
Albrecht Petzoldt Niirnberg, Germany

Dieter S. Schmidt Springboro, OH, USA
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Notations

Throughout this book, we use the following notation:

F=F,
]Fl‘l
FLX]

Flxy, ..., x]

E =F,

o :F"—> E

f
LS T
P

W=(w1,...

z=(z1,.
G;

H;

DP

s W)

~-vZn)

Finite field with g elements

Vector space of dimension n over F

Univariate polynomial ring over [F

Multivariate polynomial ring in n variables over

Degree n extension field of !

Isomorphism between the vector space F”

and the extension field E

Central map of a multivariate cryptosystem

Linear or affine transformations

Public key of a multivariate cryptosystem
Ciphertext/message (hash value) to be signed
Plaintext/signature

Symmetric matrix representing the homogeneous quadratic
part of the i-th component of the central map

Symmetric matrix representing the homogeneous quadratic
part of the i-th component of the public key
Differential/polar form of a system P of multivariate
quadratic system P

Moreover, small Latin or Greek letters represent integers or elements of the base
field, small bold letters stand for vectors, and capital letters represent matrices or
elements of an extension field.
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Chapter 1 ®
Introduction Check for

Abstract This chapter gives a short introduction into the field of cryptography.
After defining the protection goals of cryptography, we briefly describe the main
cryptographic primitives used to achieve these goals. We describe why the currently
used public key cryptosystems become insecure in the presence of quantum
computers and thereby motivate the field of post-quantum cryptography. We discuss
current research activities in this field and introduce the main families of post-
quantum cryptosystems.

1.1 Cryptography

Cryptography is widely seen as the science (or sometimes art) to encrypt messages.
While, in the past, this was mainly important for politicians and the military,
nowadays cryptography has become an essential part of everyday communication.
Besides encrypting messages, cryptographic techniques are used for access control
on websites (e.g. email providers, online banking) as well as the authentication and
integrity of data sent over the Internet (e.g. software updates).

Using these application scenarios, we can identify the following protection goals
of cryptography

* Confidentiality: An illegitimate user should not get any information about secret
messages.

* Entity authentication: Corroboration of an entity’s identity.

» Data authentication: Corroboration of the origin of data.

* Data integrity: Ensuring that information has not been changed by unauthorized
entities.

Another important cryptographic protection goal is Non Repudiation, which pre-
vents the signer of a digital document or contract from denying his authorship. An
important technique to achieve these protection goals are public key cryptosystems.

© Springer Science+Business Media, LLC, part of Springer Nature 2020 1
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2 1 Introduction
1.2 Public Key Cryptography

Until the 1970s, the only way to reach the cryptographic goals discussed in the
previous section was by means of symmetric cryptography. In a symmetric
cryptosystem, the two users Alice and Bob exchange a secret key k using a secure
channel. In order to send a secret message m to Alice, Bob encrypts his message
using the previously shared secret key (thus obtaining a ciphertext ¢ = &£ (m)) and
sends the ciphertext ¢ to Alice. Alice uses the secret key k to decrypt the ciphertext
c and therefore can read the plain message m. On the other hand, the non-legitimate
user Eve can eavesdrop only the encrypted message which will give her (in the case
of a secure encryption scheme) no information about the content of the message
itself (see Fig. 1.1).
The main problem of symmetric cryptosystems is the exchange of the secret key,
which must be performed over a secure channel. Public Key Cryptography solves
this problem by making use of two types of keys, which are denoted as the private
and the public key. These two keys are related via a hard mathematical problem
such as integer factorization or the discrete logarithm problem. In fact, computing
the public key from the private key is easy, while the inversion of this step should
be infeasible.

In order to use a public key cryptosystem, Alice first chooses her private key
and computes from it the corresponding public key, which can be published e.g.

Fig. 1.1 Workflow of ; "\’
symmetric cryptography JI g
Alice Bob
Key Generation secure channel \
k > k
Encryption
message m
Decryption open channel ciphertext
ciphertext ¢ ( ¢ = &(m)
message
m = Dy(c)
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Fig. 1.2 Workflow of public y “g' h
key cryptography jl
y
Alice Bob
Key Generation
sk o he 1
pen channe
pk ) pk
Encryption
message m
Decryption open channel ciphertext
ciphertext ¢ ( c = Epr(m)
message
m = Dg(c)

D

Eve

via the Internet. In order to send an encrypted message to Alice, Bob encrypts his
message using Alice’s public key and sends the encrypted message to Alice via an
open channel. Alice, with the help of her private key, can decrypt the message, while
the illegitimate eavesdropper Eve has only access to the encrypted message and the
public key (see Fig. 1.2). However, since it is infeasible to compute the private out
of the public key, the knowledge of the public key does not help Eve to recover the
message.

Additionally to encrypting messages, public key cryptography also enables
another very interesting primitive, namely digital signatures. In a digital signature
scheme, Alice computes a hash value of her message and creates a signature by
encrypting this hash value using her private key. After that, she publishes message
and signature together. By using Alice’s public key, anybody can check if the
decrypted signature is really the hash value of the message. By creating a digital
signature for a document d, Alice can therefore prove that she is the author of the
document d.

Currently, the most used public key cryptosystems are the factoring based RSA
scheme [7] (for encryption and digital signatures) as well as the discrete logarithm
based Digital Signature Algorithm (DSA) [5] and its elliptic curve analogue
ECDSA.



4 1 Introduction
1.3 Post-Quantum Cryptography

In 1994, Peter Shor proposed an algorithm which solves number theoretic problems
such as the integer factorization problem and the discrete logarithm problem in
polynomial time on a quantum computer [8]. This algorithm has therefore the
potential to solve the mathematical problems underlying RSA and DSA efficiently.
As soon as sufficiently large quantum computers are built, the currently used public
key cryptosystems will become insecure.

In the last years much research has been done on quantum computing and much
progress in building a large scale quantum computer has been achieved. Besides
academic institutions, many large companies such as Google and IBM work on
this topic and have already created prototypes of quantum computers with up to 50
qubits [2]. In fact, many researchers believe that building a large quantum computer
is nowadays mainly an engineering problem, which might be solved within the next
10-15 years.

It is therefore necessary to develop alternatives to the classical cryptographic
schemes RSA and DSA, which are not affected by quantum computer attacks
and therefore can replace these schemes in a post-quantum era. These are the so-
called post-quantum cryptosystems [1]. The importance of research in the area
of post-quantum cryptography has been realized by national and international
organizations. This includes the EU, which is financing research programs such as
PQCRYPTO [4] and SAFEcrypto, and the Japanese Society for the Promotion of
Science (JSPS), which is supporting the program CryptoMathCREST [3]. Also the
American National Institute for Standards and Technology is preparing to develop
standards for post-quantum public key cryptosystems [6]. The main families of post-
quantum cryptosystems are:

* lattice-based cryptosystems,

* code-based cryptosystems,

* hash-based signatures,

* isogeny-based key exchange schemes and

* multivariate cryptography, which is the topic of this book.
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Chapter 2 ®
Multivariate Cryptography oo

Abstract This chapter gives an overview of the basic concepts of multivariate
cryptography. After recalling the basic definitions on (systems of) multivariate
polynomials, we present the main construction methods of multivariate public key
cryptosystems. We discuss the mathematical problems underlying the security of
multivariate cryptography and give an overview of the main attacks against these
schemes. Finally, we discuss the advantages and disadvantages of multivariate
schemes compared to other (post-quantum) cryptosystems.

In this chapter we give an overview of the basic concepts of multivariate cryp-
tography needed in the following chapters of this book. After recalling the basic
definitions of multivariate polynomials in Sect.2.1, Sect.2.2 describes the basic
construction techniques of multivariate public key cryptosystems. Section 2.3
introduces the mathematical problems on which the security of multivariate cryp-
tosystems is based, whereas Sect. 2.4 gives an overview on the main attacks against
multivariate schemes. Finally, Sect. 2.5 discusses the advantages and disadvantages
of multivariate schemes compared to other public key cryptosystems.

2.1 Multivariate Polynomials

In this section we recall the basic definitions and introduce notations about
multivariate polynomials needed in the later parts of this book.

Definition 2.1 Let F = [, be a finite field with g elements. We define the ring of
multivariate polynomials in » variables over [F as

N
Flxi,....xa]l = > citals € N.a; = (a;1.....a;,) € Nj t . @2.1)

i=1

© Springer Science+Business Media, LLC, part of Springer Nature 2020 7
J. Ding et al., Multivariate Public Key Cryptosystems, Advances in Information
Security 80, https://doi.org/10.1007/978-1-0716-0987-3_2


http://crossmark.crossref.org/dialog/?doi=10.1007/978-1-0716-0987-3_2&domain=pdf
https://doi.org/10.1007/978-1-0716-0987-3_2

8 2 Multivariate Cryptography

We call ¢; € F a coefficient and 75, = x;"'x5"> -+ x,"" a monomial. The product
Cily; 1s called a term. The set of all monomials in F[x1, ..., x,] is denoted by 7.
Definition 2.2 For a polynomial p = Zf: | Cita; € Flx1, ..., x,], we define the
support of p as the set of all monomials appearing in p, i.e.

Supp(p) = {ta;Ic; # 0}.

For asystem P = (p(, ..., p™), the support of P is defined as

Supp(P) = _J Supp(p®).

i=1

Definition 2.3 The degree of a monomial f, = x{'x5” -+ x;," € Flxy,...,x,] is
defined as
n
deg(ta) = la| = ) a;. (2.2)
j=1
The degree of a polynomial p = ) _, ¢ty is defined as
deg(p) = max deg(fy;) = max |a;]. (2.3)
ie(l,...s) ie(l,...,s)

Theorem 2.4 Let F be a finite field with q elements and d < q. Then there exist

n+d-—1
d
monomials of degree d in F[xy, ..., x,]. The number of monomials of degree < d

in Flxy, ..., x,] is given by
n+d
7 )

(1) Number of monomials of degree d: Choose d out of the n elements x, ..., X,
with possible repetition.

(2) Number of polynomials of degree < d: Now we choose d elements from the set
{x1,...,x,, 1}, again with possible repetition.

Proof

O

For d > g the number of monomials gets smaller, since we have xlf’ = x; for
i =1,...,n. Inthe important case of ¢ = 2 we get
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Theorem 2.5 The number of monomials of degree d in GF(2)[x1, ..., X,] is given

by
n
4)
The number of monomials of degree < d in GF(2)[x1, ..., x,] is given by

d

2 ()

i=0 i)
Proof Same as in the proof of Theorem 2.4, only without repetition. O
As Theorem 2.4 shows, the number of monomials in F[xq, ..., x,] increases

rapidly with higher d. For efficiency reasons, multivariate public key cryptosystems
therefore restrict (in most cases) to polynomials of degree 2. In this case we get

Corollary 2.6 The number of monomials of degree < 2 in F[xy, ..., x,] is given
by

(n+1)2(n+2) ifg>2
ntD 1 ifg =2

Proof Setd = 2 in Theorems 2.4 and 2.5. O

Corollary 2.6 plays an important role when computing the public key size of a
multivariate public key cryptosystem.

ap ,.az

Definition 2.7 For a monomial #;, = x} ' x,° - - cxpm e Flxq, ..., x,] we define

log(ts) = (a1, a2, ..., a,) € Nj. 2.4)

Definition 2.8 An order of monomials is a complete relationship o C 7" x T"
on T". Instead of (1, ;) € o we write f; >, t>. An order of monomials is called
admissible, if for all 71, 7, 3 € T" we have
) 1 >6 1,
2) H >5 h = 113 >4 D3

Often used examples for (admissible) orders of monomials are the pure lexi-

cographical order (lex), the graded lexicographical order (glex) and the graded
reverse lexicographical order (grevlex).

* In the pure lexicographical order we have

1 >lex 2 < the first non zero component of log(#;) —log(#,) is greater than 0.
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e In the graded lexicographical order we have
11 >glex 12 ¢ deg(fy) > deg(r2) or deg(t1) = deg(t2) A 11 >1ex B2.
* In the graded reverse lexicographical order we have
11 >greviex 12 < deg(t1) > deg(t2)

or deg(f;) = deg(r;) and the last non zero component of log(#;) — log(#y) is
negative.

After having fixed an order of monomials o, we can give the following
definitions:

Definition 2.9 For a multivariate polynomial

s
pXt1, ..., xp) = Zcitai e Flxy,...,x,],
i=1
with t,, >4 t4, >5 ... >4 t,, we define the coefficient vector I7(p) by
II(p) =(c1,...,c5) € F. (2.5)
Definition 2.10 For a system P of m multivariate polynomials'

s
1
p(l)(xl’ ceesXp) = ch( )tai

i=1

s
2
p(z)(xl’ cesXp) = ch( )tai

i=1

s
p(m)(xh ce Xp) = Zcfm)tai

i=1

with ty, >4 t4, >o ... >4 tq,, We define the Macaulay matrix of P by

IWithout loss of generality we assume that each of the polynomials of P contains the same
monomials.
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C(l) C(l) C_g])

2
§2) 052) c§2)
Mp =I(pM)y, ..., 0(p™pT =1 - (2.6)

e elm L elm)
We get
P&, Xn) = Mp - (lay, .. 1a)" -

In the context of multivariate cryptography, we mostly deal with systems of
multivariate quadratic polynomials. The number of equations in the system will be
denote by m and the number of variables by n. Equation (2.7) shows such a system
P = (pW, ..., p™) of multivariate quadratic polynomials.

n n n

1 1 1

PPty ) = E E P,-(j)xixj + E Pi( xi +P(())
i=1 j=i i=1

n n n

2 2 2

PP x) =Y pPixi + Y Ui+ by
i=1

i=1 j=i

n n n
P (x1, ... xn) = Z Zpi(?)xixj + Z pi(m)xi + p(()m) 2.7)
i=1 j=i i=1

If m = n, we call P a determined system. For m < n, P is called underdetermined
and for m > n, we speak of an overdetermined system.

For the system P of (2.7) and the graded lexicographical order of monomials,
the Macaulay matrix (see Definition 2.10) has the form

1 1) (1)

1 1 1
Pii P13 --- P pi)... A

Pn” Py
@ 0 @ 0 @
Mp = 11 12 nn 1 n 0 2.8)
pi P o P g

We get



12 2 Multivariate Cryptography

p(l)
2)
p 2 2 T
(X1, .., X)) = Mp - (X7, X1X2, ..o, X3, X1y ooy X, 1)7 2.9)

p(.m)

2.1.1 Matrix Representation

For a multivariate quadratic system P, as shown in (2.7), we can write each
component p® (k =1, ..., m) as a matrix-vector product using an upper triangular
(n+1) x (n + 1) matrix M P® of the form

(k) (k) (k) (k) (k)
Py Piy P13 --- Py Py
(k) (k) (k) (k)

0 pyy Pa3 - Py P2
0 0 p(k) (k) (k)

MP® = 33 s (2.10)
0 0 ... 0 pkpWw
0 0 ...0 0 p¥

We get

PO, x) =Gt D) MPO (DT k=1, m).

(2.11)
Definition 2.11 We call a quadratic system P homogeneous quadratic if it has no
linear and constant terms. This means that all coefficients pl.(k) i=0,...,n, k=
1,...,m) in (2.7) are zero.

We can write a homogeneous quadratic system P as
PO, x) = () MP® G, x)T (2.12)

with matrices M P® (k=1,...,m) of the form
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(k) (k) (k) (k)
Pi1r Pip P13 -+ Pig

(k) (k) (k)
0 py Py - Py

MO =| o o p© 0 |cEn (2.13)
0o 0 ... 0 p®

2.1.2 Symmetric Matrices Corresponding to a Multivariate
Quadratic Polynomial

For some attacks against multivariate public key cryptosystems, we consider the
symmetric matrices associated to (the homogeneous part of) the polynomials of the
private or public key. These matrices are defined slightly different depending on the
characteristic of the underlying field.

For an underlying field of odd characteristic, the symmetric matrix corresponding
to a multivariate quadratic polynomial p € F[xy, ..., x,] is the n X n matrix Q =
(gij), whose elements are given by

o MonomialCoefficient(p, xl.z) i=j
4ij = MonomialCoefficient(p, x;x;)/2 otherwise.

In the case of an underlying field of even characteristic, we can not define the matrix

Q as above, since the division by two is not defined. Here, we define first an upper
triangular matrix P = (p;;) by

MonomialCoefficient(p, x;x;) i < j
Dij = .
0 otherwise
and set

o=pP+P".

Note that the matrix Q is a symmetric matrix with zeros on the main diagonal.

Definition 2.12 For a multivariate quadratic system P, we define the differential
or polar form as

DPXx,y) =Px+y —Px) —Pl) + PQ).
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Note that the differential of a multivariate quadratic system is symmetric and
bilinear in x and y. In the case of a homogeneous quadratic system, the differential
is given as

DP(x,y) =Px+y) —Px) —P(y),

since P(0) = 0 holds.

2.2 Construction Methods for MPKC(C’s

In this section we present the basic methods for constructing multivariate public key
cryptosystems (MPKC’s). Basically, there are two different methods

* the standard (bipolar) construction and
* the mixed systems construction.

Additionally, there exist two methods to obtain public key identification schemes
on the basis of multivariate polynomials: the IP based identification scheme and
the MQ based identification scheme. Here, IP and MQ denote the mathematical
problems underlying the security of the schemes, which are the Isomorphism of
Polynomials Problem and the MQ Problem of solving a system of multivariate
quadratic polynomials. A formal definition of these problems can be found in the
next section.

2.2.1 The Bipolar Construction

The basic idea behind the standard construction of multivariate public key cryp-
tosystems is to choose a system F : F* — F” of m multivariate quadratic
polynomials in n variables which can be easily inverted (central map). After that,
one chooses two affine (or linear) invertible maps S : F* — F" and 7 : F* — F”"
to hide the structure of the central map F in the public key. The public key of the
cryptosystem is the composed quadratic map P = So F o T : F' — F” which
is supposed to be hardly distinguishable from a random system and therefore to be
difficult to invert. The private key consists of S, F and T and therefore allows to
invert the public key.

The standard process for encryption and decryption or for signature generation
and verification works as shown in Fig. 2.1.
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Fig. 2.1 General workflow Decryption / Signature Generation
of bipolar schemes 1 1
S™ F-

—1
yeFt'———— zcF"

w e F™ x € F™

P

Encryption / Signature Verification

2.2.1.1 Encryption Schemes (m > n)

Encryption To encrypt a message z € ", one simply computes w = P(z). The
ciphertext of the message zis w € F".

Decryption To decrypt the ciphertext w € F™, one computes recursively x =
S 'w),y = F'(x) and z = T~ (y). z € F" is the plaintext corresponding to
the ciphertext w. Since m > n holds, the pre-image of x under F and therefore the
resulting plaintext is unique.

2.2.1.2 Signature Schemes (m < n)

Signature Generation To sign a document d, we use a hash function H
{0,1}* — T™ to compute the value w = H(d) € F". Then we compute
x = S (w),y = F~!(x) and z = 7~ !(y). The signature of the document d is
z e ",

Here, ! (x) means finding one (of the possibly many) pre-image of x under the
central map F. Since we have n > m, we can be sure that such a pre-image exists.
Therefore every message has a signature.

Signature Verification To verify the authenticity of a document, one simply
computes W = P(z) and the hash value w = H(d) of the document. If w = w
holds, the signature is accepted, otherwise it is rejected.

The security of bipolar schemes is based on two different problems. In particular,
these are the MQ Problem and some version of the IP Problem. If the central map
F is publicly known (as for the Matsumoto-Imai cryptosystem (see Chap. 3)), this
is the IP2S Problem. If F is a part of the private key (as for UOV and Rainbow
(see Chap. 5)), it is the EIP Problem. More information regarding these underlying
problems can be found in Sect. 2.3.
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2.2.2 Mixed Systems

To build a multivariate scheme of the mixed systems type, one starts with a quadratic
map F : F"t" — F™ of the form

FOlseoes Yy X1y ooy X)) = (M1, ..., hy). (2.14)

F has to fulfill the following two conditions:

(C1) For each fixed element (yy, ..., y,) € F" the map
Fy ooy Vs X1y oo vs X)) - B — F"

becomes linear.
(C2) For each fixed element (xq, ..., X;) € F™ the map

FVlseens Yns XLy vy X)) : FT — F™

is an efficiently invertible system of multivariate quadratic equations.

The public key of the scheme is defined as P = Lo F o (S x T), where S :
F*" — F" and T : F" — F™ are invertible affine and £ : F" — ™ is an invertible
linear map. Therefore, P is a quadratic map from F*" to F™. But, for any fixed
(Z1,---,2n) € F*, the system

Pl Zns Wi ooy Win)
becomes a linear map from F”* to itself (due to condition (C1)).
The private key consists of the maps £, F, S and 7. Though £ is in general not
necessary to decrypt ciphertexts or sign messages, it should be kept secret.

2.2.2.1 Encryption Schemes (m > n)

Encryption To encrypt a message z = (z1,...,2,) € ", one solves the linear
system

Py esZns Wiy -ens W) = (0,...,0)

for wy, ..., wy. w= (wi, ..., w,) € F" is the ciphertext of the message z.

Decryption To decrypt a ciphertext w € ™, one first computes
X = (x1,...,Xy) = T (w). Then one solves

]:(yl’~-'7yn9xlv'~'sxm)=(07"'70) (215)
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fory = y1, ..., yn. Note that (2.15) is, due to condition (C2), efficiently invertible.
Finally, one computes the plaintext z = S~!(y). Since we have m > n, the resulting
plaintext is unique.

2.2.2.2 Signature Schemes (m < n)

Signature Generation To generate a signature for a document d, one uses a hash

function H : {0, 1}* — F™ to compute a hash value w = H(d) = (wy, ..., wy) €
™. Then one computes X = (x1, ..., X,) = 7 (W) and solves

FOVy ooy Vs X1y oo Xm) = (0, ..., 0). (2.16)
fory = yi,..., ys. Again, (2.16) is a system of multivariate quadratic equations

which, due to condition (C2), is efficiently invertible. The signature of the message
disz = S’l(y) € F". Since we have n > m, we can be sure that every message
has a signature.

Signature Verification To verify the authenticity of a signature z = (21, ..., 2,) €
F", one computes the hash value w = H(d) = (wy,...,w,) and evaluates
Pzl Zns W1,y ..., Wy). If the result is (0,...,0) € [F™, the signature is

accepted, otherwise it is rejected.

There exist only very few schemes of the mixed systems type. Examples for
such schemes are the Dragon cryptosystems of Patarin [4]. We do not handle these
schemes in this book.

As for bipolar schemes, the security of schemes of the mixed systems type is
based on the MQ Problem and some type of the IP Problem (see Sect.2.3).

Additionally to these constructions for multivariate public key encryption and
signature schemes, there exist two different constructions for multivariate public
key identification schemes.

In an identification scheme, a prover P wants to prove his identity to a verifier V.
This is done using a zero knowledge proof in which the prover shows his knowledge
of a secret s. The central property of such a proof is that the verifier does not get any
information about the secret s, which prevents him from impersonating P. In this
book, we describe two different constructions of such a proof based on multivariate
quadratic polynomials.

2.2.3 IP Based Identification

The IP based identification scheme of Patarin [5] can be described as follows:

Key Generation The prover P randomly chooses a system A : F* — F™ of
multivariate quadratic polynomials and two affine maps & : F" — F” and T :
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Prover: A,B,S,T Verifier: A, 5

Choose randomly two affine maps
S/ : ]F'HL *> F77l7 T/ : ]:F”IL 4) ]:F"L
Compute C =8 o Ao T’

C
Choose Ch € {0,1}

Ch
IfCh=0,Rsp=(S,T)
If Ch =1, compute
S=808"1
T=ToT !
Rsp=(S,T)

Rsp

—

If Ch =0, check
CLSoA0T
If Ch =1, check
CLS8oBoT

Fig. 2.2 The IP based identification scheme

F* — . He computes B = S o A o T. The public key consists of A and B, the
private key of S and T .

To prove his identity to a verifier, P now performs one or more rounds of the
identification protocol. Figure 2.2 shows one round of the protocol.

The scheme is a zero knowledge argument of knowledge that P knows two affine
maps S and 7 such that B = S o A o T. The cheating probability per round is %
Therefore, one needs 30 rounds to reduce the impersonation probability to 2730,

Using the Fiat Shamir transformation (see Sect. 6.2), the IP based identification
scheme can be extended to a signature scheme. The security of the scheme is based
on the IP2S Problem (see Sect. 2.3).

One major disadvantage of the IP based identification scheme is the large
communication cost. In every round of the protocol, the prover has to send a
multivariate quadratic system C of m equations in n variables (as well as two linear
systems) to the verifier, which, especially for higher levels of security, leads to an
immense communication cost. This problem is solved by the MQ identification
scheme.
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2.2.4 MQ Based Identification

In [7], Sakumoto et al. proposed an identification scheme, whose security is solely
based on the MQ Problem of solving a system of multivariate quadratic equations.
This scheme is the basis of the MQDSS signature scheme which is described in
Chap. 6. The MQ based identification scheme of [7] is described in Sect. 6.1.

2.3 Underlying Problems

In this section we describe the mathematical problems underlying the security of
multivariate cryptosystems.

2.3.1 The MQ Problem

Solving multivariate nonlinear polynomial systems is the central problem for the
security of all multivariate cryptosystems.

Definition 2.13 (Problem of Solving Polynomial Systems (PoSSo)) Given a

system P = (pI, ..., p™) of m nonlinear polynomial equations in the variables
X1, ..., Xy, find values X1, ..., X, such that
pVGEr, ) == p™ G, F) = 0.

Solving multivariate polynomial systems is proven to be NP-complete even for
the simplest case of quadratic polynomials over GF(2) [3] (in its decisional variant).
More precisely, it can be shown to be equivalent to the 3SAT problem.

For efficiency reasons, most multivariate schemes use only quadratic poly-
nomials. For this special case when all polynomials p", ..., p®™ have degree
two, the polynomial solving-problem is called the MQ Problem (for Multivariate
Quadratic).

Since nearly all cryptographic schemes can be written as systems of nonlinear
polynomial equations, this problem is important to all of them. Especially for the
cryptanalysis of symmetric ciphers like block and stream ciphers this so called
algebraic cryptanalysis plays a major role [6].

In Chap. 8 we present known algorithms to solve the MQ Problem. In contrast
to the case of integer factorization, all of these algorithms have exponential running
time (for m ~ n).
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2.3.2 The IP Problem

Due to their construction, the security of most multivariate schemes is not solely
based on the MQ Problem, but also on (some variant of) the IP (Isomorphism of
Polynomials) Problem. In particular, there exist three versions of this problem.

Definition 2.14 (Problem IP1S (Isomorphism of Polynomials with One Secret))
Given nonlinear multivariate systems .4 and 5 such that B = A o T for a linear or
affine map 7, find a map 7' such that B = Ao 7.

Definition 2.15 (Problem IP2S (Isomorphism of Polynomials with Two
Secrets)) Given nonlinear multivariate systems A and 15 such that B =S o Ao T
for some linear or affine maps S and 7, find two maps S’ and 7’ such that

B=S0oAoT.

Definition 2.16 (Problem EIP (Extended Isomorphism of Polynomials)) Given
a special class C of nonlinear multivariate systems and a nonlinear multivariate
system P which can be written as P = S o F o T with affine maps S and T
and F € C, find a decomposition of P of the form P = &' o 7' o T’ with affine
maps S’ and 7" and F' € C.

The IP2S Problem is used for the construction of multivariate schemes where the
central map is publicly known (e.g. for Matsumoto-Imai (see Chap. 3)) as well as
the IP based identification scheme of Sect. 2.2.

When the central map of the scheme is part of the private key, the security of the
scheme is based on the EIP Problem. This is the case for most SingleField schemes
such as UOV and Rainbow (see Chap. 5).

In contrast to the MQ Problem, there is not much known about the hardness
of the IP Problem. In fact, for some multivariate schemes (e.g. the balanced Oil
and Vinegar signature scheme) the decomposition of the public key P turned out
to be very easy (see Sect.5.2). This fact prevented researchers to give security
proofs for multivariate public key schemes. In fact, the only existing provably secure
multivariate public key cryptosystems are based on the MQ based identification
scheme of Sect. 6.1.

2.4 Security and Standard Attacks

For most multivariate public key cryptosystems, there exists no security proof which
reduces the security of the scheme to the hardness of a well known mathematical
problem (e.g. the MQ Problem). In fact, the only provable secure multivariate public
key schemes are the MQ based identification scheme of Sect. 6.1 and the related
signature scheme MQDSS (see Chap. 6).

Since there are no security proofs for multivariate public key cryptosystems, the
security of these schemes is estimated by the complexities of the relevant attacks
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against the schemes. Note that this is also done for most schemes with a security
proof, e.g. lattice based schemes. Since the reductions are rarely tight, deriving the
parameters from the security proof would lead to an inefficient scheme. So, despite
of having a security proof for the scheme, it is not used for the practical parameter
choice.

The standard attacks against multivariate public key schemes can be divided into
two groups.

* Direct attacks: In a direct attack, one considers the public equation P(z) = w
as an instance of the MQ Problem. In Chap. 8, we describe the most important
algorithms to solve this problem.

Direct attacks can be used to attack any multivariate public key cryptosystem.
However, they appeared to be most efficient against systems with a huge
algebraic structure such as HFE and its variants (see Chap. 4) and SimpleMatrix
(see Chap. 7).

Besides of their use to attack multivariate schemes, the algorithms used in direct
attacks can also be used in different applications, for example the algebraic
cryptanalysis of symmetric ciphers.

* Structural attacks: Structural attacks try to use the structure of the central map
of a multivariate public key cryptosystem to find the composition P = S o F o
T of the public key. The most important examples of structural attacks against
multivariate schemes are

— Linearization equations attack: The most popular application of this attack is
the linearization equations attack against the Matsumoto Imai cryptosystem
(see Sect. 3.2).

— Rank attacks: Rank attacks come in two flavors: The MinRank and the
HighRank attack. The MinRank attack plays an important role in the security
analysis of the HFE cryptosystem and its variants (see Chap.4). For the
parameter choice of Rainbow (see Sect. 5.5), both types of Rank attacks have
to be taken into account.

— Differential attacks: Differential attacks look for invariants or symmetries in
the differential of the public key of an MPKC to find some information about
the central map. This type of attack is used in the cryptanalysis of SFLASH
(see Sect. 3.4) and PMI (see Sect. 3.3).

— UOV related attacks: These attacks use some properties of the central map
of UOV and related schemes to get information about the private key. As the
name indicates, these attacks have to be considered in the security analysis of
UOV and Rainbow (see Chap. 5).

2.4.1 Security Categories

When proposing concrete parameter sets for a multivariate public key cryptosystem,
we consider three different security categories. Since our schemes are supposed to
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Table 2.1 Security categories

Security Considered Breaking the scheme Scheme provides
category attacks is as hard as breaking security for

I Classical AES-128 Today and near future
11 and quantum | AES-192 Medium future

11 attacks AES -256 Foreseeable future

Ia Only SHA-256 Today and near future
Ila classical SHA-384 Medium future?

IIla attacks SHA-512 Foreseeable future®

2As long as no quantum computers exist

be resistant against quantum computer attacks, the security categories are chosen
according to this fact. Note that our security categories are defined in the same way
as those of the NIST standardization process.

The instances in the first category I are supposed to provide as much security as
AES-128, breaking those in the second security category II is as hard as breaking
AES-192 and those in category III provide as much security as AES-256.

Additionally to these basic security categories, we give (in some cases) also
parameter sets which are secure only against attacks on classical computers. We
denote these security categories by Ia, Ila and IIla. Breaking the schemes in security
category la requires as much computational effort as finding a collision of SHA-256,
schemes in category Ila are as secure as SHA-384 and schemes in security category
IIIa are (supposedly) as hard to break as SHA-512. Table 2.1 gives an overview of
the security categories considered in this book.

2.5 Advantages and Disadvantages

Multivariate cryptosystems offer, besides their (believed) resistance against quan-
tum computer attacks, a number of advantages:

* Modest computational requirements: First, the computations required by
multivariate schemes are mainly simple arithmetic operations over relatively
small finite fields. Therefore, running a multivariate public key cryptosystem
requires much less computational power than for example performing RSA,
which makes multivariate schemes attractive for the use on low cost devices such
as smart cards and RFID chips.

* Many practical signature schemes: In the area of digital signatures, there exist
multivariate schemes which offer signature sizes of little more than 100 bit (e.g.
Gui; see Sect.4.4). Other multivariate signature schemes produce signatures of
length a few hundred bits. Therefore, the signatures of multivariate schemes are
much shorter than those of classical schemes such as RSA and those of other post
quantum signature schemes.
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» Efficient implementations: Multivariate schemes can be implemented very
efficiently. Indeed, there are many hints that multivariate schemes can be much
faster than classical schemes such as RSA and ECC [1, 2].

* Underlying hard problem: The MQ Problem underlying the security of mul-
tivariate schemes is one of the fundamental problems of cryptography. Every
(symmetric or asymmetric) cryptosystem can be written as a system of nonlinear
polynomial equations. Therefore, if somebody finds an efficient algorithm for
the MQ Problem, all of the other cryptographic schemes will be broken, too.
Following this argumentation, the MQ Problem is one of the strongest problems
of all.

However, multivariate schemes have a number of disadvantages, too:

* Lack of security proofs: There exist no security proofs for multivariate public
key schemes and some schemes believed to be secure have been broken. On
the other hand, the behavior of attacks against multivariate schemes is well
understood and the theoretical complexity of these attacks matches very well
with computer experiments.

e Large public and private keys: The key sizes of multivariate schemes are
relatively large. In fact, the public key of a multivariate scheme is a system of
m quadratic equations in n variables. Therefore, the public key size is cubic in 7,
leading to public key sizes which are much larger than those of classical schemes
such as RSA.

References

1. A. Bogdanov, T. Eisenbarth, A. Rupp, C. Wolf, Time-area optimized public-key engines: Mq-
cryptosystems as replacement for elliptic curves? in CHES 2008. Lecture Notes in Computer
Science, vol. 5154 (Springer, Berlin, 2008), pp. 45-61

2. AL-T. Chen, M.-S. Chen, T.-R. Chen, C.-M. Cheng, J. Ding, E.L.-H. Kuo, EY.-S. Lee, B.-Y.
Yang, SSE implementation of multivariate PKCs on modern x86 CPUs, in CHES 2009. Lecture
Notes in Computer Science, vol. 5747 (Springer, Berlin, 2009), pp. 33-48

3. M.R. Garey, D.S. Johnson, Computers and Intractability: A Guide to the Theory of NP-
Completeness (W. H. Freeman, San Francisco, 1979)

4. J. Patarin, Assymmetric cryptography with a hidden monominal, in CRYPTO 1996. Lecture
Notes in Computer Science, vol. 1109 (Springer, Berlin, 1996), pp. 45-60

5.J. Patarin, Hidden field equations (HFE) and isomorphisms of polynomials (IP): two new
families of asymmetric algorithms, in EUROCRYPT. Lecture Notes in Computer Science, vol.
1070 (Springer, Berlin, 1996), pp. 3348

6. A. Pyshkin, Algebraic cryptanalysis of block ciphers using Grobner bases. PhD thesis,
Darmstadt University of Technology, Germany, 2008

7. K. Sakumoto, T. Shirai, H. Hiwatari, Public-key identification schemes based on multivariate
quadratic polynomials, in CRYPTO 2011. Lecture Notes in Computer Science, vol. 6841
(Springer, Berlin, 2011), pp. 706-723



Chapter 3 )
The Matsumoto-Imai Cryptosystem Qe

Abstract This chapter describes the Matsumoto-Imai cryptosystem, which is one
of the oldest multivariate public key cryptosystems. After introducing the plain
scheme, we discuss its cryptanalysis by the linearization equations attack of Patarin.
We then consider variants of the basic scheme which are immune against this attack.
In the area of encryption schemes, these are the PMI and PMI+ schemes, which are
obtained by a concept named internal perturbation and the plus modifier. In the area
of signature schemes based on MI, we present the MI-Minus or SFLASH scheme
and its extension PFLASH.

The Matsumoto-Imai cryptosystem (short MI or C*) as proposed by Tsutomo Mat-
sumoto and Hideki Imai in 1988 [8], was one of the first multivariate cryptosystems
and has attracted a lot of attention. The MI scheme is also the first example of
a multivariate scheme from the BigField family. Instead of looking for an easily
invertible quadratic map over the vector space F", a multivariate BigField scheme
uses an easily invertible map F of Hamming weight degree 2 over a degree n
extension field E of I as well as an isomorphism ¢ : I — [ to transform this map
F into a quadratic map F = ¢! o F o ¢ over the vector space F” (see Fig.3.1).

By using this strategy, Matsumoto and Imai were able to develop a very efficient
cryptosystem. Since the public key of the Matsumoto-Imai scheme is a bijective
map, the scheme can be used both for encryption and digital signatures.

Although the basic MI scheme was broken by the linearization equations attack
of Patarin [9], the scheme had a great influence on the research in the area of
multivariate cryptography. Many variants of MI, which are immune against Patarin’s
attack, have been proposed. The best known example for such a scheme is the MI-
Minus or SFLASH [1] signature scheme, which provides short signatures and is
very efficient. Indeed, one version of the SFLASH scheme (SFLASH"?) was selected
by the NESSIE project (New European Schemes for Signatures, Identification and
Encryption) [10] as a standard for digital signatures on low cost devices. However,
the SFLASH scheme was broken by a differential attack of Dubois et al. [5]. To
prevent this attack, it was recommended by Ding et al. to project the public key of
the scheme to a subspace of " (PFLASH [4]).

© Springer Science+Business Media, LLC, part of Springer Nature 2020 25
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Fig. 3.1 Construction of a F
multivariate BigField scheme E——E
¢ ¢!
F

In the area of encryption schemes, Ding et al. proposed in [2] a technique called
internal perturbation (PMI). After this scheme was broken by a differential attack
by Fouque [7], another variation called PMI+ was proposed to fix this problem [3].

However, the Matsumoto-Imai scheme influenced the research in the area of
multivariate cryptography in a much wider sense, and many of the techniques
presented in this book are inspired by the MI scheme. Examples for this are the HFE
cryptosystem (see Chap. 4) and the Oil and Vinegar signature scheme (see Chap. 5).

This chapter is organized as follows: After introducing the basic Matsumoto-
Imai scheme in Sect. 3.1, Sect.3.2 describes the linearization equations attack of
Patarin. In Sect. 3.3, we give an overview of encryption schemes on the basis of MI.
After introducing Ding’s technique of internal perturbation, we describe Fouques
differential attack against the PMI scheme and how this attack can be prevented
by the plus method. In the last section of this chapter (Sect. 3.4), we finally deal
with signature schemes on the basis of the MI scheme. In particular, this section
introduces the SFLASH signature scheme (MI-Minus), describes the differential
attack of Dubois et al. to break this scheme and finally the last section presents
the projecting technique of Ding et al. to prevent this attack.

3.1 The Basic Matsumoto-Imai Cryptosystem

The basic Matsumoto-Imai (short MI or C*) cryptpsystem as proposed in [8] can be
described as follows.

Let [ be a finite field of characteristic 2 with g elements and let g(X) € F[X] be
an irreducible polynomial of degree n over IF.! Therefore, the field E = F[X]/g(X)
is a degree n extension field of F. Let ¢ : F" — E be the standard isomorphism
between the vector space F” and the extension field E, i.e.

n
ETIE D L2 G
i=1

IFor the functionality of the MI scheme, the condition of char(F) = 2 is not necessarily required.
However, one has to make some changes to the scheme to guarantee the bijectivity of the central
map.
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Fig. 3.2 Construction of the F
Matsumoto-Imai YeE—— X cE
cryptosystem
¢ o1
)
zeF"——yelk” x € F» w e
)

The central map F : E — E of the C* scheme is a bijective map over the extension
field IE, which is defined as

Fyy=yd'+! (3.1)

with0 < @ < nand ged(¢" — 1,47 +1) = 1.2
In order to invert the central map F, we use the extended Euclidean algorithm to
compute an integer & with (g% + 1) = 1 mod (¢" — 1). Therefore, we get

FUX) = x" = yh@'+) — yk@"=D+1 _ y

The public key of the scheme is the composed map P = So FoT =Sop ' o Fo
¢ oT : " — F" with two invertible linear maps S : F* — F" and 7 : F" — F”",
the private key consists of S, h and 7. However, we can also assume that 4 is public
since 6 is in a very small range.

Figure 3.2 shows a graphical illustration of the Matsumoto-Imai scheme. Due
to the bijectivity of the central map F, the basic MI scheme can be used both for
en/decryption and digital signatures.

3.1.1 MI as an Encryption Scheme

Encryption To encrypt a plaintext z = (z1,...,2,) € F”, one simply computes
w=P(z) € F".

Decryption To decrypt a ciphertext w € [F”, one computes recursively x =
S'w) e ', X =¢(x) e E, Y = FI(X) e B,y = ¢71(¥Y) € F" and
z = T~ (y). The plaintext corresponding to the ciphertext w is given by z € "

2Together with char(F) = 2, the condition on @ guarantees that the central map F is bijective.



28 3 The Matsumoto-Imai Cryptosystem
3.1.2 MI as a Signature Scheme

Signature Generation To generate a signature for a document d, one uses a hash
function H : {0, 1}* — F” to compute the hash value w = H(d) € F". After
that, one computes x = S lw) e F, X = ¢x) e E, Y = F LX) € E,
y = ¢~ '(Y) € F" and z = T~ '(y). The signature of the document d is given by
z € [F".

Signature Verification To check, if z = (z1,...,2,) € F" is indeed a valid
signature for the document d, one computes w = H(d) € F* and w = P(z) € F".
If w = w holds, the signature is accepted, otherwise rejected.

3.1.3 Degree of the Public Key Components

The central equation F(Y) =Y 9"+1 of the Matsumoto-Imai scheme can be written
as a product F(Y) = Fy(Y) - Fo(Y¥) with F1(¥) = ¥ and Fo(Y) = ¥ = Y.
Note that both F; and JF; are so called Frobenius maps. In fact, these maps are
elements of the Galois group G = Gal(E/F), and therefore are [F-linear maps on E.
From this it is easy to see that both ¢ ! o Fj o ¢ and ¢! o F» o ¢ are F-linear maps
over . Hence, each component of ¢_1 oFo¢ has total degree two in F[xy, ..., x,].

In order to better see the relationship between the degree of a map G(X) € E[X]
and the degree of the components of ¢>‘1 oGo¢in Flxy, ..., x,], we introduce
the notion of the g-Hamming weight degree. The g-Hamming weight degree of a
monomial X¢ (0 < e < ¢") is defined as the sum of the coefficients in the base-g
expansion of e. The g-Hamming weight degree of a function G(X) € E[X] is the
largest g-Hamming weight degree of all monomials of G(X).

Example Let ¢ = 4 and G(X) = X% + X'?2 4 X°. We write the exponents of
X in base ¢ and compute the 4-Hamming weight degree of each term separately,
obtaining

Exponent In base ¢ q -Hamming weight degree
25 1542 +2x4' 4+ 1%4% | 1424+1=4

12 34! 3

5 L4l +1%40 1+1=2

Therefore, we get
g-Hamming weight degree (G(X)) = ¢-Hamming weight degree (X By = 4.

Now suppose that we have a function G(X) € E[X] of g-Hamming weight
degree d. Then the components of ¢! o G o ¢ will be of total degree d. In
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particular, since in the case of the MI scheme, the g-Hamming weight degree of
F = ¢~ o Fod¢is two, it follows that the total degree of each of the components
f o f () s two. Since S and T are invertible affine transformations, the same
also holds for the components p(, ..., p™ of the public key.

3.1.4 Key Sizes and Efficiency

The public key of the Matsumoto-Imai scheme consists of n multivariate quadratic
polynomials in n variables. Each of these polynomials has therefore n(n + 1)/2 +
n+1=m+1)(n+2)/2 terms and therefore the same number of coefficients which
have to be stored in the public key. Therefore, the size of the whole public key is

n+1Dn+2)

sizepk M1 = 71 - — field elements. (3.2)
If we have F = GF(2), this number is a bit smaller, since we have the field equations
)cl.2 = x;. We get
. n24+n+2
sizepk M1, GF(2) =11 - — field elements. (3.3)

The private key consists of the two affine maps S and 7 : F* — F” and the
parameter /. It therefore has a size of

sizesk M1 = 2n(n + 1) field elements + Log, (7) bit. (3.4

For the parameters proposed by Matsumoto and Imai (¢ = 2%, n = 32), this leads
to a public key size of 17.5 kB, which is much larger than the key size of e.g. RSA.

This problem of large key sizes is one of the major problems in multivariate
cryptography. On the other hand, the MI scheme can be implemented much more
efficiently than RSA. If the cardinality g of the ground field IF is reasonably small,
we can store the multiplication table of IF in cache memory. This allows much faster
arithmetic operations than in the case of RSA, where we have to deal with large
integers.

The most costly step during the decryption process of the Matsumoto-Imai
scheme is the exponentiation of the polynomial X to its h-th power. In our
implementation, we performed this step using the well known square-and-multiply
method. To be even more efficient, one looks for exponents 6 for which the binary
representation of the inverse 4 has a simple structure.
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(&)

Fig. 3.3 Addition and

o —|—| 01 o«

multiplication table of 5

2 010 1 o«
GF(29)

111 0% a

alaa? 01

a?la? a1 0

3.1.5 Toy Example

In this section we illustrate the workflow of the Matsumoto-Imai cryptosystem using
a toy example with small parameters.

Let F = GF(2?) be the finite field with ¢ = 2> = 4 elements. The multiplicative
group for the nonzero elements of this field can be generated by the field element
o which satisfies the relation «®> + « + 1 = 0. The field elements of F can be
represented as {0, 1, «, az} and the addition and multiplication tables are given in
Fig.3.3.

Next, we choose n = 3 and g(X) = X> 4 « as the irreducible polynomial in
F[X]. Set E = F[X]/(X> 4+ «). There are only two possible choices for the MI
exponent 9; namely 8 = 1 or 6 = 2. We will use & = 2. Thus, the map F and its
inverse are given by

F) =Y and Fl(X) = x%.

Let S and 7 be given by
X1 o oo’ X] 0
Slx]=]100« x|+ | a?
X3 a?al X3 o
and
X1 111 XJ 1
Tlx]=|aa1 x|+ | o?
X3 a 00 X3 a?

To obtain the public key polynomials in terms of the plaintext variables x1, x2, x3,
we begin by computing ¢ o T (x1, x2, x3)7, which we find to be

(ax; —l—ozz)X2 + (axg —|—a2x2 + x3 —i—az)X +x1 +x2+x3+ 1.

If we denote this by )~(, then we can compute ]-'(f() = )~(1+42 = X.Xxlo Thus,
F(X) is given by

(ozz)c]2 + x1xp + x1x3 + a2x1 + x% + axy + a2x32 + ax3 + otz)X2
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+ (67 + ax1x2 4 x1x3 + axg + x7 4+ oxoxs + axd +a’x3) X

+ axixy + a2x1x3 + x% + a2x2 + x32 +x3 4+ .
Finally, we compute S o ¢~ (F (X)) to get the public key polynomials

p(l)(xl,xz, x3) = a2x1x2 +x + (xzxg + xox3 + oczxg +ax3+1,
2) 2 2 2 2 2
P (x1, x2, x3) = X7 +axixy +axix3 +x; +oxy +a’xp + x5 +ax3 +a,

PO (x1, x2, x3) = x7 + @?xpx + x1x3 + x2x3 + @’x3.

We want to encrypt the plaintext z = (z1,22,23) = (0, ¢, (x2). To do this, we
compute

w; = pP(0, 0, 0% = a,

wy = pP(0,a,a%) = a,

w3 = pP0,0,0%) =0
to get the ciphertext w = (&, «, 0).

In order to decrypt this ciphertext, we need the private key which consists of the
two maps S and T, and the parameter 4. First we compute

X1 wq 111 w; —0 1
wl=8"lw|=[a01 wr—a2 =11
X3 w3 0a?20 w3 — o o?

and lift x € 3 to the extension field E, obtaiping X = «?X? + X + 1. In the next
step, we invert the central map F by raising X to the (h = 26)-th power. We obtain

Y =F'(X) = X = ’X* + X.

We move ¥ back to the vector space (obtaining y = (0, 1, «?)) and compute the
plaintext by

21 1 0 0 «? y1 —1 0
z=|u|=T"n|=(c?e?1 yw—o?| =«
23 y3 a o « y3 —a? o?
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3.2 The Linearization Equations Attack

Definition 3.1 Let P = (p1, ..., pm) be the public key of a multivariate pub-
lic key cryptosystem. A linearization equation is a polynomial equation in
Flwy, ..., wy, 21, ..., 2] of the form

Zzatjwlzj+zlglwl+zyjzj +34, (3.5)

i=1 j=1

which, when substituting a valid plaintext/ciphertext pair (z/w), evaluates to 0. Note
that, when substituting a ciphertext (wy, .. ., wy,) into the linearization equation, we
obtain a linear equation in the plaintext variables z, ..., z,.

Remark 3.2 In order to be used in cryptanalysis, (3.5) does not have to be bilinear
in the elements of z and w. In fact, we can define higher order linearization
equations of the form

Y g, wa)zj+ g, W) (3.6)

The degree of the HOLE is given by
d = deg(HOLE) = max(deg(g1, ---, &n, &))-

However, for degree d > 2, finding a higher order linearization equation gets
very difficult, since the number of coefficients in the polynomials g; increases
exponentially.

So, how do we use linearization equations in the cryptanalysis of a multivariate
public key cryptosystem?

Suppose that we have an MPKC with public key P and we know that the
(plaintext/ciphertext) pairs (z/w) fulfill some linearization equations of the form

ZZO‘U WiZj +Zﬂ:w1 +Zy,z, +8=0.

i=1 j=I

By computing a large number (approximately (m + 1) - (n + 1)) of (plaintext/
ciphertext) pairs’ and substituting them into the linearization equation, we get a
system of linear equations in the coefficients «;;, B8;, y; and 6 which can be solved
by Gaussian elimination. By doing so, we get a system £ of bilinear equations in
the plaintext/ciphertext elements z1, ..., zp, W1, ..., Wy,

3Note that, for a public key encryption scheme, this can be performed easily.
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Now, let us assume that we are given a ciphertext w* = (w?, ..., wy) that we
want to decrypt. By substituting the ciphertext elements into the bilinear equations
computed in the previous step we get linear equations in the plaintext variables
ZT, ..., 2. In some cases, we get enough linear equations to recover the whole
plaintext. However, even if this is not the case, the linear equations can be used to
speed up e.g. direct attacks against the cryptosystem.

3.2.1 Linearization Equations Attack on Matsumoto-Imai

In [9], Patarin proposed a linearization equations attack against the Matsumoto-Imai
cryptosystem. Recall that, for the standard Matsumoto-Imai scheme, we have m = n
and

X = F(Y) = y?+,
Then we have
x?'=1 = (ya’+1ya'-1
— y@+D@’ -1
=yt
By multiplying both sides by XY we get
yx? =yr'x
or
yx? —ye’x =o.

Finally, we define

R:E2SE RX, Y)=vXx? —y?’x =0
and

R:an_)Fn7R(x1’ -~-7xn,y17--',yn)=¢_10k°(¢x¢)(x17--~,xn, y]a ~-~,)’n)‘

Note that, due to the Frobenius isomorphism, the map R is a bilinear map
in x1,...,x, and yp,...,y, which evaluates to 0 when substituting a (plain-
text/ciphertext) pair. Therefore, R yields a set £ of linearization equations for the
central map F of the Matsumoto-Imai scheme. In fact, since £ is closed under
addition and scalar multiplication, it is a vector space.
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In the following we consider the question how many linear independent linear
equations arise from R by substituting a ciphertext y into R.

Lemma 3.3 For a fixed Y € E, there exist at most g4 different values of
X € E such that

R(X,Y)=0.
Proof We have
xvd’ = xa'y (3.7)
or, if )% #0,
X1 = pe

3

which has at most ged(¢?? — 1, ¢" — 1) different solutions for X. Furthermore, due
to the condition ged(¢? + 1, ¢” — 1) = 1 we have

ged(@® —1,¢" — 1) = ged(@? — 1,¢" = 1).

Hence, (3.7) has at most ged(¢? — 1, ¢" — 1) + 1 solutions, including the trivial
solution. Since we further have

gcd(q9 _ 1’ qn _ 1) — qgcd(e,n) i l,

the maximal number of solutions of (3.7) is given by g&d(@-m) O

As the Lemma shows, the linear system we obtain by substituting a fixed ciphertext
§ € F” into R has at most ¢&40»? solutions, which form a linear space of
dimension < gcd(n, #). Therefore, the linear system arising from R contains at
least n — ged (6, n) linearly independent equations.

However, for cryptanalytic purposes, it is more important how many linearly
independent equations in the plaintext variables we get after substituting the
challenge ciphertext into the linearization equations obtained from the public key.
This question is answered by Theorem 3.4.

Theorem 3.4 Let P be a Matsumoto-Imai public key. Then, after substituting the
challenge ciphertext w* € F" \ {0} in the linearization equations obtained from P,
we get at least

2n
n-ged(n, 0) > 3

linearly independent linear equations in the plaintext variables zi,...,z,. In
particular, if gcd(n, 0) = 1 holds, there remain only q plaintext candidates.
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Proof For the proof, we introduce the following notation:

e L is the space of linearization equations obtained from the Matsumoto-Imai
central map F.

e L[ is the space of linearization equations obtained from the Matsumoto-Imai
public key P.

e Lx» is the space of linear equations in the plaintext variables we obtain after
substituting a ciphertext X* into the linearization equations from L.

o Ly~ is the space of linear equations in the plaintext variables we obtain after
substituting a ciphertext w* into the linearization equations of L.

With this notation, the linearization equations obtained from R are contained
in the space L. Lemma 3.3 states that the space Lx», obtained by substituting
the ciphertext X* into the linearization equations of £, has dimension at least
n — gcd(6, n). We have to show that

_ 2
dim(Ly+) = n-ged(n, 0) > ?n

holds. The proof is provided by Lemmas 3.5-3.7. O

First, in Lemma 3.5, we show that the affine transformations S and 7 do not have
any effect on the dimension of the space of the linearization equations.

Lemma 3.5 With the notation of Theorem 3.4, we have
dim £ = dim L.

Proof First, we assume that 7 is the identity map, so that P = S o F or

n

POCr, . x) =Y s fP 0, xa) + si0-
j=1

Let
n n n
r= Z aijXiyj + Zbixl' + Zcm +d
i.j=1 i=1 j=1

be a linearization equation for the public polynomials. Therefore, when substituting
a (plaintext/ciphertext) pair (X, P(X)) into it, r evaluates to 0. We get

n n n
0= Z aij)?ip(f)(f() +Zb,’)2i +ZCJP(])()2) +d

ij=1 i=1 j=1

n n n
= > aiji <Zsjkf(k)(§) -I-Sjo) +Y bk
k=1 i=1

i,j=1
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+ ) ¢ (Zsjkf(k)(ﬁ) -I—Sjo) +d

j=1 k=1

n n n
= Z al{j)?if(./)(f() + Zb;ji + Zc/jf(./)(;() +d.
i=1

i,j=1 j=1

which is a linearization equation for the central map. Similarly, by looking at 7 =
S~! o P and starting with a linearization equation for the central polynomials, we
can get a linearization equation for the polynomials of S o F.
We therefore have an isomorphism between the space of linearization equations
of F and those of S o F, which implies that both spaces have the same dimension.
Now, let us suppose that the first affine map S is the identity map. Let

n
Xi=T®i=)_tjxj+to, (3.8)
j=1
so that

POGL . x) = fOGL .. ).

Let r be a linearization equation for the central polynomials, i.e.

0=rx, F(x)) = Z a,-jxif(j)(x) + Zbixi + Zij(j)(X) +d

i,j=1 i=1 j=1
which, since the invertible change of variables (3.8) amounts to a perturbation of
F”", yields
n ) n n )
0= aXifP®+> biki+ Y c;fV® +d.
i,j=1 i=1 j=1
But then, we have
n n n
0= Y a&ipP® + ) bixi+ Y ¢;pP(x) +d.
i,j=1 i=1 j=1
which, using (3.8), can be rewritten as
n ) n n )
0= Y axipP®+Y bixi+Y ¢;p?x) +d,
i,j=1 i=1 j=1

a linearization equation for the public polynomials.
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Similarly, by looking at F = P o 7! and starting with a linearization equation
for the public polynomials, we can derive a linearization equation for the central
map.

We therefore have an isomorphism between the space of linearization equations
of F and the space of linearization equations of F o 7, which implies that both
spaces have the same dimension.

We can combine these two isomorphism to an isomorphism between the two
spaces £ and £. From this we derive

dim £ = dim L.

O

Lemma 3.6 shows that the same holds after substituting the ciphertext into the
linearization equations.

Lemma 3.6 Using the notation of Theorem 3.4, we have
dim Lx+ = dim Lys.

Proof Lemma 3.5 provides a bijection between the two spaces £ and L. This
implies a bijection also between Ly+ and Lyx. O

From Lemma 3.3 we know that dim Lx» = n — gcd(6, n) holds. According to
Lemma 3.6, this is also the dimension of the space Ly« obtained by substituting the
ciphertext w* € " into the linearization equations obtained from the public key.
Finally, Lemma 3.7 provides a lower bound for this dimension.

Lemma 3.7 In the case of Matsumoto-Imai we have
2n
n-ged(n, 0) > 3

Proof The three largest values of gcd(n, 0) are n, % (if n is even) and % @Gf n is
divisible by three). So, if we can show that the first two cases are impossible, we are
done.

The first case (6 = n) is impossible, because 8 was explicitly chosen to be in the
set {1,...,n — 1}. Second, if gcd(n, ) = n/2, 6 must be n/2 itself. But then we
have

ng(q”_l,q0+l) — gcd(q(n/Z—l)(n/2+l)’qn/2+l) — qn/2+l > 1’

which contradicts the choice of 6 in Sect. 3.1.

We therefore have ged(n, 0) < % which, together with Lemmas 3.3, 3.5 and 3.6,

proves Theorem 3.4. O
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Algorithm 3.1 summarizes the steps of the linearization equations attack.

Algorithm 3.1 Linearization equations attack

Input: (Matsumoto-Imai) public key P : F* — F™, challenge ciphertext w* € F”
Output: linear equations in the plaintext elements zl, e
1: Compute (m+1)-(n+1) (plaintext/ciphertext) pairs (z1, W1), . .., (Zen+1)(n+1)> Win+1)(n+1))
and substitute them into the linearization equation (3.5).
2: Use Gaussian elimination to solve the resulting linear system for the coefficients «;;, B;,

y; and 8. The result is a set of bilinear equations by, ..., by in the variables zy, ..., z, and
Wiy evn, Wiy

3: Substitute the challenge ciphertext w* into the equations by, ..., by to obtain a set I, ..., Iy
of linear equations in the plaintext variables zf, R o

4: return/y, ..., [

Complexity of the Attack

* Evaluating a multivariate quadratic system of m = O (n) equations in n variables
takes time O (n?). Therefore, computing the (m+1)-(n+1) (plaintext/ciphertext)
pairs in step 1 of the algorithm takes time O (n*).

* Solving the linear system of (m + 1) - (n + 1) equations in the same number of
variables takes time O (n°).

* The remaining steps of the attack have a significantly lower complexity.
Therefore, the cost of the whole attack is O (r°).

3.2.2 Toy Example

We now illustrate Patarin’s linearization equations attack against the Matsumoto-
Imai cryptosystem using a toy example. Let us assume that we have F =GF(4),
n = 5 and we are given a Matsumoto-Imai public key of the form

p(l) = axixy + a2x1x3 + x1x4 + ax1x5 + axoxz + a2x2x4 + (X2X2X5 + x2
= azxg —+ x3x5 + x4x5 + a2x4 + x52 + x5 4+ «,
2 _ 2 2
P = axixy + X1x3 +a7x1 x4 + xX1x5 + o0xy + x2x3
+ Xox5 + axy + ax32 4+ ax3xq4 + x3 + azx‘% + x4x5 + a2x52 + otz,
p(3) = a2x12 + x1x2 + ot2x1X3 + ale)m + a2x1x5 +axy + azxzx3 + azxz)m
+ 2.2 2 2 2 2
X2X5 + 0x2 + a7xy + x3xs5 + 07 X3 + XqX5 + x5 + o x5 +a”,
@ _ 2 2 2
P =X] Fatxixy +oxypxs +oxy + o x2x3 + oxoxg + Xy + ox3xy
+ ax3xs + x3 + otxf + a2x52 + a2x5 + «,
S — yy2 2 2
Pl = axy + x1x4 + axyp + oxax3 + axpxg + x2x5 + axp + ox3 + o x3x4

+ x3 + azxf + x4x5 + ()[2)(4 + a2x52 + axs5 + «.
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z
(1,0,0,0, )
(a, 1,02, a2, 0)
(o, 1,0, , @)
(a, az,a, l,az)
(@2,0,a%,0,a?)
(@,1,0,1,0)
(1,a,0,1, )
(az,az,az,a, 0)
(@2,0,a2,0,0)
(052,012,0{, 1,0{2)
(,0,0,a?,0)
(az,O, a, o2, 1)
0,1,a%, a,1)
(a, a?, l,az,a)
(o, a2, 0,1, 1)
((xz,a, o, 1, a)
(@2,0,1, a2, a?)
0,0,1,0,1)
(o, 02,1, 1)
0,1,a,0,0)
(a, @2,0,0, 012)
0,1,a,0,0)
0,0,1,0, %)
1,0, 1, o, &?)
(@2 1,a,1,0)
1,0,1,1,1)
(0, az,az,oe, o)
(az,a, ocz,a, 1)
((xz, 0,a,a,0)
(1,0,0, az,ocz)
0,0%,1,1,0)
1,0,0%,1,a?)
(a, 1,0, 1, @)
(a,a,a, 1,a)
1,0,a%,0, @)
(@2, 1,1,a,0)

First we compute (n + 1)? = 36 plaintext/ciphertext pairs

w = P(z)
0,02,0%,1,0?)
(@, 0%, 1,1, 1)

(1,0,a,1,1)
(o, o, 0, @, &%)
(o, 00, 0, 1,0)
(o, 2,0, 1, )
(o, 02,1, a0, %)
(@, 1,02, a,1)
(o, 1,1,,0)
(o, 1,0, 0, @)
1,1,1, 1, @)
(@2,0,1,0,a%)
1,0, ,0,0)
(o, &2, o0, 02, 1)
0,0,a,1,1)
(@2, a, a?, a?,0)
0,02, a2, 0%, )
0,02,0,1,0)
1, 1,a2,1,0)
(o, a, a2, a2, 0)
(1, 1,a,1,a%)
(o, a, @2, a2, 0)
(1,0,0,%,0)
(@2, a,02,1,0)
@2,0,0,1, )
(@,0,a%,0,a%)
(102,21, 1)
(@2, %, a2, a2,0)
(@2,1,0,a2,a?)
(1,0,1,0,0)
(@.0,a,1,a2)
(@,0,a%,0,a)
A, 0, 02, o, @)
(@2, a, 0%, a, 1)
(2,0,0,0,a?)
0,1, 1, a?)

39
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and substitute them into the linearization equation

5 5 5 5
Z ZaijZi w; + ZbiZi + chwj +d
j=1

i=1 j=1 i=1

By solving the resulting linear system for the 36 variables a;;, b;, c¢;, d we find five
linearly independent linearization equations
Ly = 21wy + 21 + 22w3 + @zawa + azows + a’z2 + z3w) + o’z3wn
+ zz3w3 + z3wy4 + a2Z3w5 + 23 + zaw1 + azqawy + aZZ4w3 + azqws
+ 74 + Z5W1 + azs5wWy + a215w4 + a215w5 + azzs + wy
+ woy + w3 +a2w4 +a2,
Ly = z1jwy + azow3 + azows + ozo + 23w + z3w2 + aZZ3w5 + 062Z3
+ z4w) + z4w) + @zaw3 + azqwa + 0zg + 25w + @’z5Ww4 + Z5WS
+ azs —|—oe2w1 +ot2w3 +ws +1,
Ly = zyw3 + aziws + o?z1 + a’z0w3 + z0ws + 22ws + azz + azzwy
+ azzwy + z3w3 + 23wa + az3ws + @z3 + zaws + z4w3 + zaws
+ 24 + azswy + Zswr + @’ zsw3 + azsws + azsws + azs + qwy

+ a2w2 + a2w3 + awq + a2w5 +1,

Ly =z1w4 + 0521111)5 +oz1 + Otzzzw3 + 22w4 + 22 + 23w + 062Z3wZ
+ oz3w3 + oz3ws + xzzws + Ol2Z3 + z4wi + Z4w3 + 06214w4 + xz4ws
+ az4 + Z5W1 + az5wy + 0t2Z5w4 + Ol2Z5w5 + Olzzs + Otzwl + aw)
+ aws + ws + az,
Ls = 2w + o’ zows + azows + 23wy + az3ws + azzws + a’z3ws
+ OlzZ4w2 + ozq4ws3 + 0122411)5 + 24 + a2Z5w1 + 0122511)2 + Z5W4
+ a2z5w5 +z5 + a2w1 +awy + a2w3 + wg +xws + a2
Until now, the computations have been completely independent of the challenge
ciphertext w*. So, if we want to find the plaintexts corresponding to multiple
challenge ciphertexts W‘[, el wg, we have to perform this step only once.
Let us assume that we want to find the plaintext corresponding to the ciphertext
w* = (o2, o2, o, a2, a?).
By substituting the ciphertext w* into these linearization equations, we obtain 4
linear equations in the plaintext variables zy, ..., 25
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71 + 25 +a’>=0,
22+oazs+a =0,
Z3+01225 +a?=0,

24 + 25 +a?=0.

We therefore find the four possible plaintexts

4 w = P(z)

(0, a2, 1,0, ocz) O, a, a, a, az)
1,1, a1, ) (a,1,0,1,0?)
(,0,0,c, 1) 1,0, a,0,a?)
(ozz,a, az,az,O) (az,az,a, ozz,ozz)

2

The plaintext corresponding to the ciphertext w* = (az, @2, a, a?, az) is therefore

¥ = (az, o, o, a?, 0).

3.3 Encryption Schemes Based on MI

After the basic Matsumoto-Imai scheme had been broken by Patarin’s lineariza-
tion equations attack (see Sect.3.2), several variants of the scheme have been
suggested which prevent this attack. In this section we concentrate on variants of
the Matsumoto-Imai scheme used for encryption. The main design goal of these
schemes was to prevent Patarin’s linearization equations attack against the basic MI
scheme. However, as we will see, the modifications used to do so make the schemes
much slower than the original MI scheme.

In this section we first introduce the Internal Perturbation technique of Ding to
prevent the linearization equations attack, leading to the PMI scheme. Then, we
describe a differential attack of Fouque et al. to break this scheme and finally present
the PMI+ scheme which prevents Fouque’s attack.

3.3.1 Internal Perturbation

The basic idea of internal perturbation can be described as follows. To hide the
structure of the central map F of a multivariate BigField scheme, we add to F a
perturbation map F, consisting of n randomly chosen quadratic polynomials in a
small number of variables.

In the following we show how to apply this idea to the Matsumoto-Imai
cryptosystem.
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Key Generation Let ((S, F, 7), P) be a key pair of the standard Matsumoto-Imai
cryptosystem (see Sect. 3.1). For a small integer r, we randomly choose an affine
map Z : F" — F', ie.

211 212 + -+ Z1n X1 21
221 322 + -+ 22n X2 22
Z(xi, .. x) = . . N s
Zr1 Zr2 «-- Zrn Xn Zr
VA

with a full rank » x n matrix Z. Additionally, we choose randomly a multivariate
quadratic map F : F" — F", and define the perturbation map F as

F=FoZ:F"—F".
Furthermore, the owner of the private key computes a set
P={0,u) | FR)=p, relF}.

The set P has ¢” elements (A, i).

Remark 3.8 The reason for the special construction of the perturbation map Fis
that, during the decryption process, we have to iterate over all possible output values
of F. Due to the use of the linear transformation Z : F* — ", the number of these
values is limited to ¢” for a small integer r.

With this notation, we can describe the PMI scheme as follows:
PublicKey P=S8o(F+F)oT :F' — F.
Private Key The private key of the PMI scheme consists of

* the three maps S, F and T
 the linear map Z : F* — F~
* the set of points

P = {0 ) | FO) = w)}.
Figure 3.4 illustrates this key generation process.

Encryption To encrypt a message z € F" using the PMI scheme, one simply
computes w = P(z) € F".

Decryption To decrypt a ciphertext w € F”, the owner of the private key performs
the following two steps:
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Fn N ]F‘n JE— + — Fn > ]F‘n

Fig. 3.4 Key generation of PMI

1. Invert the first affine map S by computing x = S~ (w).
2. Compute for each pair (A, ) € P,yy = ¢! o F~! o p(x 4 uy) and check, if
Z(y,) = A holds.

¢ If this is not the case, discard y;.
+ Otherwise, compute the plaintext candidate z; by z; = 7! (y).

It might happen that the decryption process of PMI produces several possible
plaintexts z,. In this case, one has to use special techniques (e.g. hash functions,
redundancy in the plaintext) to make the decryption unique.

Due to the guessing process in the decryption step (there are approximately
q" possible choices of 1), the decryption process of the PMI scheme is not very
efficient.

3.3.2 Differential Attack on PMI

In [7], Fouque proposed an attack against the PMI encryption scheme. The basic
idea of this attack is to test which plaintexts produce noise and which do not. This
allows to remove the noise from the scheme, which can then be broken by the
linearization equations attack (see Sect. 3.2).

Recall that the differential G of a multivariate quadratic system P is defined as

Gx,y) =Px+y —Px — Py +PO)

and is bilinear in x and y. When we fix y to some random value y € F”, the map
Gy(x) = G(x,Y) is a linear map in x.

Definition 3.9 We define the noise kernel C to be the kernel of the linear part of
the transformation Z o T, i.e.

K={xeF'":ZoT(x)=0¢cF"}.
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The term “noise kernel” is inspired by the fact that, for a plaintext z € K, the
internal perturbation generates no“noise”. Therefore, for such plaintexts, the PMI
scheme just works as the standard Matsumoto-Imai encryption scheme.

With the definition of the noise kernel, we can prove

Proposition 3.10 Let x € K. Then

dim(er(Gy) = {40+ £X7 0

ifx=0
Proof Since v € K, we can assume that the central map F of PMI is just the
standard Matsumoto-Imai central map. Furthermore, since S and 7 are invertible
affine transformations, they do not have any effect on the dimension of the kernel of
the differential. So, in order to prove the proposition, we have to count the number
of solutions V € E of the equation

FX+V)—-FX)—F(V)=0,

where F(Y) = y4°+1 is the standard Matsumoto-Imai central map and X is a fixed
element of [E (note that F(0) = 0).

We have
0=FX+V)-FX)—FV)
— (X + V)q9+1 _ xd"+1 _ oy’
=x7v +xv?
or
x4'v = xve (3.9)

Here, we made use of the fact that ¢ = 0 holds in E.

For X = 0, clearly any element V € E fulfills (3.9) and we have dim(ker(Gx)) =
n.

For X # 0, we divide both sides of (3.9) by XV and obtain

qu—l — ng—l

It can be shown that this equation has exactly g24®-®) — 1 different non-zero
solutions. Adding the trivial solution V = 0, the total number of solutions is exactly
q240:9 which implies dim(ker(Gx)) = ged(n, 6). O

Based on this proposition, we can formulate the following test to check the
membership of a plaintext z € " in the noise kernel: For each z € F", define
the function 7 by
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Fa) = 1 if dim(ker(gz)) # gcd(n, 0)
0 otherwise.
For an element z of the noise kernel, we have dim(ker(G;)) = gecd(n, ), and

therefore 7 (z) = 0. For an element z ¢ K, the value of dim(ker(G,)) is, due to
the randomness of the noise, a random number, and therefore 7 (z) = 1 with high
probability.

We can therefore use this test to identify the elements of the noise kernel and to
find a basis of K.

After having found a basis of the noise kernel /C, we can perform Patarin’s
linearization equations attack for each affine subspace A of the foorm A = a + K
separately.

3.3.3 Preventing the Differential Attack and PMI+

Surprisingly, preventing Fouque’s differential attack on PMI has been proven to
be very simple. The only thing we have to do is to add some random quadratic
equations to the private key of the PMI scheme (plus modification). If we add
s of these random equations,then the public key of the cryptosystem becomes a
multivariate quadratic map from F” to F**5.

The resulting encryption scheme, PMI+ , can be described as follows. As in the
case of the standard Matsumoto-Imai scheme, we use a finite field IF with ¢ elements
and a degree n extension field E of . We have an isomorphism ¢ : " — [E between
the vector space F” and the extension field E.

Furthermore, we use two integers r and s denoting the dimension of the permu-
tation space (see above) and the number of added random equations respectively.

Key Generation In order to generate a key pair for PMI+, Alice chooses
e an MI central map F : F" — F”,

* alinearmap Z : F" — F',

¢ aperturbation map F : F" — F",

¢ arandom quadratic map Q : F" — ¥,
* two invertible affine maps S : F**5 — F"*S and 7 : F* — F".

As in the case of the~PMI scheAme, Alice defines ¥ = Fo Z : F* — T,
Furthermore, she sets F = F 4+ F.

Public Key P =S o (F||Q)oT : F" — Fts
Private Key The private key of PMI+ consists of

¢ the three maps S, F and T
* the linear map Z B
* the set of points P = {(A, w)|F(A) = pu}.
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* the random quadratic map Q : F* — [F* (to distinguish between false and correct
plaintext candidates)

Encryption In order to encrypt a plaintext z € F”, the sender computes w =
P(z) € F*** and sends it to the receiver.

Decryption In order to decrypt a ciphertext w € 15, the receiver performs the
following steps.

1. Compute X' = S~!(w) € F"**. Define x € F" to be the vector containing the
first n elements of x'.

2. Compute for each pair (A, ) € P,y; = ¢~ o F~' 0 ¢p(x + u,) and check, if
Z(y;) = A holds.

¢ If this is not the case, discard y;.
+ Otherwise, compute the plaintext candidate z; by z) = 7! (y,).

In the case of PMI+, we can use the added polynomials of Q to decide which of
the plaintext candidates z; is the correct one. We just evaluate the map Q o T for
each of the plaintext candidates z, . For the correct plaintext, the value Q o 7 (z;)
must be equal to the last s components of the vector x'. Therefore, for increasing s,
the probability of getting several possible plaintexts gets negligible.

As in the case of PMI, the decryption process of PMI+ contains a guessing step.
Therefore, the scheme is not very efficient and hardly used in practice.

3.3.4 Toy Example

In the following we illustrate the workflow of the PMI encryption scheme using
a toy example. We use F =GF(4) as the underlying field and the PMI parameters
(n,r) = (5, 1). To generate the extension field E, we use the irreducible polynomial
f(X) = X°> 4+ X + a. We use = 2 as the MI-exponent to encrypt a message.
Correspondingly, the exponent used during decryption is & = 662.

The private key of the scheme consists of the two affine maps S : F> — T,

«>010 0 x1 0
?la 1l a? X2 0
Skxt,...,x5) =] a 0 0 « xal=1]1
1 a0a? « X4 o
«?01 1 « X5 o

and 7 :F° — I,



3.3 Encryption Schemes Based on MI

47
la 0 o o? X1 o
a o? a? o? o? X2 0
Tl110a%1 xs|+] 0],
laad?20 « X4 a?
a1 a? a a? X5 0
as well as the perturbation maps Z : F> — F!,
Z(X1,...,X5) = a2x1 + axg + axs
and F : F! — B,
o2
2.2
_ R
Fy) = a?yf +ay +ao? .
yi+ay +o?
ay12 + a2y1 + o
Using F, we compute the set P = {(A, WIFQ) = u}. We get
Ao =FQ)
1 (ozz,az, «, 0, ozz)
o (az,oc, o, az,oc)
o? (oe2, 1,020, Otz)
0 (@?,0, 0%, a2, &)
In order to compute the public key, we first lift 7 (xp, ..., x5) to the extension field,

obtaining

A= (ax; +x+ a2x3 + axq + OlZX5)X4
+ (x1 +axy + a2x3 + axs + ozz)X3
+ (x1 +x2 + a2x4 + x5)X2
+ (ax; + azxz + 0[2)63 + otz)m + azxs)X

—+ x1 +ax2+ax4+a2)C5+a
and compute B = A9+ = A7 mod f(X), obtaining

2.2 2 2 2 2
B = (a"x7 + x1x2 + x1x3 + a”x1x4 + x5 + axoxg4 + X2x5 + @ x2 + x5 + x3x4

+ a2x3x5 + x3 + ot2X4 + a2x52 + )C5)X4



48 3 The Matsumoto-Imai Cryptosystem

+ (x1x3 + a2x1x4 + a2x1X5 + oezxg + axoyx4 + ot2x2x5 —+ axy + o{x32 —+ Xx3X4
+ x3x5 + ax3 + azxf + x4x5 + x4 + ax52 + 1)X3
+ (1f 4+ x1x3 + @ x1x4 + @x1x5 + 0x2x3 + @xoxs + a?x2 + axi + axzxg
2 2 2 2\ y2

+ x3x5 + X3 + x4 + X4%5 + x4 + x5 + x5 +a”)X
+ ()cl2 + x1x2 + x1x3 + axixs +axy + ax% —+ ax2x3 + axoxq + a2x2x5 + ozx%
+ x3x4 + ax3 + otzxf + axqxs + x4 + otx52 + a2x5 +a)X

2 2 2 2 2.2
+ ax] o xpx2 Fa"xx3 + o x1xq4 +ox) + oa”x; + x2x3 + xpx4 + aAx2X5

+ X7 +a2x§ —|—012X3)C4 + X3 4+ x4x5 + X4 +x52 + 1.

After that, we move B down to the vector space F> and add the permutation map
F =F o Z. We get
c(l) = le12 + a2x1x2 + Olle)C3 + a2x1x4 + axy + azx% =+ x2x3 + axox4
+ axyxs + x2 + a2x32 + a2x3X4 + x3 4+ x4x5 + x4 + x52 + «,
c(z) = X1X2 +x1x3 +axixs +axy + ax% + axpx3 + axox4 + azxzxs + ax%
+ x3x4 + 0x3 + xi + axqx5 + x4 + a2x5 +a,
3) _ 2 2 2 2
7 =X1X3 +oTX X4+ aTXX5 + X+ axX2X3 + axoXx4 + 07X + axy + ax3xy
2.2 2.2
+ x3X5 + X3 + @7 x5 + X4X5 + axg + €75,
c(4) = axlz + x1x3 + a2x1x4 + a2x1x5 +x1 + ozzxg + axyxq + azxz)C5
“+ axy + (xx32 —+ X3X4 + X3X5 + OX3 + X4X5 + AX4 + x52 + a2x5 + a,
s _ 2 2 2 2
= X1X0 + X1X3 T x1xg + oxy + X5 + axpxg + Xox5 + X2 + axj3

+ x3x4 + a2x3x5 + x3 + xi + axq + otx52 + «.

Finally, we apply the second affine map S and obtain the public key P =
(pD, ..., pO) F - F as

P(l) = X12 +axixy + a2x1x3 + x1x4 + a2x1x5 + ax% + x2x3 + 062362964

+ x2x5 + x3x5 + ax3 + azxf + axqxs + x4+ 1,

p(2) = oczx% + a2x1x3 + axix4 + x1 + axyx3z + ot2x2x4 —+ ax2x5 + 0xp
“+ ax3x4 + x3x5 + ax3 + ozzxf + axqxs5 + oxg + ax52,
pG) = ozzx% + x1x2 + x1x3 + a2x1x5 + a2x1 —+ x2x3 + a2x2x4 + a2x2 + x32

“+ X3X4 + X3X5 + a2x3 + X4x5 + a2x4 + x52 + x5 + «,
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p(4) = azx% + a2x1x2 + x1x5 + x1 +axax3 + a2x2x4 + a2x2x5 + x2 + ozx32
+ ax3xs + x3 + x4x5 + x4 +x52 +052x5 +1,
p(s) = azxf + a2x1x4 +ax; + aZx% + X2Xx3 + axpx4 + ot2x2 + x% + a2x3x4

+ x3x5 + axz + x‘% + a2x4x5 + ax52 + a2x5 + «.

In order to encrypt a message z = (¢, 0, 1,0, az) c F5, we simply evaluate the
public key to get the ciphertext

w="P@ = (l,0%0aoa).
In order to decrypt the ciphertext w = (1, a2, 0, @, &) € >, we first compute
x=8"'w)=(1,a% a,a% 1).

In order to invert the central map F, we compute for every possible value of A the
vector yp = FL(x + ), obtaining

A Y. =F x4+ u) | Z2(n)
(@2, 0%,a,0,¢%) | (,0,0,1,a?) o

o« [@ a0t a) [(0,1,1,0,1) 1

o? (Olz, 1,020, az) (l,az,oz, l,az) o

0 (ot2,0, otz,oez,oz) (o, a, 1,0{2,0{) 0

Since A = 0 is the only value for which Z(y,) = X holds, we get the correct
plaintext by

z0="T '(yo) = (@0, 1,0, a?).

As mentioned above, the public key of the internally perturbed Matsumoto-Imai
scheme is no longer bijective. Therefore, it might happen that one ciphertext
corresponds to several possible plaintexts. In other words, the decryption process
might not lead to a unique plaintext.

In order to study this phenomenon in the setting of our toy example, we encrypted
all possible ¢"” = 1024 plaintexts with the public key shown above. By doing so, we
got 704 different ciphertexts. Of these 704 ciphertexts, 439 decrypted to a unique
plaintext, for 215 we found 2 possible plaintexts. 45 of the ciphertexts corresponded
to 3 different plaintexts, and 5 decrypted to 4 possible plaintexts.
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3.4 Signature Schemes Based on MI

While, in the last section, we looked at variants of the Matsumoto-Imai cryptosys-
tem used for encryption, this section gives an overview of Matsumoto-Imai variants
for digital signatures. The main design goal of these constructions is to prevent
the linearization equations attack of Patarin (see Sect.3.2). However, as we will
see, creating a secure MI variant for digital signatures slows down the signature
generation process significantly.

In this section, we first introduce the minus modification, leading to schemes such
as MI-Minus or SFLASH. After that, we describe the differential attack of Dubois
et al. on SFLASH and present Ding’s projection technique to prevent this attack.

3.4.1 The Minus Variation and SFLASH

A very simple idea to prevent Patarin’s linearization equations attack is provided by
the minus modification. The idea of this variation is to remove a small number a of
equations from the public key. The resulting public key P is therefore a multivariate
quadratic map from F”" to F"~“. Therefore, P is no longer injective as in the case
of the basic Matsumoto-Imai cryptosystem, which restricts the resulting scheme to
digital signatures.

The MI-Minus cryptosystem (also known as SFLASH) can be described as
follows.

Just as in the case of the standard Matsumoto-Imai scheme, we have a finite field
F with g elements and a degree n extension field E. We define an isomorphism
¢ : F" — E between the vector space " and the extension field E. Additionally,
we choose for SFLASH a small integer a (number of minus equations).

Key Generation The private key of SFLASH is nearly the same as the private key
of the standard Matsumoto-Imai cryptosystem. We have

 central map: The central map of SFLASH is just a MI central map: for a parameter
6 with gcd(q9 4+ 1,¢" — 1) = 1, we define a univariate map

F:E— E, F(y)=ye+,
We use the extended Euclidean algorithm to compute the signing exponent z with
h(1+¢% =1modg" .
* affine transformations: The affine map 7 : F" — [F” is, just as in the case of

MI, a randomly chosen invertible affine transformation over the vector space F".
For the map S, the minus transformation comes into play. So, S is no longer
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an invertible affine transformation, but a randomly chosen map of the form S :
F* — F"~“ of maximal rank.

Private Key The private key consists of the two maps S and 7T, the signing exponent
h and possibly the isomorphism ¢ : F* — E.*

Public Key The public key P is the composed map So¢p o FogpoT : F* — F'—¢,
So, the public key of SFLASH consists of (n — a) multivariate quadratic equations
in n variables.

Signature Generation To generate an SFLASH signature for a document d €
{0, 1}*, the owner of the private key uses a hash function # : {0, 1}* — F"~¢
to compute the hash value w = H(d) and performs the following three steps.

1. Find a pre-image x € [" of the hash value w € F"~“ under the affine
transformation S and lift it to the extension field E, i.e. compute X = ¢ (x).

2. Compute ¥ = X"

3. Move Y down to the vector space ", i.e. compute y = ¢~ (¥) and compute the
signature z € " by

2=T"'().

Signature Verification To check the authenticity of a signature z € F”, the verifier
computes w = H(d) € F'"? and w = P(z) € F"~%. If w = w holds, the signature
is accepted, otherwise it is rejected.

SFLASH appeared to be a very promising candidate for a post-quantum digital
signature scheme and was selected as a standard by the NESSIE project (New
European Schemes for Signatures, Identification and Encryption). However, it was
eventually broken by a differential attack of Dubois et al. (see Sect. 3.4.3).

3.4.2 Toy Example

In the following, we illustrate the workflow of the SFLASH signature scheme using
a toy example. We choose F = G F(4) as the underlying field and (n, a) = (5, 2).
To generate the extension field E = GF(4°), we use the irreducible polynomial
f(X) = X + X +«a. Furthermore, we use # = 2 as the Matsumoto-Imai parameter
for the verification. The corresponding signing exponent is 7 = 662.

The private key of the scheme consists of two affine maps S : F> — [F3,

4Similar to the case of the MI scheme, the isomorphism ¢ can be a public parameter or part of the
private key.
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X1
la?0a 1 X2 0
Si,..,x)=111012] | x5+«
a 0a01 X4 1

X5

and 7 : F5 — B3,

a?ata? a1 X1 o
1 1 a 0a? X 1
Txi,...,2)=] 0 0?1 « x|+ | o2
0c?a? a « X4 1
01 1ol X5 0

In order to compute the public key, we first lift the map 7 to the extension field,
obtaining
A= (oz2x1 + a2x2 + a2x3 + axq + x5 + oz)X4
+ (x1 +x2 + ax3 + a2x5 + l)X3
+ (O[2X3 + x4 + axs + ozz)X2
+ (azxz + a2x3 +oaxg +axs +1)X

=+ x2 + x3 —|—a2x4 + X5
and compute B = A9+ = A7 mod f(X). We obtain

B = (x12 + x1x2 + (x2x1x3 + x1x4 + a2x1 + oex% + axpx3 + x2x5 + X2
2 2.2 2 2 4
+ o x3x4 + X3X5 + X3 + 07X + X4X5 + x4 + X5 + o x5)X
+ (ot2)c12 + X1X2 +ax1x3 + X1X4 + a2x1x5 + X2x3 + xX2x4 + X2 + x32
+ OZZX3)C4 + ax3xs + a2x3 + ax4xs + Ol)C5)X3
+ (Ol2x12 + a2x1x2 4+ x1x3 +axixq4 + x1x5 + axy + a2x2x4 + axyxs
2.2 2 2 2\ y2
+ X2 + a7 x3 + ax3xg + ax3xs + owxy + x4x5 + axsy + oxs + o )X
+ (otle2 + axi1xy +oxix3 + a2x1x5 + x% + axyx3 + a2x2x4 + x2x5
2 2 2.2 2
+ axy +x3 + o x3x5 + o x) + x4x5 + x5 + o)X
2 2 2 2 2 2.2
+ x{ toxix3 + o x1xs +ax) + x5 + oxoxg + x2x5 + @7 x2 +o7x3

“+ X3X5 + x3 + axf —+ X4X5 + x4 + x52 + Ol2X5.
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Finally, we move B down to the vector space F> and apply the affine transformation
S to get the public key P = (p", p@, p@®) : F> — F3,
p(l) = alez +axixy + alem + 0(2)61)64 + Xox3 + axox4 + Olz)C2X5 + x2
+ (xx% + ax3x4 + x3x5 + X3 + oczxi + a2x4 + x5+ 1,
p(z) = owcl2 + axixg4 + a2x1x5 +x1 + x% + axyx3 + a2x2x5 + oezxg
+ ozzxg + x3x4 + a2x3x5 + x3 + ozzxf + x4x5 + x1 + axsz,
P(3) = Oéxlz + oaxx3 +axix4 + a2x1x5 + X1 + axox3 + axpx4 + axp
+ a2x3 + azxf =+ x4x5 + x4 + x5.
In order to generate a signature for the message (or hash value) w = (1,0, 0)

IF3, we first compute a pre-image x € F> of w under the affine map S, e.g. X =
(052, a2, 02,0, 052) and lift it to the extension field. We get

m

B = oa?X* + aX? + X + o’

Next, we invert the Matsumoto-Imai central map by computing A = B" =
B%2 mod f(X), obtaining

A=X"+a.

By moving A down to the vector space F> and inverting the affine map 7, we get
the signature

z= (az, az, o, ozz, az) e .
To check the authenticity of the signature z € F>, we just compute
w =P =(1,0,0).

Since the result is equal to the message w, the signature is accepted.

3.4.3 Differential Attack on SFLASH

In [5, 6] Dubois et al. proposed two attacks against the SFLASH signature scheme.
Both attacks use symmetries in the differential of the SFLASH public key to recover
the missing equations. After that one can use Patarin’s linearization equations attack
(see Sect. 3.2) to forge signatures.
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The first attack [6] uses so called skew symmetric maps and works in the case
of gcd(f#,n) > 1. The second attack [5] uses the multiplicative symmetry of the
differential and works for all values of n and 6.

Recall from Chap. 2 that the differential of a multivariate quadratic system P is
given as

DP(x,y) =P(x+y) —Px) —P@y) +PQ).

The differential of a multivariate quadratic system is homogeneous quadratic,
bilinear and symmetric in x and y.

3.4.3.1 Skew Symmetric Maps

The first attack [6] looks for so called skew symmetric maps of the differential DP
of the public key of SFLASH. These are linear maps M : " — F" such that

DP(M(x),y) + DP(x, M(y)) = 0.

For a generic system P, this equation is only fulfilled for trivial matrices M, namely
M = a -1, where a € F and 1, being the n x n identity matrix. However, for the
case of SFLASH, there are more solutions. To see this, wee look at the MI central
map F(X) = X9'*1. The differential DF has the form

DFX,Y)= X"y + xv? . (3.10)
We see that, for F = ¢! o F o ¢, the equation
DF(M(x),y) + DF(x, M(y)) =0

holds for every matrix M; which can be viewed as a multiplication by ¢ € E with

q’ —0. 3.11
¢t +¢ (3.11)

In [6] it was shown that these are the only solutions for M. Obviously, the
matrices M; form a linear space T. To determine the dimension of T, we look
at the number of possible values for ¢ in (3.11). ¢ is a (g% — 1)-th root of unity
and the number of these elements is given by ged(g? — 1, ¢" — 1) = g&d@m _ 1,
The dimension of the linear space T is therefore d = gcd(6, n). In the following we
assume that d > 1 holds.

It can be shown that, even after composing F with the affine transformations S
and 7 and after removing some of the public equations, the skew symmetry of the
differential still holds. In other words, there exist non trivial matrices N, such that
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DP(N¢(x),y) + DP(x, Ne(y)) =0 (3.12)

holds. By substituting a large number of pairs (x,y) into (3.12), it is possible to
recover the linear space spanned by the matrices N;.

Now, Dubois et al. showed that, besides of P, also P o N, forms a valid SFLASH
public key (for the same private key). By adding a of the polynomials of Po N, to P,
it is therefore possible to extend the SFLASH public key P to a full Matsumoto-Imai
public key. We can then use Patarin’s linearization equations attack (see Sect. 3.2)
to forge signatures.

3.4.3.2 The Multiplicative Symmetry

In the second attack [5], Dubois et al. looked at the so called multiplicative
symmetry of the differential. In particular, they looked at elements ¢ € [E for which

DFEX,Y)+DF(X,cY) = + )DF(X,Y)

holds. For the special form of the differential of the Matsumoto-Imai central map
(3.10), it is easy to see that this equation holds for all ¢ € E.

It can be shown that this symmetry still holds after composing F with linear
maps S and 7 and removing some of the public equations. In particular, we have
for the differential of the SFLASH public key Py

DPr(Ne(x),y) + DPrr(x, Ne(¥)) = S o M) o ST DP(x,y) (3.13)
A(L(Z))

for some unknown matrices N; = 7! o My o T and M) being the matrix

representing the multiplication by (g“qe + ¢). Note that the right hand side of this
equation is a linear combination of the components of DP, which are partially
known to the attacker. The goal of the attack is now to identify matrices N; for
which the right hand side of (3.13) is a linear combination of the known first (n —a)
components of DP.

For this, Dubois et al. defined the vector spaces V, generated by the n compo-
nents of DP, and V7 which is generated by the (n —a) known components of DPp7.
It is clear that V7 is an (n — a) dimensional subspace of the n dimensional space V.
We now consider the equation

Su(x,y) = DPp(M(x),y) + DP(x, M(y)),

where Sy is a tuple of (n — a) symmetric bilinear forms. For most choices of M
(those, who do not correspond to a multiplication with some ¢ € E), the equation
will not have a solution. However, if M is one of the matrices N, the components
of S)s are elements of the space V. It is very unlikely that they are elements of Vp,
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but, for some choices of ¢, at least the first kK components of SNQ. will be elements of
V.

It can be shown that, for k > 3, these matrices N; form a linear space of
dimension n — ka. By testing a large number of matrices M and checking if the
first 3 coordinates of the corresponding matrices Sy; are contained in Vj7, we can
therefore find non trivial matrices N; with the desired property.

The last step of the attack consists of recovering the missing a polynomials to
get a full Matsumoto-Imai public key. For this, we compose the SFLASH public key
P with one of the previously found transformations N,. We get

731/7(X) = 7317 o N;(X) = Sn o M{_q9+1 O]:OT(X)

So, Prr and Pp; contain together 2 - (n — a) linear combinations of the quadratic
polynomials F o 7. With high probability, we can construct from this a full rank
Matsumoto-Imai public key. By applying Patarin’s linearization equations attack
(see Sect. 3.2) on this key, we can therefore forge signatures.

3.4.4 Preventing the Differential Attack and PFLASH

In [4] Ding et al. proposed a technique to prevent the differential attack against
SFLASH: Projection. The idea of the PFLASH (Projected FLASH) signature scheme
is to project the SFLASH public key to a subspace. In particular, one fixes a small
number (say s) of the public key variables to 0, which makes the public key P to be
a multivariate quadratic map from F"~° to F"~“. The scheme can be described as
follows.

Just as in the case of the standard Matsumoto-Imai scheme we have a finite
field F with g elements, a degree n extension field E of F and an isomorphism
¢ : F" — E between the vector space F” and the extension field E. Additionally we
use two integers a and s denoting the number of minus equations and the number of
projected variables respectively.

Key Generation The components of a PFLASH private key are chosen as fol-
lows.

e central map: central MImap F : E - E: Y — Y 4"+1 for an MI exponent 6
with ged(¢" 1, %1 = 1.

» signing exponent: Use the extended Euclidean algorithm to compute 7 €
{2,...,n — 1} such that
h(1+¢%) = 1mod (¢g" — 1).

* dffine transformations: S : F" — F'~¢ T : " — F".

Private Key The private key consists of the two maps S and 7, the signing exponent
h and possibly the isomorphism ¢.
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Public Key The public key is the composed map P = IT,_s0So¢p o FogoT :
F"=% — F"~¢, where II,_; is the projection to the first » — s components.

Signature Generation In order to generate a signature for a document d € {0, 1}*,
the signer uses a hash function H : {0, 1}* — F"7¢ to compute the hash value
w = H(d) € F"~¢ and performs the following steps

1. Compute a pre-image x € F” of w under the affine transformation S and lift it to
the extension field E, i.e. compute X = ¢ (x).

2. Compute ¥ = X",

3. Move Y down to the vector space ", obtaining y, and compute z = 7! (y) €
F". If the last s coordinates of z = (zy, ..., z,) are zero, output the signature
o = (21,...,2n—s) € F"75. Otherwise, one has to choose another pre-image of
w under S and try again.

Signature Verification To check the authenticity of a signature ¢ € F"™°, the
verifier computes w = H(d) € F"~? and w' = P(o). If w' = w holds, the signature
is accepted, otherwise rejected.

Step 3 of the signature generation process contains a guessing step: If the last s
components of the SFLASH signature are not equal to zero, we have to compute a
new signature. This means that we have to perform this step about ¢* times, which
leads to a slow down of the signature generation process by a factor of g°.

In [4] it is shown by computer experiments that, even for small values of s,
the projection efficiently breaks both the skew-symmetric and the multiplicative
symmetry of the differential of the Matsumoto-Imai public key. Therefore, the
differential attacks described in Sect. 3.4.3 can not be used against PFLASH.

3.4.5 Toy Example

We continue the SFLASH toy example from Sect. 3.4.1. We had F =GF4), 6 = 2,
h = 662 and (1, a) = (5, 2). The extension field E was GF(4°) using the irreducible
polynomial g(X) = X> 4+ X + «. Furthermore, we set the projection parameter s to
1. The affine maps S and 7 were given as

X1
la’?0a 1 X2 0
Sxi,...,xs)=]1101¢? x|+«
a 001 X4 1

x5

and
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2221

ot ot o X1 o
1 1 a 0 a? X2 1
T, ...,x5)=]1 0 0?2 1 « xz |+ | o2
0 ad?2d? o « X4 1
01 1a%1 x5 0

This lead to the SFLASH public key P = (51, p@, p®) with

ﬁ(l) = Olzx% + oaxixy + a2x1x3 + a2x1x4 + X2x3 + axpx4 + a2x2x5 + X2
+ ozx32 + ax3x4 + x3x5 + x3 + oezxf + a2x4 + x5+ 1,
]3(2) = ozx12 +axixq + a2x1x5 +x1 + x% + axyx3 + a2x2x5 + ozzm
2.2 2 2.2 2
+ a”x3 + x3x4 + @7x3X5 + X3 + 27X + X4X5 + X4 + X5,
PP = ax? 4 ax1x3 + axixg + a?x1xs + x1 + axaxs + axoxg + axo

+ a2x3 + ozzxf —+ X4X5 + x4 + Xx5.

To get the corresponding PFLASH public key, we set the last variable x5 to O.
Therefore we get the public key P = (p(V, p@, p®) with

pV = a2x12 + ax1x2 + 0x1x3 4+ o0x1x4 4 X203 4+ ax2x4 + X2
+ OUC32 + ax3x4x3 + (xzxf + a2x4 +1,
p(z) = le% +axix4 +x1 + x% + axyx3 + a2x2 + a2x32 =+ Xx3X4

+ X3 +a2xf + x4,

3 2
p( ) — ox] +ox1x3 + axpxg + X1 + 0xpx3 + axpxq + axp

+ a2x3 + azxf + ax4.

We want to compute a PFLASH signature for the message/hash value w =
0,0%,0%) € F3.
For this, we compute a pre-image x of w under the affine map S. We get

x| = (0, , % 1,0%) € F°.
Lifting x; to the extension field E and inverting the central map F yields
Vi =X +a?X3 4 ax?+ 1.

Moving ¥; down to the vector space F> and inverting the second affine map 7~ yields

z1=((,a,0,a,a) € F.
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Since the last coordinate of z; is different from 0, we have to choose another pre-
image of w and try again.
This time we get

X2 =8"'w)=(0,0,0,0,1).
Lifting x» to the extension field and inverting F yields
Y, = a2 X3 + a’Xx? + o?X + o2,
Moving Y, down to the vector space F> and inverting 7~ yields
7, = (0,0, 1,a%,0) € F.

This time, the last coordinate of z, is zero. So, we can discard it and obtain the
PFLASH signature

o =(0,0,1,0%) e F*.
During verification, we find
Po) = 0,0%0*)=w

and therefore accept the signature.
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Chapter 4 )
Hidden Field Equations Qe

Abstract This chapter deals with the Hidden Field Equations (HFE) cryptosystem
and its variants. We start by an introduction of the basic HFE cryptosystem and study
its security against direct and rank attacks. Furthermore, we give an overview of the
various HFE variants for encryption and digital signatures. In the area of encryption
schemes we study here the IPHFE+ and the ZHFE schemes, while, in the area of
signature schemes, we analyze the HFEv- signature scheme and its extension Gui,
which produces the shortest signatures of all currently existing schemes.

After the Matsumoto—Imai cryptosystem had been broken by his linearization equa-
tions attack, Patarin had the idea of the Hidden Field Equations (HFE) cryptosystem
[10]. The basic idea of HFE is to add additional terms to the Matsumoto—Imai
central map while ensuring that

1. the resulting public key stays quadratic and
2. the central map is still efficiently invertible.

This idea uses the Frobenius automorphism, whi_ch ensures that, over a finite field
of characteristic g, every polynomial f(X) = X9 ' (i € Np) is linear. Therefore, a
univariate polynomial map F : E — E over a degree n extension field E of I of the
form

FX) =Y xi+7

ij

leads to a quadratic map F = ¢~! o F o ¢ over the base field F. By adding these
terms to the MI central map, Patarin not only defended the scheme against the
Linearization Equations attacks, but also increased its security against direct and
rank attacks. However, as we will show in this chapter, the basic HFE scheme is still
vulnerable against these attacks.

Therefore, the HFE scheme is nowadays mainly used as a basis for constructing
more advanced schemes. Especially in the area of digital signature schemes, the
HFEv- scheme and its extensions Gui [11] and GeMSS [3] are very promising.
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This chapter is organized as follows: In Sect.4.1 we introduce the basic HFE
cryptosystem and illustrate its workflow using a toy example, while Sect. 4.2 deals
with the main attacks against HFE and the security of the scheme. Section 4.3
describes encryption schemes based on HFE and, in Sect. 4.4, we present signature
schemes based on HFE.

4.1 The Basic HFE Cryptosystem

In this section we describe the basic HFE cryptosystem as proposed by Patarin in
[10]. As the Matsumoto—-Imai scheme of the previous chapter, the scheme belongs
to the BigField family of multivariate schemes, which means that it uses a degree n
extension field E of IF as well as an isomorphism ¢ : " — E. In its basic form, the
HFE cryptosystem can be used both as an encryption and signature scheme.

The central map of the HFE cryptosystem is a univariate polynomial map F :
E — E of the form

q'+q/<D  4'<D _
FXO = Y ;X7 4+ gx? 4y (4.1)
i, j=0 i=0

with coefficients «;;, B; and y randomly chosen from [E. Due to the special form of
F,themap F = ¢! o F o ¢ is a quadratic map over the vector space F”. In order
to hide the structure of F in the public key, F is composed with two affine maps S
and T : F" — F". Therefore, the public key P of the scheme is given as

P=SoFoT

and is a quadratic map from F” to F".

Remark 4.1 The parameter D in (4.1) is introduced to ensure the efficient inversion
of the map F. During the decryption or signature generation process (see below),
we have to invert F, which corresponds to the solution of a univariate polynomial
of degree D. The complexity of this step highly depends on D, due to which D can
not be chosen too large.

The private key of the scheme consists of the three maps S, F and 7 (and
possibly the isomorphism ¢).

The public key is the multivariate quadratic map P : F" — F”".

The scheme can be used both as an encryption and a digital signature scheme.
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4.1.1 HFE as an Encryption Scheme

Encryption To encrypt a message z € ", one simply evaluates the public key P
to get the ciphertext

w=P(z) € F".
Decryption To decrypt a ciphertext w € F"*, one has to perform the following three

steps.

1. Invert the first affine map S, i.e. compute
x=8"'(w) eF"

and lift the result to the extension field E, i.e. compute
X = ¢p(x).
2. Find all the solutions Y7, ..., Y of F(Y) = X, i.e. compute the set
y={YeE: FY) =X}

For this step, one uses e.g Berlekamp’s algorithm or the Cantor—Zassenhaus
algorithm (see Sect. 8.2).
3. Foreachi € {1, ..., k}, send Y; down to the vector space F”, i.e. compute

yi=¢"'(¥)
and compute the plaintext candidate z; € F* by z; = 7~ (y;).

Since the HFE central map is not bijective, the equation F(Y) = X in step 2
of the decryption process may have several solutions (this case is also shown in the
toy example below). However, for each ciphertext, there is at least one solution,
which corresponds to the correct plaintext. To distinguish between correct and
false plaintext candidates, one can use several techniques (e.g. hash functions or
redundancy in the plaintext).

4.1.2 HFE as a Signature Scheme

Since the HFE central map is not bijective, not every hash value w € " necessarily
has a signature. To overcome this problem, one can use for example a counter
r =0, 1, ... during the signature generation process. Instead of generating an HFE
signature z for the hash value w = H(d), one generates an HFE signature for the
hash value w = H(d||r). If w does not lead to a signature, one increases the counter
r and tries again. The final signature o sent to the verifier has the form o = (z, r).
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Signature Generation To generate a signature for a document d, one starts with
r = 0, computes the hash value w = H(d||r)) and performs the following three
steps.

1. Invert the first affine map S, i.e. compute
x=8"1(w) e
and lift the result to the extension field E, i.e. compute
X =¢(x).

2. Find a solution Y € E of the univariate polynomial equation F(Y) = X for
example via Berlekamp’s algorithm or the Cantor—Zassenhaus algorithm (see
Sect. 8.2). If the equation does not have a solution, increment the counter r,
compute the new hash value w = H(d||r) and start again with step 1.

3. Move the result Y down to the vector space ", i.e compute

y=¢"'(¥)

and compute the HFE signature z € " by z = 7~ (y). Send (z, r) to the verifier.

Signature Verification To check the authenticity of a signature (z, ), the verifier
computes the hash value w = H(d||r) and W = P(z). If w' = w holds, the
signature is accepted, otherwise rejected.

4.1.3 Key Sizes and Efficiency

The public key size of HFE is

(n+Dn+2)

sizepk HFE = n )

F-elements. The size of the private key is

sizegenrg = (1 + D2+ + D>+ kn
—_——— —_——
S T F

F-elements. The number of coefficients of the HFE polynomial is k, which is
bounded from above by

¢ - Nlogy (D)1 - (Tlog, (D] + 1)

5 +log, (D) + 1.
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The most costly step during the decryption/signature generation process of
HFE is the inversion of the univariate HFE polynomial, which is performed by
Berlekamp’s or the Cantor—Zassenhaus algorithm (see Sect. 8.2). The complexity
of both algorithms is cubic in the parameter D.

4.1.4 Toy Example

For our toy example we use F = G F(4) as the underlying field and choose the
HFE parameters (n, D) = (3, 17). The irreducible polynomial used to generate the
extension field E = Fy3 is f(X) = X3 +a.

We choose the affine maps S and 7 : F> — T3 as

a a? o? X1 o
Sxi,...,x3)=|0a% 1 x|+l
al 1 X3 o
and
o 11 X1 o?
0 o o X3 1

The HFE central map F : E — E is given as

A A42+40 A41+41 A41+40 A40+40 A42 A41 A40
F(X) =B X +Bs X +B85X +B2X +y16 X" +ya X" +y1 X7 +6
with

Bi7=X>+aX+1,
Bs = o> X* + o’ X,
Bs :a2X2+a,

B2 :a2X2+aX—i—a,

vie = aX +a,
va=X>+1,

yi =aX?+ X +a,
§=a’X>+aX +1.
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Here, the coefficients of the HFE central map are represented by univariate
polynomials of degree < 2 in F[X].

In order to compute the public key of our HFE instance, we first lift the affine
transformation 7 (xy, ..., x3) to a univariate polynomial f’(X ) over the extension
field E. We obtain

T(X) = (axp + ax3 + l)X2 + (azxz +ax3)X + a2x1 +x2 +x3 + o’
Next, we compute B(X) = F(T(X)), obtaining

B(X) = (oczx% + x1xp + a2x1x3 + ax; + axoxz + x2 + l)X2
+ (x% + axixs + axox3 + a’xy + a2x32 +ax3+aH)X

+ ax12 + ox1xy +ox1x3 +x1 + otzx% + axyx3 + oxy + a2x§ + a2x3.

Finally, we move B(X) down to the vector space F> and apply the affine transfor-
mation S to obtain the public key P = (p", p@, p®) as

pH = otx12 F X1x 4 x1x3 + a?x +x22 + a?x2x3 4 axy +a2x32 +a?,
p(z) = ale)(f3 +ax) + a2x2x3 + a2x2 + le% +x3+ 1,

p(3) = x12 + x22 + a2x2x3 —+ x2 + oex% + a2x3.
We want to encrypt the message z = (a2, a2, a) € F>. We find
w="P(@) = (& 1,0).

In order to decrypt the ciphertext w = (a2, 1, 0), we first have to invert the affine
map S. We find

a 01
ST'=|aa?a
1a?1
and
x=8"'(w)= (0,02 1).
We lift x to the extension field E, obtaining
X =Xx>+a%X

and invert the central map F by finding the solutions of F )—X =0 using
Berlekamp’s algorithm. By doing so, we get the two solutions
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1}1 =a’X’+ X and 1}2 = X% +a°.

By moving Y| and ¥, down to the vector space F? and inverting the affine map 7,
we obtain the two plaintext candidates

z1 = (%, a* ) and 1z = (0,0,0).

Note that z; is the encrypted plaintext. For example by using redundancy in the
plaintexts, we can exclude z; from the list of possible plaintext candidates.

4.2 Attacks on HFE

The most important attacks against the HFE cryptosystem are

* the direct attack and
* Rank Attacks of the Kipnis—Shamir type [8]

4.2.1 The Direct Attack on HFE

As already mentioned in Sect.2.4, a direct attack considers the public equation
P(z) = w as an instance of the MQ Problem. The resulting multivariate quadratic
system is then solved using the XL-Algorithm or a Grobner basis method (see
Chap. 8). Experiments [6, 9] have shown that, in the case of HFE, the resulting
multivariate quadratic systems can be solved significantly faster than random
systems. The reason for this is the low degree of regularity of these systems. For
HEFE, the degree of regularity of the multivariate quadratic system is bounded from
above by

w + 2 if g even and r odd

dreg < _
reg = % +2 otherwise,

where r = [log, (D — 1)] + 1. A proof of this formula can be found in Sect. 8.6.

4.2.2 Rank Attacks of the Kipnis—Shamir Type

We define

r=log,|D—1]+1
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The basic idea of the Kipnis—Shamir attack against HFE is to consider the public
key of a multivariate BigField Scheme such as HFE as a univariate polynomial map
over the extension field E. Before we come to the description of the attack itself, we
start by introducing the notion of the (min)-Q-Rank of a multivariate quadratic map,
which is a central notion for the cryptanalysis of multivariate BigField schemes.

4.2.2.1 The Notion of Q-Rank
Via the isomorphism ¢, we can lift every multivariate quadratic map

G : F" — F” to a univariate polynomial map ¢ o G o ¢! over the extension field E
of the form

n—1
¢)Og0¢71 — Z aijqu+qj.

i,j=0
Via the identification X; := qu’ ¢ oG o ¢! becomes a quadratic form in the
multivariate polynomial ring E[ X, ..., X;—1].

With this notion, we can define the Q-Rank of the multivariate quadratic map G
as follows.

Definition 4.2 Let [E be a degree n extension field of F. The Q-rank of a quadratic
map G(x) : F" — F" is the rank of the quadratic form ¢ o G o ¢! in
E[Xo, ..., X,_1] via the identification X; = ¢ (x)7 .

The Q-rank of a multivariate quadratic map G is therefore the minimum number
of variables required to express the quadratic form ¢ o G o ¢! in the multivariate
polynomial ring E[Xo, ..., X,,—1].

The Q-rank of a multivariate quadratic map G is invariant under one-sided
isomorphisms G + GoT, but is not invariant under isomorphisms of polynomials in
general, i.e. transformations of the form G — SoGoT, where S and T are invertible
affine transformations. Therefore, when studying the security of multivariate public
key cryptosystems, another quantity which is invariant under isomorphisms of
polynomials is more important.

Definition 4.3 Let E be a degree n extension field of F. The min-Q-rank of a
quadratic map G : F" — F™ over E is

min-Q-rank(G) = n}sin m%x{Q-rank (SoGoT)},
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where § : F" — F" and 7 : ¥ — TF”" are full rank linear transformations.
As above, “Q-rank” computes the rank of its input as a quadratic form over
E[Xo, ..., X,_1] via the identification X; = X4'.!

It is easy to see that the min-Q-rank of a multivariate quadratic map is invariant
under isomorphisms of polynomials. Therefore, for a multivariate public key
cryptosystem, the min-Q-rank of the central map F (or ¢! o F o ¢) and the min-
Q-rank of the public key P are equal. Therefore, the notion of min-Q-rank plays an
important role in the cryptanalysis of multivariate public key cryptosystems of the
BigField family.

4.2.2.2 The Case of HFE

Let o be a primitive element of the degree n extension field E of F. We define the
isomorphism ¢ : F" — Eas X = ¢(x1,...,X,) = D 1, x;o! =1, Furthermore, we
define a map ¢ : E — E" over the extension field E as ¢(a) = (a, a9, ..., a‘fnil)
and denote the image of ¢ by A.

Define a map M,, : F" — A by M, = ¢ o ¢. We can explicitly represent this
map by the matrix

1 1 1
n—1
o af of
2 2 24!
Mn — o al a1 e Enxn’

a1 g=Da ... o(n=1)g"""

acting via right multiplication. We can thus pass between the two interesting
representations of elements of E of the form (xi,...,x,) € F" and
(X, Xx1,..., Xq'H) € A simply by right multiplication by M,, or M;] .

With the help of this matrix M,,, we can write the public key of HFE in
matrix form. Let F* be the matrix representation of the quadratic form over A
corresponding to the map x — X9'.

Let (F W F (")) denote the n-dimensional vector of n X n symmetric
matrices associated to the private key. We find

M, (FV, F@ F®y = M, F'M], M, F'M], ..., M, F*"~DMT).
Here, M,,(F W FD L F (")) denotes the function of applying each coordinate of
the vector (F W FD L F (”)), followed by the application of the linear map M,,.

IThe definition holds also for non square transformations S and 7 as they are used in variants of
MI and HFE. Therefore we speak here of full rank linear transformations.
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Fig. 4.1 Structure of the
matrix F*0 for HFE

The next observation is that, due to the special form of the HFE central map, the
matrix F* has the form shown in Fig. 4.1.
As Fig. 4.1 shows, the rank of the matrix F* is less than or equal to r = log, | D—

1] + 1. Therefore, we can recover the matrix F* by solving an instance of the
MinRank Problem.

Definition 4.4 (MinRank Problem) Given k n x n matrices My, ..., My, find a
linear combination

k
M:ZA,-M,»

i=1
of minimal rank r.

There exist two techniques to solve the MinRank Problem for HFE: the Kipnis—
Shamir Modeling and the Minors Modeling.

4.2.2.3 Kipnis—Shamir Modeling

Let My,..., My be k n x n matrices. We want to find a linear combination
M = Z{'(:I AiM; of rank < r. In the Kipnis—Shamir Modeling [8], we do this
by computing the right kernel of the (unknown) matrix M. Since M has rank r,

there exist n — r linear independent vectors vy, ..., v,_, suchthat M - v; = 0Vi =
1,...,n—r.If we define V as the n x (n —r) matrix whose columns are the vectors
Vi, ..., Vy—r, We can write this as a matrix equation of the form

M-V = On><(n—r)' 4.2)

We can further assume that V' is given in a systematic form, i.e.
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V= <V/In—r ) )
rx(n—r)

Therefore, Eq. (4.2) yields n(n — r) quadratic equations in the unknowns Ap, ..., Ag
and the r(n — r) entries of the matrix V'. The Kipnis—Shamir modeling solves the
MinRank Problem by turning it into an overdetermined system of bilinear equations.

4.2.2.4 Minors Modeling

In [1], Courtois et al. proposed another technique to solve the MinRank Problem
for HFE called Minors modeling. This technique has the benefit that it can be
extended more easily to other HFE variants such as HFEv- (see Sect. 4.4). The basic
observation is that, for a matrix of rank r, all » + 1 minors (the determinants of
(r + 1) x (r + 1) submatrices) must be 0.

We consider a general linear combination of the matrices My, ..., My and its
r + 1 minors (which are given as polynomial equations of degree r + 1 in the k
unknowns Ap, ..., Ax). We therefore have to solve a system of (r _':1)2 /2 equations
of degree r + 1 in k variables.’

Courtois et al. now observed that it is sufficient to compute a Grobner basis of the
system over the base field I, while computing the variety over the extension field E.
Due to this observation, they could speed up the attack drastically. The complexity
of solving the HFE MinRank Problem (k = n) by this technique can be estimated by
O(n"?), where 2 < @ < 3 is the linear algebra constant of solving a linear system.

Remark 4.5 Additionally to the Kipnis—Shamir and the Minors modeling described
above, there exists a third technique to solve the MinRank Problem. Following
this strategy, one chooses random vectors v € F” and checks if v is contained in
the kernel of the linear combination M. Since M has rank r, this is fulfilled with
probability ¢" " (where g is the cardinality of the underlying field . This technique
is mainly used when applying the MinRank method to SingleField schemes such as
Rainbow (see Sect. 5.4) and SimpleMatrix (see Sect. 7). We describe the technique
in more detail in Sect. 5.5.

4.2.3 Summary of the Security of HFE

As we have seen above, the security of an HFE instance is mainly determined by
the choice of the parameter D (or more precisely r = [log, (D — 1) + 1). In order
to increase the security of HFE against direct and rank attacks, a higher value of r
is desirable.

2Since we deal with symmetric matrices, each two minors produce the same equation.
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However, the complexity of the decryption and signature generation process is
cubic in D, which forbids a too large value of D. The best way to balance security
and efficiency of the scheme is to choose the parameter g as small as possible. But
even with ¢ = 2 it is very difficult to create an HFE scheme which is both secure
and efficient. Therefore, HFE is mainly used today as a building block for more
advanced schemes. Some of these are described in the next two sections.

4.3 Encryption Schemes Based on HFE

After the basic HFE cryptosystem was shown to be insecure, several HFE variants
for encryption have been proposed. In this section we introduce two of them: the
IPHFE+ and the ZHFE encryption scheme.

4.3.1 The IPHFE+ Encryption Scheme

In order to transform the basic HFE cryptosystem into a more secure encryption
scheme, IPHFE+ uses the same techniques as the PMI+ encryption scheme, namely
internal perturbation and the plus modification. The scheme can be described as
follows.

Let IF, be a finite field of g elements and E be a degree n extension field of F.
Let ¢ : " — E be an isomorphism between the vector space " and the extension
field E. Furthermore, we choose three integers D, r and s.

Key Generation Let

q'+q’<D . ¢'=D .
FE-EFX = Y aXx £ gx7 4y
i,j=0 i=0

be a HFE central map. As in the case of PMI (§ee Sect. 3.3) we choose randomly a
linear map Z : F* — F” and a quadratic map F : F” — F”. We compute the set

P ={(t wIFQ) = p. 2 e F}.
The central map F : " — F” of IPFFE+ is given by
F=¢'oFop+FoZ.

Furthermore, we choose randomly a quadratic map G : F* — F¥.

To hide the structure of the central map in the public key, we compose it with
two invertible linear maps S : "™ — " and 7 : F* — F", so that we get
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Public Key P :F" — F"S . P(xy, ..., x,) =S o (FIIG) o T(x1, ..., xn).
Private Key linear maps S and 7, central map F, linear map Z, set P.

Encryption To encrypt a plaintext z € ", the sender of a message computes the
ciphertext w € F"** by w = P(z).

Decryption In order to decrypt the ciphertext w € F"*5 the owner of the private
key performs the following three steps.

1. Compute X' = S~!(w) and set x = (X750 xp).
2. Perform for each pair (A, u) € P the following steps

(a) Compute X; = (x+ ) € E.
(b) Use Berlekamp’s algorithm to find ¥, € E such that 7(Y3) = X,.
(c) Computey; = ¢~ (¥;) € F™.

3. If Z(y);, = X holds, zz = T (y;) € F" is a valid plaintext candidate.
Otherwise, we discard the pair (A, n) and continue.

By this strategy, we might get several plaintext candidates z,, € . In this case,
we can use the plus polynomials to distinguish between correct and false plaintext
candidates.

4.3.2 Security and Efficiency

The security of IPHFE+ is based on the following observation: the internal pertur-
bation increases the number of terms of the form X4 4’ in the central map F and
therefore the rank of the matrix F*. In fact, it was shown by computer experiments
[5] that the rank of the matrix F*0 is, for IPHFE+, close to r + 1 + logq D.

Therefore, the internal perturbation prevents MinRank attacks of the Kipnis—
Shamir type and also increases the complexity of direct attacks. Similar to the case
of PMI+ (see Sect. 3.3), the plus modification prevents differential attacks to remove
the internal perturbation from the scheme.

Currently, no efficient attack against the [IPHFE+ cryptosystem is known and the
scheme is believed to be secure. However, since the decryption process contains a
guessing step, the scheme is not very efficient and hardly used in practice.

4.3.3 The ZHFE Encryption Scheme

The main weakness of the HFE cryptosystem is the low min-Q-rank of the central
map, which is caused by the upper bound on the degree of the univariate HFE
polynomial. To address this fact, Porras et al. proposed in [12] the ZHFE encryption
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scheme. The scheme uses two HFE polynomials /] and J, of high degree, which
are connected by a low degree secret polynomial ¥.

Therefore, the central map F of the scheme has a high min-Q-rank, while we
can use the low min-Q-rank map ¥ during the decryption process. However, it was
discovered in [2] that the ZHFE scheme can still be attacked by some kind of rank
attack (see next section). The ZHFE scheme can be described as follows.

Key Generation We consider two HFE polynomials (1 and F® of high degree,
ie.

n—1 n—1
FOX) = 3 o) x0% 43" gVxe 4y M and

i=j>0 i=0
n—1 ) . n—1 .

FOX)= Y afx7H 43" pPxe 4@, (4.3)
i>j>0 i>0

The coefficients al.(]].c), ,Bi(k) and y(k) (k = 1, 2) are so far undetermined elements of

the extension field E. Furthermore we define a polynomial ¥ by

n—1 ) )
v(X) =X (Z (@FP + b (f@’(X))q’))

i=0

n—1 ) )
+ X4 (Z <ci FOXNT + di (FO(x))4 )) (4.4)

i=0

with randomly chosen coefficients a;, b;, ¢; and d; € E.

The coefficients al.(j.‘), ,Bl.(k) and y® of F( and F® are determined in such a

way that all terms of degree > Dy in ¥ vanish (for a small integer Dy). This implies
the solution of a large linear system. In [7] it is shown how this can be done in an
efficient way.

The central map F : E — E? of the scheme is defined as the concatenation of
the polynomials F( and F®, ie. F = (FD||F@).

To hide the structure of F in the public key, we combine it with two invertible
linear (or affine) maps S : F*" — F2" and 7 : F* — F".

Public Key The public key of ZHFE is the multivariate quadratic map
P=So@ ' x¢ Ho(FV F@)YopoT :F" - F>.

Private Key The private key of ZHFE consists of the two affine maps S : F?" —
F2" and T : F" — F", the two maps F O F@ . E - E and the coefficients a;,
bi, ¢; and d; of the map V.
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Encryption To encrypt a plaintext z € F”, one simply computes
w = P(z) € F".

Decryption To decrypt a ciphertext w € F2", the owner of the private key performs
the following four steps.

1. Compute x = S~!(w) € F" and set X| = ¢(x1, ..., Xn),

X2 = ¢(Xnt1, ..., x2n) € E. ;
2. Define the three maps FO=F — X, F® = F — X, and

n—1
V=X (Z (@O0 + b (ﬁ@)(X))‘f"))

i=0

n—1
+ X (Z (aFOO +d(FO (X))q’)) :
i=0
Obviously, the degree of ¥ is bounded by Dy.
3. Use Berlekamp’s algorithm to find a solution ¥ € I of the equation ¥ (Y) = 0
andsety = ¢~ (Y) € F".
4. Compute the plaintextz € F" by z = 7~ (y).

4.3.4 Key Sizes and Efficiency

The public key size of ZHFE is given as

(n+ 1D +2)

sizepk 7ZHFE = 2n )

F-elements, the private key size is

sizesk zyrE = 2n(2n + 1) +n(n + 1) +2kn
—_— ——
S T

F-elements. Here, k is the number of coefficients in the map F (| which is bounded
above by n?.

The most costly step in the decryption process is the inversion of the map ¥,
which implies the solution of a univariate polynomial of degree Dy.
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4.3.5 Cryptanalysis of ZHFE

ZHFE was constructed with the idea in mind that an injective multivariate map from
F" to F?" may have more freedom in its structure than a bijective map from F” to
", and therefore can be more secure. However, the ZHFE construction could not
really achieve this goal.

The ZHFE encryption scheme was shown to be insecure by a practical key
recovery attack of Cabarcas et al. [2] based on the discoveries of a hidden low rank
property of ZHFE. Despite the two central maps of ZHFE having high degree, the
existence of the low rank combination ¥ makes ZHFE vulnerable to the Kipnis—
Shamir(KS) rank attack .

The attack is based on the following observation.

Theorem 4.6 Let P = So(¢p~ ! x ¢~ o(FV, FP)ogpoT be a ZHFE public key.
Then, with high probability, there exists a ZHFE private key Il = (S, FO,FO T
withSo(@p ! x ¢ o (FV, F@)ogpoT = ‘P for which the matrices FD and F®
associated to the maps FD and F® are of low rank < r+1(r =log,|D—1]+1).

Proof See [2, Sect. 3.1]. O

In [2] it is shown how to find this equivalent private key by solving a MinRank
Problem with target rank r 4+ 1 in the 2n matrices associated to the public
polynomials.

The complexity of the attack is O (" T2¢), where 2 < w < 3 is the exponent
in the complexity of solving a linear system. For constant r, the running time of the
attack is therefore polynomial in 7.

4.4 Signature Schemes Based on HFE

The most popular signature scheme on the basis of HFE is HFEv-, which is obtained
from the basic HFE scheme by using the minus and the Vinegar modifications.

Definition 4.7 The Vinegar modification perturbs the central map F of a mul-
tivariate public key scheme by making the coefficients of the linear and constant
terms of F dependent on a set of external (vinegar) variables.

In contrast to the internal perturbation (see Sect.3.3) the Vinegar modification
introduces additional variables into the multivariate quadratic system. The resulting
system thus has more variables than equations, which means that the Vinegar
modification can only be used for signature schemes. In Sect. 4.4.4 we will see how
the Vinegar modification affects known attacks against HFE.

Additional to providing a modification method for multivariate BigField
schemes, the idea of the Vinegar modification can also be used to obtain a
completely new signature scheme. This so called Oil and Vinegar signature scheme
is discussed in Chap. 5.
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Table 4.1 Modifications of BigField schemes

Encryption schemes

Signature schemes

Plus +

Internal perturbation
1P

Minus —

Projection p

Vinegar v

Add randomly cho-
sen quadratic equa-
tions to the public
key

Add perturbation to
the central map using
internal variables

Remove equations
from the public key

Project public key to
a subspace

Add perturbation to
the central map using
external variables
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+ Prevents differen-
tial attacks (PMI+,
IPHFE+)

+ Prevents
Linearization
equations attacks
(PMI)

+ Increases rank
of the central map
(IPHFE)

— slows
decryption

down

+ prevents
linearization
equations
(MI-)

+ increases the rank
of the central map
(HFE-)

+ prevents differen-
tial attacks (MI-)

— slows down signa-
ture generation

attacks

+ increases the rank
of the central map
(HFEv-)

Table 4.1 gives an overview of the various modifications on multivariate BigField

schemes.

4.4.1 The HFEv- Signature Scheme

Similar to the HFE cryptosystem, the HFEv- scheme uses a degree n extension field
E of F and an isomorphism ¢ : " — E. As in HFE, we have an upper bound D
on the degree of the univariate HFE polynomial in use. However, HFEv- uses two
additional parameters:

* a: the number of minus equations and

* v: the number of vinegar variables.

Key Generation The central map F : E x F' — E of the HFEv- scheme has the

form
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4'+q/<D q'<D
i J i
F(X,x1, ..., x) = Z i X9+ Z Bi(xt, ..., xp)XT +y(x1, ..., xp).
i,j=0 i>0

Here, the coefficients ¢; ; are randomly chosen elements from the field E, while
Bi : FY — E and y : F¥ — E are linear and quadratic maps respectively. Due to
the structure of the map F the map

F:¢p ' oFol(p xidy)
is a quadratic map from F"*V to F". Here, id, is the identity map on FV.

To hide the structure of the central map F in the public key, one composes F with

two linear or affine maps S : F* — F"~¢ (minus modification) and 7 : F**¥ —
Fn+v.

Public Key The public key of HFEv- is the multivariate quadratic map
P=8So¢p loFo(pxidy)oT :F'TV - F4

Private Key The private key of HFEv- consists of the three maps S, F and 7 (and
possibly the isomorphism ¢).

Since the public key of HFEv- contains more variables than equations, the
scheme can only be used as a signature scheme.

Signature Generation To generate an HFEv- signature for a documentd € {0, 1}*,
one uses a hash function H : {0, 1}* — F"~¢ to compute the hash value w =
H(d) € F"~“ and performs the following four steps.

1. Find a pre-image x € F” of the hash value w under the affine map S and lift it to
the extension field [E. Denote the result by X.

2. Choose random values for the vinegar variables xp, ..., x, and substitute them
into the central map F to obtain the parametrized map Fy : E — E.

3. Find a root of the univariate polynomial equation Fy Y) = X by e.g.
Berlekamp’s algorithm (see Sect.8.2). Denote the root by ¥ € E. If there is
no solution, go back to step 2.

4. Compute yY = ¢~ '(Y) € F", append the vinegar variables xp, ..., x, to get
y = ||x1]]...]|xy) € F"™ and compute the signature z € F**V as
z="T \(y).

Signature Verification To check the authenticity of a signature z € F"*V, the
verifier computes the hash value w = H(d) € "¢ and evaluates the public key at
Z to obtain

w =P(z) e F" 7.

If w = w holds, the signature z is accepted, otherwise rejected.



4.4 Signature Schemes Based on HFE 79
4.4.2 Key Sizes and Efficiency

The public key size of HFEv- is

m+v+Dm+v+2)

sizepk HFEv— = (n — a)

2
F-elements. The size of the private key is
Sizesk HFEv— = (n —a)yn+n(n +v) + kn
—_— N—— ‘\}/_-/
S T

F-elements. Here, & is the number of coefficients in the HFEv- polynomial with the
upper bound

. Nlog, (D)1(Tlog, (D)T + 1)
- 2

v+ Dw+2)
—

+ [og, (D)1(v + 1) +

Each of these coefficients is stored using n F-elements. As in the case of the plain
HFE scheme, the most costly step in the signature generation of the HFEv- scheme
is the inversion of the univariate HFEv- polynomial, whose complexity is cubic in
the parameter D.

4.4.3 Toy Example

For our toy example of the HFEv- signature scheme, we use the field GF(4) with
4 elements and the HFEv- parameters (n, D, a,v) = (4, 17, 1, 1). The irreducible
polynomial used to generate the extension field E = Fys is f(X) = X Y x4
aX + 1.

We choose the affine maps S : F* — F3 and 7 : F> — T as

o1 1 « 1

X2
Sxi,...,x4) =l «100 . + 11
a?l1a?a 3 o

X4

and
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la a 0a? X1

o
1111 « X2 1
Txy,....,x5) = aa 100 x3|+]0
Daa?l « X4 0
Oaea?a l x5 1

The central HFEv- map F : E x F — E is given as

A A 12 0 A gl 1 A4l 0 A 10 0
F(X,xs5) = prrX* T 4 X 4 ps X 4 g x T
A2 A4l A~ 40
+ v16(xs) XY + ya(x5) X+ y1(xs) XY 4 8(xs)

with

B17 = X° +aX? +a’X +a?,
Bs = aX® + &’ X 4+ o’ X + o,
Bs = X +a®X? +aX +a,
pr = aX*+ X,
Yi6(xs) = a® X3 + (axs + a?) X% + (axs + a) X + axs,
ya(xs) = (@’xs + @) X7 + (axs + a*)X* + (a’xs + DX + xs,
yi(xs) = (x5 + @) X3 + axsX 4 axs + 1,
8(xs) = &’ X> + (@x2 + DX? + (x5 + DX + axs + o,

Here, the elements of the extension field [E are represented as univariate polynomials
of degree < 3 in F[X].

In order to compute the public key P, we first lift the affine map 7 (x1, ..., x5)
to a univariate polynomial 7 (X) over the extension field E, obtaining

7'(X) = (axo + aZX3 + axq + x5 + l)X4
+ (axy + a2x3 + x4 + ot)cs)X3 + (ox1 + axo —i—x3)X2
+ (x1+x0+x3+x4+axs+ D)X +x1 +axy +axs +oe2x5 + .

We substitute 7 into the HFE central map to obtain B(X) = F (T(X)), getting

B(X) = (ax1x3 + axyxg + x1x5 + a?xp + a?x3 4 axaxs + ax? 4 x3x4 4 ax3xs
+ azxf + axsxs + 0[2)C5 + ot)X3
+ (x% + X1X2 +ax1x3 + axixq4 + x1x5 + oxy + (xzxg + a2x2x3 + xX2x4

+ a2x2x5 + azxz + a2x32 + a2x3x4 —+ ax3x;5 + axz + xf =+ x4 + x52 + otz)X2



4.4 Signature Schemes Based on HFE 81

+ (owcl2 + axixy + a2x1X4 + axixs + a2x1 + ocx% + X2Xx4 + ax2x5 + a2x32

+ ax3x4 + x3 + axi + x4X5 + oxq4 + x?)X
+ x1x2 + a2x1x3 + axixg + x1x5 + Otxg + a2x2x3 + a2x2x4 + axpxs

+ axy + a2x3x4 + a2x3x5 + a2x3 + xi + x4x5 + a2x52 + a2x5 + .

Finally, we move B(X) down to the vector space F* and apply the affine transfor-
mation S to obtain the public key P = (p1, p@, p®) as

p(l) = a2x12 + x1x3 + ot2x1x4 + axixs; + x% + axpx3 + axpx4 + 0xp + a2x32
+ 2 2 2 2 2
X3x4 + @”x3x5 + x3 + x5 + X4X5 + @ x4 + ax5 + axs,
p(z) = ax12 + x1x3 + a2x1 + x% + xox3 4+ x2x5 4+ azxz + a2x32 + 052)(3)64
+ x3x5 + @’ xaxs + axg + x5 + @,

® = 2

p + axpxy + axixs + a’xy + axoxs + xoxs + o’xp + axd + ax;

+ azx‘% + x4x5 + x4 + 012)65 + «.

We want to generate a signature for the hash value w = (0,0, «?) € F3. A pre-
image of w under the affine map S is given by

x = (&2,0,0,a) € F*.
Next, we lift x to the extension field E, obtaining
X =aX? + o?.

In order to invert the central map, we choose the value of the vinegar variable x5
randomly, e.g. x5 = «.
We substitute x5 = « into the coefficients y; and § of the central map, obtaining

Y16 = o’ X3+ X +a2,
ya =aX 3 + «,
n=X+a’X +a,
§=a’X> + a2X2,
and try to solve the equation F,(Y) = X using Berlekamp’s algorithm.
Since we do not find a solution, we have to choose another value for x5 and try

again.
We choose x5 = 0 and evaluate the coefficients y; and é to



82 4 Hidden Field Equations
Y16 = a2 x3 + a’Xx? +aX,
V4 = a2 X3 +012X2 + X,
Yy = o2 X3 + 1,
§=a’X> + X2+ X + a2
Solving the equation Fo(Y) = X yields
Y =aX? + X% +aX.

Moving Y down to the vector space 4, appending the vinegar variable x5 = 0 and
inverting the affine map 7 yields the signature

z=(a, 0%, 0, 1,0) € F°.

To check the authenticity of the signature z = («, a2, a2, 1, 0), we just evaluate the
public key P at z. We get

w="P(z) = (0,0, a?).

Since the result is equal to the hash value of the message, we accept the signature.

4.4.4 Security of HFEv-

Similar to the case of the standard HFE cryptosystem, the most important attacks
against the HFEv- signature scheme are

* direct attacks and
 rank attacks of the Kipnis—Shamir type [8].

4.4.4.1 Direct Attacks

Similar to the case of HFE, direct attacks against HFEv- are more efficient than
against random system. The reason for this is again the lower degree of regularity,
which, in the case of HFEv-, is upper bounded by

w+2 for ¢ even and r + a odd

dreg (HFEV-) = G=D@tato) 4 o

4.5
otherwise, (4.5)

where r = Llogq (D—1)]+1. A derivation of this formula can be found in Sect. 8.6.
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4.4.4.2 The Kipnis—Shamir Attack on HFEv-

In this section we use the same notation as in Sect. 4.2.2. The Kipnis—Shamir attack
against HFEv- works mainly the same as the attack against HFE. We only have two
important differences:

+ due to the use of the vinegar variables, the matrices F* (i = 0,...,n — 1) are
no longer n x n, but (n + v) x (n + v) matrices. In the matrix F*  the top left
n x n submatrix corresponds to the matrix F* of the HFE case, the bottom right
v X v contains the coefficients of the quadratic map y and the remaining parts
correspond to the linear maps B;.

e due to the use of the minus modification, the quadratic terms are no longer
restricted to the top left » x r corner. Instead of this, we have a copies of this
r X r matrix which are moved to the bottom right direction.

Therefore, the matrix F* corresponding to the central map F of HFEv- has the
form shown in Fig. 4.2. The rank of the matrix F*" is given by

Rank(F**) = r +a + v.

The complexity of the Kipnis—Shamir attack (using Minors modelling) is

r r+a n n-+v

r+a

n—+uv

Fig. 4.2 Structure of the matrix F** for HFEv-
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w
. n
Complexityggyack = (r +a+ v)

with 2 < w < 3 being the linear algebra constant.

4.4.5 The Gui Signature Scheme

When choosing parameters for HFEv-, one has to find a balance between security
and efficiency of the scheme

* Security: the HFEv- central map should contain not too few quadratic terms; that
is, r = [log, (D — 1)] + 1 should not be too small.

 Efficiency: the inversion of the central map should be reasonably fast; that is, the
degree D of the univariate polynomial Fy must not be too large.

To find a balance between security and efficiency, the HFEv- signature scheme is
therefore mainly used over the field GF(2).

However, this brings up another problem: To reach a security of k bits against
collision attacks, we need a hash value of length at least 2k bit. This means that the
number of equations n — a of a plain HFEv- scheme must be at least

2k
logy(q)

n—a >

For ¢ = 2, this would lead to a very high number of equations in the system and
therefore to a very large public key.

In order to deal with this problem, Petzoldt et al. introduced in [11] a specially
designed signature generation process for HFEv-. Their Gui scheme generates ¢
HFEv- signatures for different hash values of the message d, and combines them to
a single Gui signature o of length || = (n — a) + £(a + v) bit. Analogously, the
signature verification algorithm comprises £ evaluations of the public key P.

The Gui signature scheme can be described as follows: Just as in the case of
the HFEv- signature scheme, we have a finite field F of ¢ elements and a degree n
extension field E of F. We have an isomorphism ¢ : " — [E between the vector
space " and the extension field E. As in the case of HFEv- we use two integers
a and v denoting the number of minus equations and vinegar variables. The only
difference to HFEv- is the introduction of a new parameter £ € N (repetition factor).

Key Generation The key generation process of Gui works exactly as the key
generation process of HFEv-. The only difference is that we choose an additional
parameter £ (repetition factor), which is appended both at the private and public key.
Therefore, we get

Public Key HFEv- public key P, repetition factor £.
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I% D; z; split z;
message d ———| H [S3) >J} HFEv- }—> int?)p(tS” ZX) ————>0=(5,X¢..., X1)

N /

Fig. 4.3 Signature generation process of Gui

Private Key HFEv- private key (S, F, T), repetition factor £.

Signature Generation To generate a Gui signature for a document d € {0, 1}*, the
signer uses a hash function  : {0, 1}* — F"~¢ to compute £ different hash values
Dy, ..., Dy € F*"=¢ of the document d. He then sets Sy = 0 € F"~¢ and performs
fori =1, ..., ¢ the following two steps

1. Generate an HFEv- signature o; € F"*V for the hash value (D; @ S;_;) € F*~¢.
2. Divide o; into two parts, i.e. o; = (S;, X;) with §; € F"~¢.

The final Gui signature is given by
o = (SellXell...[|X1) € POttty

The process of generating a Gui signature is illustrated by Algorithm 4.1 and
Fig.4.3.

Signature Verification To check the authenticity of a signature ¢ € F?—®)+t@+v),
we parse o into Sy, Xy, ..., X1 and compute D1, ..., D, as shown above. For i =
£ — 1 to 0 we compute recursively S; = P(Si+11|1Xi+1) — Di+1. The signature is
accepted, if and only if So = 0 € F"~¢ holds (see Algorithm 4.2).

Algorithm 4.1 Signature generation process of Gui

Input: Gui private key (S, F, 7 ) message d € {0, 1}, repetition factor £
Output: signature o € F'—a)+t@+v)

I: D) = H(d)

2: fori =2to{ do
3 D; = H(D;-1)
4: end for

5: S <~ 0ecF"¢
6: fori = 1to ¢ do
7.
8
9
0

(Si, Xi) < HFEv—"Y(D; + S;_1)
. end for
Do < (SelXell .- 11X1)

10: return o
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Algorithm 4.2 Signature verification process of Gui

Input: : Gui public key P, message d, repetition factor £, signature o € F'—@)+&(a+v)
Output: :TRUE or FALSE
1: (Se, X¢,..., X)) <0
: Dy < H(d)
: fori =2tol do
D; < H(Di-1)
end for
fori = ¢ —1to0dodo
Si < P(Si+11Xi+1) — Dit1
: end for
. if So = 0 then
10: return TRUE
11: else
12: return FALSE
13: end if

A

Ne=)

4.4.6 Security

The security of Gui can be reduced to the security of the underlying HFEv- scheme.
Therefore, the parameters (n, D, a, v) of Gui have to be chosen in a way such that
direct and rank attacks against the underlying HFEv- scheme are infeasible.

For the choice of the repetition factor £, we have to take the following theorem
into consideration:

Theorem 4.8 Let G : F" — F™. A signature scheme, which generates a signature
by combining k inversions of G (for k hash values of a message d) can be broken in

q wm steps.
Proof See [4], Theorem 3.2.1 O
In the case of Gui, this yields

Corollary 4.9 The repetition factor € of Gui has to be chosen in a way such that

£ A

- > ,
4+1 " n—a

where M is the required security level (in bit) of the scheme.

4.4.7 Key Sizes and Efficiency

The key sizes of Gui are exactly those of the HFEv- signature scheme (see
Sect.4.4.1).
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Table 4.2 Parameters and key sizes of Gui

Security Parameters Public key Private key Signature
category (n,D,a,v, ) size (kB) size (kB) size (bit)
I (184, 33, 16, 16, 3) 416.3 19.1 264
I (312, 129, 24, 20, 2) 1955.1 59.3 376
111 (448,513, 32,28, 2) 5789.2 155.9 536

Since, during the signature generation process of Gui, we have to invert the
HFEv- polynomial k times, the signature generation is k times slower than that
of HFEv- and much slower than that of UOV and Rainbow (see Chap.5). On the
other hand, Gui provides the shortest signatures of all existing signature schemes
(see Table 4.2).
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Chapter 5 ®
Oil and Vinegar oo

Abstract This chapter deals with multivariate signature schemes following the
concept of Oil and Vinegar. After introducing the basic (balanced) Oil and Vinegar
(OV) signature scheme, we describe its cryptanalysis by the incvariant subspace
attack of Kipnis and Shamir and how this attack is prevented in the unbalanced
Oil and Vinegar scheme (UOV). We then introduce the signature scheme Rainbow,
which can be seen as multi-layer version of UOV and discuss its security and
efficiency. Finally, we present techniques to reduce the public key size of UOV and
Rainbow.

In this chapter we discuss multivariate signature schemes of the so called Oil and
Vinegar type. In contrast to the multivariate schemes presented in the previous
chapters, the schemes discussed here are SingleField schemes, which means that all
the computations are performed over a relatively small finite field, enabling efficient
implementations of the schemes. Furthermore, the public key of all the schemes
discussed in this chapter contains more variables than equations, which restricts the
schemes to being used as signature schemes.!

The basic idea of Oil and Vinegar was inspired by Patarin’s Linearization
Equations attack against the Matsumoto—Imai cryptosystem (see Sect. 3.2). This was
the first time in the history of cryptography that an attack method was transformed
into a cryptographic scheme. After Patarin’s first attempt [11] called Balanced Oil
and Vinegar (OV) was defeated by a linear algebra attack of Kipnis and Shamir [10],
the Unbalanced Oil and Vinegar scheme (UOV) was proposed [9].

Later, in order to reduce key sizes and increase the efficiency of the scheme,
Ding and Schmidt [5] proposed the Rainbow signature scheme, which can be seen
as multi-layer version of UOV. Recently, Petzoldt proposed a technique to generate
structured UOV and Rainbow public keys which helps to reduce the key sizes of
these schemes significantly [13, 14]. Another attempt in this direction is the LUOV
signature scheme of Beullens et al. [2]. An algorithm speeding up the key generation
of Rainbow significantly was proposed by Petzoldt in [12].

! An encryption scheme of the SingleField type is presented in Chap. 7.

© Springer Science+Business Media, LLC, part of Springer Nature 2020 89
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This chapter is organized as follows: In the first section of this chapter (Sect. 5.1),
we present the basic Oil and Vinegar signature scheme as proposed by Patarin and
show its workflow using a toy example. In Sect. 5.2 we discuss the attack of Kipnis
and Shamir against the balanced Oil and Vinegar scheme and how this attack is
prevented by the unbalanced Oil and Vinegar (UOV) signature scheme. Section 5.3
considers the security of this scheme and proposes concrete parameter sets. Section
5.4 presents the Rainbow signature scheme both in theory and using a toy example.
In Sect. 5.5 we discuss the security of Rainbow, describe the known attacks against
the scheme and derive from this practical parameter sets. Section 5.6, presents
techniques to reduce the public key size of UOV and Rainbow. Finally, in the last
section of this chapter (Sect. 5.7), we describe a newly developed technique to speed
up the key generation process of Rainbow.

5.1 The Oil and Vinegar Signature Scheme

In this section we present the basic Oil and Vinegar signature scheme as proposed
by Patarin in [11].

Let F = [, be a finite field with g elements and o, v be integers. In the original
paper of Patarin o was chosen to be equal to v (balanced Oil and Vinegar), but we
do not require this here. The number of equations in the scheme is equal to o, the
number of variables is given by n = o + v. Furthermore, we define the index sets
V={l,...,vland O = {v + 1, ..., n}. We denote the variables x; (i € V) as
vinegar variables, the variables x,41, .. ., x, as Oil variables.

Key Generation In order to create a key pair for the Oil and Vinegar signature
scheme, Alice chooses an affine map 7 : F* — [F" with randomly chosen
coefficients and an OV central map F = (f(l), ...,f(”)) . " — [F°. The

polynomials f (OR f ©) are of the form
fO=3 aName+ Y g+ Y yPai 480 (=1.....0)
j.keVv jeV,keO jevuo

with coefficients ayi, ﬂ](.i) , y;i) and %) randomly chosen from the field F. These

polynomials are denoted as Oil and Vinegar polynomials. The name is derived from
the fact that, in the polynomials f(l), R f("), the variables x1, .. ., x, are not fully
mixed, just like oil and vinegar in a salad dressing.

Private Key The private key of the Oil and Vinegar signature scheme consists of
the two maps F : F" — F? and 7 : F" — F".

Public Key The public key P of the Oil and Vinegar signature scheme is the
composed map P = F o T and consists of o quadratic polynomials in n variables.
Note that, in contrast to the standard construction of multivariate cryptography (see
Chap. 2), we do not use a second affine map S in the construction of the public key of
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the Oil and Vinegar scheme. The reason for this is, that any linear combination of the
Oil and Vinegar polynomials f(, ..., £ is again an Oil and Vinegar polynomial
of the same structure. Therefore, the use of S does not increase the security of the
scheme and we can omit it.

5.1.1 Properties of the Central Map

As already explained in Chap. 2, the homogeneous quadratic part of the polynomials
FD. ..., £ can be written as quadratic forms, i.e. f(i)(x) =x'.FO.x (i =
1,...,0). Here, f @) denotes the homogeneous quadratic part of the polynomial
f@. Due to the special structure of the Oil and Vinegar polynomials f@, the
matrices F) € F"*" have the form

FO (*vxu *uxo) ) (5.1)

*oxv Ooxo

A key pair of the Oil and Vinegar signature scheme can be described as follows.

Inverting the Central Map The special structure of the Oil and Vinegar polyno-
mials enables us to invert the central map F efficiently. Remember that F is an
underdetermined map with o equations in o + v variables. Therefore, even after
fixing v of the variables, the resulting determined system will be solvable with high
probability. Due to the special structure of the polynomials ) we can, by fixing
the vinegar variables xp, ..., x,, transform the quadratic map F into a system of
o linear equations in the o Oil variables x,41, ..., x,. This system can easily be
solved by Gaussian elimination.

Note that this process to invert the central map J is very similar to the second step
of the Linearization Equations attack (see Sect.3.2), where the given ciphertext is
substituted into the linearization equations to obtain a linear system in the plaintext
variables.

With the knowledge of how to invert the central map, we can proceed in the
description of the scheme.

Signature Generation To generate a signature z € " for a document d, one uses
a hash function H : {0, 1} — F° to compute the hash value w = H(d) € F° and
performs the following 2 steps.

1. Find a pre-image y € F” of w under the central map F.

* Choose random values for the vinegar variables yj, ..., y, and substitute
them into the polynomials f L f @),
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* Solve the resulting linear system of o equations in the o Oil variables
Yv+1s - - - » Yn by Gaussian elimination. If the system does not have a solution,
choose other values for the vinegar variables x1, . . ., x, and try again.”

2. Compute the signature z € F” by z = T~ (y).

Signature Verification To check, if z € F" is indeed a valid signature for the
document d, one uses the hash function A to compute w = H(d) € F° and
computes w = P(z) € F°. If w = w holds, the signature z is accepted, otherwise
rejected.

5.1.2 Key Sizes and Efficiency

The size of the UOV public key is

. (n+1)(n+2)
S1Z€pk Uy = 0—————(————

2
field elements, the size of the private key
. v(v+1)
sizesk ypov =nn+1)+o| ——4+ov+n+1
N —" 2
map T
map F

field elements. In contrast to the HFEv- scheme (see Sect.4.4), the signature
generation process of UOV only requires the solution of a linear system, which can
be efficiently done by Gaussian elimination. Therefore, the UOV signature scheme
can be implemented much easier and much more efficient than HFEv-.

5.1.3 Toy Example

In the following we present the general workflow of the Oil and Vinegar signature
scheme using a toy example. We choose ' = G F (4) as the base field and (o, v) = 3,
leading to a public key of 3 quadratic equations in 6 variables.

The private key of our scheme consists of the affine map 7 : F& — F®,

2The probability that the linear system of o equations in o variables does not have a solution is
about 1/¢g, where g is the size of the underlying field. Therefore, for reasonably large ¢ (e.g.
q € {31,256}), we usually find a solution at the first try.
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aaa 0 1« X1 1
1l al « X2 0
2 2 2
TG xe) = o OOocozzot | x " oc2
a0 oo «a X4 o
101a’>0 0 X5 o
2ala?2 10 X6 0

and the OV central map F : F® — T3 given by the polynomials

f(l) = xlz + x1x2 + a2x1X3 4+ ax1x4 + x1x5 + oe2x1x6 + x% + X2x3 + axox4
+ X2x6 + x2 + 012)63)64 + ax3xeg + x3 + 052)64 + ot2x5 + az,
f(z) = x12 + x1x3 +axixqg + x1x5 + ax1xe + x1 + otzxg + azxzx3 + X2x4
+ X2X5 + ax2x6 + (xx% + ax3x4 + x3x6 + X3 + a2x4 —+ oxs5 + axg + Ol2,
3) _ 2 2 2 2
f =ax] +a"x1x2 + o xX1x4 + o0x1x5 + ox1x6 + @xp + " x2x5

+ axyxe + axy + x32 + ax3xs + a2x3 + x4 + x5 + ot2x6 + ot2

We compute the public key P = (pV, p@ p®) : F¢ - FPbyP = FoT,
obtaining
p(l) = x12 + ox1xy +ox1x3 +oexixq4 + axyxs + axixe + x1 + oex%
+ x2x4 4 axoxs + axaxe + axy + axi + x3x4 + ax3xs

+ ax3xe + axqaxs5 + axq + ax52 + azxs + xg + x6 + «,

p(z) = x12 + ax1x4 +ox1x5 +axixe + ax; + x% + a2x2X3 —+ Xx2X5
2 2 2 2 2 2
+ X2x6 + @x3 + @"x3X4 + X3 + X4 + ¢7X4X5 + @TXg + @ X5
+ xs5x6 + 0txs5 + ax62 +1,
3 _ 2,2 2 2
P = atx] Faxixy +x1x3 +X1X4 + @ x1x5 + 0" x) + x2X3 + oxpx4
+ X2X5 + ox2x6 + x32 + ax3xq4 + a2x3x6 + ax3 + a2x4x5
+ a2x4x6 + x4 + x52 + x5x6 + azxs + x6 + 1.
In order to generate a OV signature for the message w = (1, «, ), we first
need to compute y = F~!(w). To do this, we choose random values for the

vinegar variables x1, x3, x3, e.g2. (x1, x2,x3) = (o, 1, 1) and substitute them into
the polynomials £, f® and f®. By doing so, we obtain a linear system in the
Oil variables x4, x5 and x¢g of the form
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f(l) =X4+ X5+ 0x6 =0
f(z) = o’xy+ x5+ axg =1
f(3) = a2x5 + axg = .

This system has the solution (x4, x5,x6) = («, 1,0{2). Attaching the vinegar
variables yields

y=F'w) =(a,1,1,a,1,a%.
Finally, we compute
z=T 'y) =0,a,0,1,a% 1)

to obtain a signature z € F® for the message w.
In order to check if z is indeed a valid signature for the message w, we compute

w =P = (l,a, o).

Since w' = w holds, the signature is accepted.

5.2 The Kipnis—-Shamir Attack on Balanced Oil and Vinegar
and UOV

In [10], Kipnis and Shamir proposed a powerful attack against the balanced Oil
and Vinegar signature scheme (n = 2v), which finds an equivalent private key in
polynomial time. This key can then be used to generate signatures for arbitrary
messages. To simplify our description, we assume that the components of the UOV
central map F are homogeneous quadratic polynomials and that the transformation
T is linear. Note that, in this case, the UOV public key P = F o T will be a
homogeneous quadratic map, too.

Let f(x) be a central polynomial. Using the above simplification, we can write
f(x) as a quadratic form f(x) = x! - F - x with an n x n matrix F of the form

F:(Fl Fz) (5.2)
F3 vav

with all F1, F», F3 and 0, x, being v x v matrices with entries in [F.
The matrix P representing the quadratic form of the corresponding public

polynomial p(x) is given as

P=TT.F.T,
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where T is the matrix representing the linear transformation 7.
For the description of the attack we need the following definition.

Definition 5.1 We define the Oil subspace of F” as
O={x=@xp,....5) €eF":x1=---=x, =0}.
The Vinegar subspace is the set
V={x=1....,x0) €eF":xpp1=---=2x, =0}

Note that we have n = 2v.
Then we have
Lemma 5.2

1. Foranyuj,uy € O we have
ulT -Fuy =0.
2. Forany vy, vy € T~1(O) we have

VIT-P-VQ=0.

Proof

1. Since uj, up € O, we can write u; = (0, u}))” and u, = (0, u})”. Therefore we

get
Fi1 F 0
ulT-F'“2= (O’U/l)' <F3 0U> . <u/2)

. /
= (0,u}) - <F20“2> =0.

2. Let v}, v, € O such that v| = 71 (v}) and v = 71 (v5). Thus we get

vieP ovo=(@ LT P (17 V)
=V/1T~(TT)_1~TT-F-T-T_1-v2

_ T /o
=v] - F-v;=0.

The last “=" holds because of 1. O
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The goal of the attack of Kipnis and Shamir is to find the pre-image of the Oil
subspace under the map 7.
Let E : " — F”" be a linear transformation of the form (5.2). Then we have

Lemma 5.3

1. E(O) CV.

2. If E is invertible, we have E(O) =V and E~' (V) = O.
Proof

1. Let o = (0, o) € O. Then we have

E\ E, 0 E> o
: = e V.
< E3 Oyxy ) (0/) ( 0
2. If E is invertible, the image space of E(Q) has dimension dim(Q) = v, and
therefore we have E(Q) =V and E~'(V) = O. O

For the following we denote the matrix associated with the i-th component of the
central map by F@ . Note that F©) is of the form of (5.2). Analogously, we set P®
to be the matrix associated to the i-th component of the public key. Note that we
have PO =TT . FO . T foreveryi € {1,...,0}.

Let H; and H, be linear combinations of the matrices F¥). Note that H; and H,
are of the form of (5.2). In addition to this assume that the matrix H; is invertible.
We obtain

Corollary 5.4 The oil subspace O is a common invariant subspace of all matrices
H=H""H.

Proof This follows directly from Lemma 5.3. O

Let W; and W, be linear combinations of the matrices P® (i = 1,...,0) and
assume that W) is invertible. Note that W; and W, can be written as

Wy=T'  E,-T and Wo=TT . E.T

for some matrices 131 and ﬁz of the form (5.2). We find

Theorem 5.5 The space T~'(O) is a common invariant subspace of all the
matrices W = Wl_l - Wa.

Proof
witwa Tt oy =a’ B -n7h T BT TN 0)
=7 E a1 BT TN 0)
=771 F7 . B(0)
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=710).
Here, the last “=""holds due to the fact that O is an invariant subspace of F ]_1 . 1:"2
(Corollary 5.4). |

The problem of finding this subspace can be solved by standard linear algebra
techniques. After having found 7~!(0), we know the relevant part of the trans-
formation 7, which then can be used to compute an equivalent private key (F. T
which again can be used to generate signatures for arbitrary messages.

We present now two probabilistic polynomial time algorithms for finding the
space T—1(O) (one for fields of odd characteristic the other for even characteristic).
The algorithms take a random linear combination W, of the matrices P associated
to the public key polynomials and multiply it by an invertible matrix W; =
3>°9_ 2 P to obtain a matrix W of the form W = W' - W,.

The algorithms then compute the so called minimal invariant subspaces (an
invariant subspace which contains no non-trivial invariant subspaces) of this
matrix. These subspaces correspond to the irreducible factors of the characteristic
polynomial of W, and can be found in probabilistic polynomial time using standard
linear algebra techniques. Each minimal invariant subspace of W may or may not
be a subspace of 7~ 1(O).

However, by Lemma 5.2 (2.), we can distinguish between “correct” and “false”
subspaces. We continue this process until having found o linear independent basis
vectors of 7~ 1(O).

5.2.1 The Case of q Odd

In the case of an underlying field of odd characteristic we can write the homoge-
neous quadratic part of the public polynomials p"(x), ..., p(x) as quadratic
forms

XT-Q(I) X, ..., xD. Q(") - X
with symmetrii: matrices Q(i) (i=1,...,0) (see Sect.2.1). Hereby, the entries qj(’k)
of the matrix Q@ are given as

O MonomialCoefﬁcient(P(i), sz) j=k,
ik MonomialCoefficient(p®, x;xx) /2 j # k.

We define 2 = span(Q(‘), o Q(’))). Let Wi and W, be elements of £2 (W| must
be invertible) and set W = W~ L. W,. As Theorem 5.5 states, the desired space
T ~1(O) will be an invariant subspace of W.
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In the following, we compute the minimal invariant subspaces of the matrix W
(i.e. the invariant subspaces not containing a non-trivial invariant subspace). Each
of these minimal invariant subspaces might or might not be a subspace of 7~ (O).
This can be checked using the test provided in part 2 of Lemma 5.2.

Algorithm 5.1 Attack on balanced oil and vinegar (¢ odd)

Input: OV public key P = (p, ..., p@)
Output: equivalent private key (F, 7)
1: Compute the symmetric matrices Q) associated to the components of the public key. Denote
the span of these matrices by 2 .
2: SetB=40.
3: repeat
4: Choose randomly two matrices Wi and W, € £2 and test if W)
is invertible. If so, set W = W]_l - Ws.
5: Compute the characteristic polynomial C (i) of the matrix W and
check if it has only quadratic factors. If so, set C; (L) = +/C(X)
and compute C|(W). Otherwise, go back to step 4.
6: Find a basis vy, ..., v, of the image space of C{(W).
7: Fori =1,...,k,use Lemma 5.2 (2.) to check whether the vector v;
lies in the desired space 7' (O). If yes, add v; to B.
8: until dim(B) = o.
9: Extend B to a basis of the whole space F" and insert the basis vectors into the columns of the
matrix 7-1.
10: Compute, fori =1,...,0, FO = (T*I)T o PD o T,
11: Set F = (FD, FO . F©),
12: return (F, T)

In order to find the minimal invariant supspaces of the matrix W, we compute
the characteristic polynomial C(A) of this matrix. If C(A) contains only quadratic
factors, we set C(A) = C1 (1)

The desired basis vectors of the invariant subspaces are now located in the image
space of C1(W). If C;(W) = {0}. We can not find such a basis vector and we have
to choose other linear combinations W; and W,. Otherwise, let vy, ..., v; be a basis
of the image space of C1(W). Check, fori = 1, ..., k, if the vector v; is an element
T_I(O). If not, discard it. Denote the remaining basis vectors by vy, ..., vp. If
£ = o holds, we have found a basis of 7~1(©) and we are ready.

Otherwise, we have to use other linear combinations W; and W, to find additional
vectors vyii, ..., V, to extend vi, ..., vy to a basis of T‘l(O). In the last step of
the attack, we extend the basis vy, ..., v, to a basis of the whole space F". These
basis vectors build the columns of an equ1valent matrix 7! . Finally, we compute
the matrices F@) representing the components of the equivalent central map F by

FO =@ HT.pO. 771 G=1,...,0).

The map F and the matrix 7' can now be used to generate signatures for arbitrary
messages. Algorithm 5.1 shows the single steps of the attack in a compact form.
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5.2.2 Toy Example

In our toy example we choose ¢ = 7 and 0 = v = 3. The public key of our balanced
OV instance has the form P = (p1, p@®, p®) with

p(l)(x1, e, X6) = X1x2 + 6x1x4 + X1x5 + 2x1X6 + Sx2x3 + 3x0X4 + 3X2X5
+ Sxox6 + 5x32 4+ 2x3x4 + 4x3x5 + 3x3X6 + SxZ + 4xqx5
+ dx4x6 + 4x52 + 2x62,

p(z)(xl, ey X6) = 5)612 + 3x1x3 + 3x1x3 + Sx1Xx4 + X1X6 + 6x§ + S5x2x3 + Sxpx4
+ 3xpx5 + x0Xx6 + 6)c32 + 3x3x4 + 2Xx3X5 + X3X6 + 3X4X5
+ 3x4x6 + x5%6 + 3x§,

p(3)(x1, ey Xp) = 6x12 + 2x1x + 2x1x3 + Sx1x5 + ng + 3x2x3 + 6x0x4 + 4x2x5
+ x2x6 + 6)c32 + 2x3x4 + 4xf + 3x4x5 + dx4x6 + 2x52 + 3x62.

Therefore, the symmetric matrices Q1, Q2, Q3 representing the public polynomials
are given by

040341
406556
- 065125
T 1351522 |
452240
165202

555603
566654
- 566514
1665055 |
051504
344543

611060
155324
- 156100
“ 1031455
620520
040503




100 5 Oil and Vinegar

We define the matrices Wi and W, by

W, = 4Q(1) + 3Q(2) +4Q(3)
W, = 3Q(1) +4Q(2) + Q(3)

and obtain

265510
603662
302440
365353
303060
436645

w=w"w=

The characteristic polynomial of the matrix W is given by
CX)=X0+3X° +4xX* + X3 +5x%2+2 = (X3 +5X> + 4)°.

Therefore we get C1(X) = /C(X) = X> + 5X? + 4 and

142422
255301
201141
622352
423135
232531

Ci(W) =

The kernel of this matrix has dimension o = 3. A basis of the kernel is given by

vi = (1,0,0,4,2,0)7,
vz =(0,1,0,0,3,2)7,
v =(0,0,1,1,5,6)".

By using Lemma 5.2, we find that all the vectors vy, v» and vz lie in the desired

space T~ 1(0).
We extend this basis to a basis of GF(7)° and obtain an equivalent linear

transformation 7~ by
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000001
000010
~ 000100
001104
010532
100620

Finally, we compute the equivalent central map F by

202532
042336
225016
530000 [’
331000
266000

FO = (F-HT. pO . F-1 =

345513
405266
550432
524000 [’
163000
362000

FO = (-1 . p® . F-1 =

305236
025112
554405
214000
310000
625000

FO = - HT.p® . 71 =

Note that bottom right 0 x o submatrices of FW F@ and F® contain only zeros.
Therefore, we can use these matrices together with 7' to generate valid signatures
for arbitrary messages.

5.2.3 The Case of q Even

For even characteristic we can not write the public polynomials as quadratic forms
x". P® .x with symmetric matrices P®). The reason for this is that, for a symmetric
matrix A = (a;;) over a field of even characteristic, always a;; + a;; = 0 holds,
which would correspond to a zero coefficient of x;x ;. We therefore define for each
public polynomial p® (x) the matrix P®) = (p ) to be the upper triangular n x n
matrix with
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Pjr =

@) _ | MonomialCoefficient(p, x;xx) j <k,
0 otherwise.

and set
09 =pD 4 (PYT (i =1,...,0).

Note that the Q)’s are symmetric matrices with zeros on the main diagonal.

As in the case of odd characteristic, we define two matrices Wi and W5 as random
linear combinations of the matrices Q(i) (i =1,...,0). Hereby, we have to ensure
that the matrix Wy is invertible. We compute W = W~ L. W, and C()L) to be the
characteristic polynomial of the matrix W. As above, let C1(X) to be the square root
of C () (provided that C (1) is a real square). However, unlike in the case of an odd
g, C1(W) will be zero in any case. We therefore have to modify the above algorithm.

We factor C;()) into irreducible factors and look for a distinctive linear factor
(A — A1) of multiplicativity 1. Such a factor should exist with reasonably high
probability. The eigenspace of the matrix W according to the eigenvalue A; has
dimension exactly two, and one of the eigenvectors must be in the space 7! (O).

If we denote the two basis vectors of the eigenspace by v; and v;, we therefore
know that one of the ¢ + 1 vectors vi + kv (k € [F) or vy must be in the desired
invariant space. Note that all other vectors in the eigenspace are multiples of these
vectors and therefore will span the same image space.

To check which of these g + 1 vectors is the correct one, we compute for each
vector the space spanned by the vector and its images under linear maps of the form
W L. W, If this space has dimension > o, then it can not be the space 7' (0),
which means that we have chosen the wrong vector, so we discard it and try the next
one. This process is illustrated by Algorithm 5.2.

Note that the map F delivered by Algorithm 5.2 is not really a UOV central map.
In fact, it might contain oil x oil terms of the form )cl.2 (i € 0). To cover this fact,
we have to adapt the inversion of the central map slightly.

After choosing random values for the vinegar variables and substituting them

into the components of the map F, the system (now denoted as F) looks like

; 1 1
f. Za; )xi2+213,'( )xi +yP =0

ieO i€e0

= 2 2

f@. Zoei( )xiz+2ﬂi( )x,- +yP =0
ieO® i€0

Fo s S A o

icO i€e0
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Algorithm 5.2 Attack on balanced oil and vinegar (g even)

Input: OV publickey P = (p(V, ..., p©)
Output: Equivalent private key (F, 7)
1: Define the upper triangular matrices P¢) representing the homogeneous quadratic part of the
public key.
2: Set,fori =1,...,0, 0® = Pp® 4 (pO)T,
3: Define two matrices W| and W» as random linear combinations of the matrices Q(i). W1 must
be invertible.
4: Compute W = Wl_1 - Wa.
5: Compute the characteristic polynomial C (1) of W. If it is a real square, set C1(A) = o/C(A).
6: Factor C(A) and if it has a linear factor (A — A1) of multiplicativity 1, go to the next step.
Otherwise, choose other matrices W and W>.
7: Find a basis (v, v2) of the eigenspace of the matrix C;(W) to the eigenvalue 1. The set of
possible eigenvectors is

S={vi+kva: keF}U{v}.

8: for eachs € S do

9: Denote by V; the linear space spanned by the eigenvector s. Set i = 0.
10: repeat
11: Choose new matrices Wi, W and compute W = W~ L W,.
12: Compute the image of the space V; under the action of W.
13: Compute a basis of V; U W (V). Denote the new space
again by V.
14: until i = 20 — 1 or dim(Vy) > v.
15: end for

16: If, for some s € S, dim(Vy) = o holds, go to the next step; otherwise, choose new matrices
W1 and W3 and try again.

17: Extend the basis of V; to a basis of F” to find an equivalent linear transformation 7 ~!.

18: Compute, fori = 1, ..., o, the matrix F) representing the i-th component of the equivalent
central map by

FO = (FHT . pO) 1,

Set F = (FU, ..., F©),
19: return (F,7)

To solve this system of equations, we interpret the coefficients ozi(j ), ,Bi(j ) and y &
(j=1,...,0,i =v+1,...,n)as well as the variables x; (which are defined over
the field IF; = Fy¢) as degree e — 1 polynomials over GF(2), e.g.

xi = %0+ xi 1 X Fxi2 X2 xi e X (5.3)

We compute xi2 = x;x; mod p as a product of polynomials and substitute the

polynomial representations of x; and xl.2 into the components of F. Here, p is the
irreducible polynomial used to generate the field [ as an extension field of GF(2).

By doing so, we get a system of oe linear equations (one for each equation f @) and
every monomial X/) in the oe variables x; ; (i € O, j =0, ..., e — 1), which can
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be solved by Gaussian elimination. By solving this system, we get the values of the

variables Xy41,0, Xp41,1, -+ - » Xv+1,e—1> Xv42,0s - - - » Xn,e—1. In order to translate this
solution over GF(2) into a solution over IF, we compute foreveryi =v+1,...,n

X =xi’o—|—xi,1X+xi’2X2+~~~+xi,e_1Xe_l. 5.4
The solution x of F(x) = wis given by X = (x1, ..., x;). Algorithm 5.3 shows this

inversion process in algorithmic form.

Algorithm 5.3 Inversion of the map F

Input: set P = (p(l), e, p(")) of polynomials € Fye[x1, ..., x,] of the form F (i.e no oil x oil
terms of the form x;x; (i # j))
Output: vector x = (xq, ..., x,) With P(x) =0
1: Choose random values in I for the vinegar variables xi, ..., x, and substitute them into the
polynomials p(V, ..., p@.
2: Interpret all coefficients and variables of the resulting quadratic system as degree e — 1
polynomials over GF(2) as shown by (5.3).
3: Solve the resulting linear system of oe equations in oe variables over GF(2) by Gaussian

elimination.
4: Translate the solution over GF(2) into a solution (x,41, ..., x,) over IF as shown by (5.4).
5: return X = (xq,...,X,).

5.2.4 Toy Example

For our toy example we choose ¢ = 4 and 0 = v = 3. The irreducible polynomial
used to generate the extension field GF(4)=GF(2?) is X> + X + 1.

Let the public key of our balanced OV instance be given by P = (p(1, p@, p3))
with

2x1x4 “+ x1x5 + a2x1x6 + x% + oczxzxs + X2x¢6 + a2x3x4

1
PP, .. x) =«
2 2.2 2 2
+ X3X6 + x4 + X4Xx5 + X4X6 + ¢"X5 + " X5X6 + OXg,
PP (x1,...,x6) = axixy + a’xixs + axixe + axx3 4+ axaxg + x2x5
+ a2x2x6 + azx_% + x4x6 + a2x52 + OCZXSXG,
3) _ 2 2.2
P(X1, .. X6) = X1X2 + X1X4 + X5 + X2X3 + aX2X5 + X2X6 + 007X5 + X3X4

+ X3x¢6 + xf + X4x5 + axq4xe + x52 + axs5x6 + xg.
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5.2.4.1 Recovering an Equivalent Private Key

First we have to compute the symmetric matrices Q1 ..., O representing the
homogeneous quadratic part of the public key. For fields of even characteristic, these
matrices are given by

00 = pi 4 (pO)T

where P@ is the upper triangular matrix containing the coefficients of the i-th
component of the public key. We get

00 0a%l a? 0 o 00a? «
0000a?l a 0a?ala?
o0 — 00 0?0 1 50 — 0?2000 0
"1t 0e20 11|’ “"loa«o000 1|
120 1 0 o2 21 000 a?
21 1 1a%20 aar201a%20

010100

1010l

o0 — 010101

10101«

Oax010«

OllaaO

We get a matrix W = W~ U'. W, suitable for our purposes by choosing W =
O + 0P Wy =a?0® +a?Q®. We obtain

S
[ ]
o
S
S

NS HEN )

R R
Q =

w=w"w=

QR R
= = =
QI\JQN

— R = O

cocooocor
o R oo~
o

Q
)
—_
Q
s}

The characteristic polynomial of the matrix W is
CX) =X+ X4+ X2 = X2 - (X + )2 (X + D)2,
Its square root is

CiX)=/CX)=X>+X>+X.
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The eigenvectors of the Matrix C1(W) for the eigenvalue 0 are
vi=1(0,1,0,0,,0) and v» =(0,0,1,0,0,1).

We find that v; is the eigenvector suitable for our purposes. A basis of the image
space of v, under matrices of the form W~ Lowy s given by

by =v2 =(0,0,1,0,0, 1), by = (0,1,0,, a2, 0),bs = (1,0,0,0,a%, 1).

By extending this basis to a basis of the whole space ", we get an equivalent linear
transformation

00000 1
00001 0
- 00010 0
0010« O
0100 a? a?
10010 1

Using this matrix T-', we can compute the matrices FO F@ FG representing
the components of an equivalent central map by

FO = (71T . pd . F-1

We get

¢ 0 0 0 0 « 0 000O00O0
a?a? 0 a? a1l a?a?0a’a 1
a2 0 a®a? 1 o 0 002’00
la2a 1 0a? ?ala 011
a?a?a?a?a? 1 0 1001ca?

1 001 01

a 10ada?l

F,(3)_ a 1 1o 11

10 01a?a0

olalaa 01

00’10 1 «

The polynomials of the central map are given by
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f(l)(xl, Lo, XE) = olez + Otlexz + x1x3 + x1x4 + xX1x5 + x1X6 + azx%
+ x2x3 + a2x2x4 + X2x5 + axsxe + x32 —+ ax3x4
+ a2X3x5 + x3x6 + otzxf + xé,

f(z) (x1,...,x6) = a2x1x2 + x1x3 + a2x1x5 + a2x22 + a2x2x4 + xox5
+ x3x4 + ax3xs5 + x3Xx6 + azx‘% + x52 + a2x62,

f(3) (xX1,...,%x6) = x12 + axixy +axix3 + x1x4 + a2x1x5 + x1x6 + x%

—+ X2x3 + axoxq4 + axyxe + x32 + a2x3X4 + azxycs + azxf + axéz.

Note that the polynomials f, ..., f® contain, besides the terms usually appear-
ing in an OV central map, also terms of the form xi2 in the Oil variables.

5.2.4.2 Forging a Signature

We want to generate a signature for the message w = (1, 1, &) € >,
We choose the vinegar variables (x1, x2, x3) = (1, o2, 1) and substitute them
into the polynomials f(V, f@ £ We get

f(l)(x4,x5,x6) = azxf + X4 + X5 +x62 + x6 + ,
f(z) (x4, x5, X6) = Olzxf + a2x4 + x52 + axs + azxg + x6 + «,
fP (x4, x5, x6) = azxf +atxs + axg +oa.

We interpret the variables x4, x5, x¢ over GF(4) as degree 1 polynomials over GF(2),
i.e.

X4 = X4,1 + x42X,

X5 = Xx5,1 +x52X,

X6 = X6,1 + x6,2X.
and compute xl.2 =(x1+ xi’z)()2 mod (X2 + X + 1). We get
xi =x42X +x4,1 + x4,

x52 =x52X + X571+ X572,

xg = x6,2X + X6,1 + X6,2-
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Here, we made use of the field equations x?

ij = Xij over GF(2). Furthermore, we

interpret all coefficients in the polynomials £) as degree 1 polynomials over GF(2).
Therefore, we get

FO = (x4 + x50+ DX + x51 + X6.2,
f(2) = (x42+x51+x61 + DX +x42+x571,

f® = (o4 x61 + DX + x40 + x62.

We consider the coefficients of X U'and X0 = 1 separately and therefore get a system
F of linear equations over GF(2).

FON = xs5.1 + 6.2, (5.5)
FOD = x4+ x50 41, (5.6)
f(z’l) = X422 + X5,1, (5.7)
F®2 =x4p+x51 +x61 + L, (5.8)
f(3’]) = X422 + X6,2, (5.9)
fOP = x40+ x61 + 1. (5.10)

Until here, our computations only depended on the central map F and the choice
of the vinegar variables and not on the message to be signed. So, if we want to forge
signatures for multiple messages, we can precompute the system (5.10) once and
have to perform only the remaining steps for each single message.

Now, we transform the message w = (1,1,a) € F3 into a message W =
(1,0, 1,0,0, 1) € GF(2)® and solve the linear system ﬁ(y) = w. We get

y=(1,0,1,0,0,0),
and transform y back into a vectory’ = (1, 1,0) € 3.
We attach the vinegar variables, obtainingy = (1, a?, 1,1,1, 0) e F® and finally
compute z = 7 ! (y) to get the signature

z=(0,1,1,a%0,0) e FS.

Using the public key P, we can easily verify that z is a valid signature for the
message (1, 1, o).
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5.2.5 The Unbalanced Oil and Vinegar Signature Scheme
(vov)

After the balanced Oil and Vinegar signature scheme had been broken by the OV
attack described above, Kipnis, Patarin and Goubin proposed in [9] a modified
scheme called Unbalanced Oil and Vinegar signature scheme (UOV).

The scheme works exactly as the balanced scheme, but chooses v > 0. We now
consider the question how this choice affects the complexity of the above attack.

For v ~ o, the attack works essentially the same as described above, only the
spaces O and V do not have the same dimension any longer. We therefore have to
modify Lemma 5.3 as follows.

Let E : " — F" be a linear transformation of the form

E, Ep )
E = , 5.11
<E3 Oaxo ( )

where E| is a v X v matrix, E7 is a v X o matrix and E3 is an o X v matrix with
entries randomly chosen from F. Then we have

Lemma 5.6

1. E(O) is an o-dimensional proper subspace of V.
2. If E is invertible, E-'(V) is a v-dimensional subspace of F", in which O is a
proper subspace.

Proof Analogous to the proof of Lemma 5.3. O

As in the attack on balanced Oil and Vinegar, we look for the space T-10),
which we will denote by O. To find this space, we will again use the matrices P )
corresponding to the components of the public key. Note again that we have

PO =T . FO.T

where the matrices F® are of the form (5.11). We denote by §2 the span of the
matrices W L. W;, where W (invertible) and W, are random linear combinations
of the matrices Q) (i = 1, ..., 0). We are looking for a common invariant subspace
of the elements of £2. The following lemma states that such a space exists with high
probability.

Lemma 5.7 Let J : F* — F" be a randomly chosen invertible F-linear map such

that

1. There exist two subspaces A, B in F" such that the dimension of A is v, and the
dimension of B is o and B C A;
2. J(B) C A.
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Then the probability that J has a nontrivial invariant subspace in B is not less than
qO*U.

Proof We restrict to invariant subspaces of dimension 1. Therefore, a vector v € F”
lies in the invariant subspace, if J maps it to a multiple of itself. The probability that
a nonzero vector v € B is mapped to a nonzero multiple of itself is qv__ll (since we

know that J(B) C A). To get the expected number of such vectors, we multiply by

the number of nonzero vectors in B to get %. Since, if a vector is mapped
to a multiple of itself, then the same is also true for all multiples of this vector,

the probability that there exists an invariant subspace of dimension 1 is roughly

o
—1 o g0
/A m

Theorem 5.8 Let Wi and W» be randomly chosen linear combinations of the
matrices P® (i = 1,...,0) and let W\ be invertible. Then the probability that
the matrix W~ ' W, has a nontrivial invariant subspace (which is also a subspace

of T~1(0O)) is roughly q°~.
Proof This follows directly from the above Lemma. O

As for the balanced case we can, by computing the minimal invariant subspaces
of the matrices W~ ' W, and using Lemma 5.6 to check whether they are subspaces
of 71, recover the essential parts of the UOV linear transformation 7. From this,
we can then compute an equivalent UOV private key (F.T) which can be used to
sign messages.

The complexity of the whole process can be estimated by

complexity oy auack (7. 0 V) = ¢° " Lo*. (5.12)

Equation (5.12) seems to indicate that a bigger v provides more security.
However, for larger values of v (v > 20), the scheme can be attacked by direct
attacks more easily (see next section). When choosing v &~ %, the complexity of a
direct attack against the scheme even becomes polynomial (see Sect. 8.7).

Another point we have to consider when choosing the parameters of UOV is
the efficiency of the scheme. The public key size of UOV increases quadratically
with the number of vinegar variables, while the signature size increases linearly.
Therefore, for large values of v, the key sizes are very big. A good compromise
between security and efficiency seems to be choosing v = 20. In such a UOV
instance, the number of variables is three times as large as the number of equations.

A possibility to get an even more efficient signature scheme on the basis of UOV
is provided by the Rainbow signature scheme, which can be seen as a multi-layer
version of UOV (see Sect. 5.4).
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5.3 Other Attacks on UOV

Besides the UOV attack presented in the last section, there exist two additional,
important attacks against the UOV signature scheme. These are

¢ The direct attack and
¢ The UOV Reconciliation attack.

5.3.1 The Direct Attack

In a direct attack, the adversary considers the public equation P(z) = w as an
instance of the MQ Problem and tries to solve it using an algorithm like XL or a
Grobner basis method such as F4 or F5 (see Chap. 8). In the case of UOV, we have
to consider that the UOV public key contains usually three times as many variables
as equations.

We therefore have to consider a technique which allows to solve a multivariate
quadratic system of m equations in vm variables in the same time as a determined
system of m — [v] 4 1 equations (see Sect.8.7.5). In some cases one can get an
additional speed up by guessing some variables in the modified system (Hybrid
Approach). Though one has to run the algorithm more often (approximately
g* times when guessing k variables over a field with ¢ elements), the overall
complexity of the attack might be smaller.

Experiments have shown that the multivariate quadratic systems given by UOV
public keys behave very much like random systems. In particular, the degree of
regularity of a system derived from UOV is the same as that of a random system of
the same size. It is therefore relatively easy to estimate the complexity of a direct
attack against the UOV signature scheme.

The UOV Reconciliation Attack

For the simplicity of our description, we restrict the maps 7 and F to be
homogeneous in this section. Note that, in this case, the public key will be a
homogeneous quadratic map, too. The attack can be extended to the general case
in a straightforward way.

We denote the n x n matrix representing the quadratic form of the i-th component
of the central map by F® and the matrix representing the linear transformation 7~
by T. With this notation, we can compute the i-th component of the public key by

PO =1 . FO.T (5.13)
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5.3.1.1 Equivalent Keys

Let P be a UOV public key. The goal of the UOV Reconciliation attack is to find a
UOV private key (F, T) with F o T = P. Hereby, the attack looks for private keys
of a very special form.

Theorem 5.9 Let P be a UOV public key. Then, with overwhelming probability,
there exists a UOV private key (.7-" T) with F o T = P, such that T has the form

T::(“th&v> (5.14)

OUX() 1())(0

Note that T~ has the same form as T.
In order to prove this theorem, we first need a lemma.

Lemma 5.10 Let F be the n x n matrix representing the quadratic form of a UOV
polynomial, i.e

O @

VXV vXo

3
FD 0pxo

0OXV

and 2 € F"*" be a matrix of the form

1
20 Oyxo

VXV

® o®W

0OXV oXo

Then, F - $2 has the form of a UOV central polynomial.
Proof We have

M F@ M
Foo_ (FUFDY (29 0
F® 0o N3 oW
FO .o L F@ . 00 F@ . 0@
=< FO® . oM 0 >,

which has the form of a UOV central polynomial. O

Note that £2~! has the same form as 2. Since F o 2 0 2! o T = P, we can see
that (F 0 £2, £27! o T) is another UOV private key for the public key P (a so called
equivalent key).

With this, we can now prove Theorem 5.9.
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Proof Since P is a valid UOV public key, we know that there exists a UOV private
key (F, T) such that F o T = P. In the following we show that there exists an
equivalent private key (F, T) such that T is of the form shown in the theorem. To

~ ol
do this, we compute £2 in such away that 2 -7 = T.Let 2 = ('{g ~0 ) and

003 0%
(T(l) T®

76 7@ > If 70 is invertible,® we get

e 6O
¢« 2@ =7® and
o 2u=TW 7O (TO)y=1. 7@,

The matrix 7" is given as 7" = (T(W)~1. 72, ]
The matrix 7 can be written as a product of matrices Ty4q - ... - T, with
1 00,0
0 10¢.0
T, = vl | = 1,...,n), 5.15
=lo..0o1o00]| “TF ") (5.13)
0...00 1

i.e. the only non zero elements not on the main diagonal are the first v elements in
the i-th column. The matrices 7; contain the same non zero elements as the matrix
T’ of (5.14). By inversion we get T-1= =T, L. T_1 Note that each T;~ ! has
the form (5.15) Vi=v+1,...,n).

5.3.1.2 The Attack

The UOV-Reconciliation attack [6] is based on the following observation: Let
((F,T),P) be a UOV key pair such that T has the form (5.14). We write 7!
as a product of matrices 7, - ... - T,y with matrices 7; having the form of (5.15).
Note that each of these matrices contains, besides the 1’s on the main diagonal, only
v non-zero elements. With this notation, (5.13) yields

31t 7 is not invertible, we can switch rows and columns of 7' by renumbering the variables until
we get an invertible matrix.



114 5 Oil and Vinegar

(k)
Pn—2

FO =1l .1l .1l PO T, Ty Topy (k=1,...,0) (5.16)
———— ——
P,

P

with matrices P ;k) of the form, which we claim to be

P}“:( Hixio Kix=)) ) (=v,....n—1,k=1,...,0. (517
*n—j)xj Om—j)x(n—j)

The matrices P,fk) (k =1, ..., 0) have the form of a UOV central map.

The goal of the attack is to compute, starting with Pn(k) = PW, for each (k =
1,...,0) asequence of matrices P;k) (j =n—1,...,v) of the form (5.17). At the
end of this process, we will get matrices Plgk) (k =1,...,0), which, together with
the matrix T~! = T, - ... - T, 1 can be used as an equivalent private key.

To do this, we have to take a closer look at the question, how we get from P;]jr)l
to P;k) (j=n—1,...,v). We have

*x L.k Kk L. ... * ap ... apj-1 (25 T R ain
*x L.k Kk ..., * Aj—1,1 oo Qj—1,j—1 Aj—1,j «vv - aj—1.n
*-~~*0j,j ...... Oj,n :T]'Y:%—l' ajl ... ajj—1 ajj oo QAjn 'T/+1'
0 0 0 . 0
*...%x0,; 0 ... 0 apl ... Gnj—1 apj 0 ... 0
(5.18)

Since the elements of P j(ljr)] are known, the elements of the matrix P(k) are given
as quadratic functions in the unknown elements of the matrix 7. Most of the

elements of the matrix P* are unknown, but we know that the elements in the
bottom right corner must be zero. On the other hand the zero elements in the bottom
right (n — j) x (n — j) matrix of P;k) do not help us (they are automatically zero
due to the design of Tj1).

On the other hand, each of the zero elements in the j-th row/column yields one
quadratic equation in the v unknown elements of 7’ 1. Since the equations delivered
by Ok,; and Oy x are the same, (5.18) yields n — j quadratic equations. Altogether we
get o(n — j) quadratic equations in v variables (for k = 1, ..., 0). By solving this
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system, we can compute the elements of matrix 711 and can use (5.18) to compute
P}’” k=1,...,0).

By repeating this process we can, starting with the matrices P,fk) = P® find o
matrices Pv(k) (k =1, ...0) which, together with the matrix 7D =7,... .. Ty+1,
can be used as an alternative private key. An attacker can use this equivalent private
key to generate signatures in the same way as a legitimate user.

During the attack we have to solve systems of (n — j)o quadratic equations in v
variables (j = n — 1, ..., v). The complexity of the attack is mainly given by the
complexity of solving the first system of o quadratic equations in v variables.

Algorithm 5.4 shows the UOV-Reconciliation attack in a compact form.

Algorithm 5.4 UOV-reconciliation attack

Input: matrices P,fk) (k =1, ..., 0) representing the homogeneous quadratic parts of the public
polynomials
Output: private key (represented by matrices F® (k =1, ..., 0) and a matrix T)
1: for j =n—1tovdo
2: Define a matrix 74 of the form (5.15).
3: Define for k = 1, ... 0 matrices P;k) of the form (5.17).
4: Compute for k = 1, ..., o the matrix Uk = TjT+I . P;]jr)l “Tjy1. The
equality of P;k) and U™ (see Eq. (5.18)) yields, for every
k=1,...,0,n — j quadratic equations in the elements of T .
Altogether we get therefore a system of o(n — j) equations in v
variables.
5: Solve the quadratic system generated in the previous step by any
method such as XL or F4/Fs5 and put the solution into the
matrix T 1.
6: Compute, for k = 1, ..., o, the matrices P;k) by
PP =1l PR Tj.
7: end for
8 Mr < T,-...- Tyt
9: FO « p® (r=1,...,0)
10: return F® k=1,...,0), My

5.3.2 Practical Parameters

Table 5.1 shows parameter recommendations for the UOV signature scheme for our
security categories I, IT and III. The given parameters are chosen in a way that the
resulting schemes provide the claimed level of security against the direct and the
UOV Reconciliation attack, as well as the UOV Attack discussed in the previous

section.
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Table 5.1 Parameters and key sizes of UOV

Security Parameters Public key Private key Signature
category [, v,0) size (kB) size (kB) size (bit)
I (GF(256), 96, 48) 496.2 441.0 1152
1I (GF(256), 144, 72) 1663.1 1478.3 1728
111 (GF(256),192, 96) 3982.6 3492.1 2304

5.4 The Rainbow Signature Scheme

The Rainbow signature scheme as proposed by Ding and Schmidt in [5] can be seen
as a multilayer version of UOV. By combining several UOV layers into one scheme,
it is possible to reduce key and signature sizes as well as to improve the performance
of the scheme. The Rainbow signature scheme can be described as follows.

Key Generation Let F be a finite field with ¢ elements. Let vy, ..., v,41 be
integers such that 0 < v < v» < ... < v, < vy41 = n and define the
sets of integers V; = {l,...,v;} fori = 1,...,u. We set 0o; = vj41 — v; and
O; ={vi+1,...,vi41} (( =1, ..., u). The number of elements in V; is v; and we
have |O;| = o;.

The central map F of the scheme consists of m = n — v; polynomials

FOtD L f™ e Flxy, ..., x,] of the form

k k k
A= 3 efugt 3 A+ Y0 v

i,jeVy, i<j i€0y, jeVy ieVyUO,
k=vi+1,....n), (5.19)

where / is the only integer such that k € O,.

The central map F as defined above consists of u different levels of Oil and
Vinegar. In the £-th level, the variables x; € V; are the vinegar variables and x; € Oy
are the Oil variables. So, the polynomials of the ¢-th level form a UOV scheme
with vy vinegar variables and o, Oil variables. For u = 1 we get exactly the UOV
signature scheme of Sect.5.2.5.

The different levels of Oil and Vinegar in the map F are called Rainbow layers.

The special structure of the Rainbow central map F is illustrated by Fig. 5.1. Let
f @ be the homogeneous quadratic part of the i-th component of the central map
(i=vi+1,...,n). Then, f© can be written as a quadratic form, i.e.

f(i)(x) =x.F® . x
Figure 5.1 shows the structure of the matrices F @ G = 1,...,0). The

white parts of the matrices contain only zero values, while the gray parts can
contain arbitrary field elements. As one can see, the matrices F it @)
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First layer: F(1+D) ) Second layer: F(v2H+1) p(vs)
U1
Vo
s
1:“,., 1
Vy
n
(u = 1)-th layer: FOu—r+l) o o) u-th layer: Futh) . p(m)
v
Vo
s
UVy1
Uy
n
U1 V2 V3 - Uy—1 Vy n U1 Vg V3 .- Uy—1 Uy n

Fig. 5.1 Quadratic forms of the rainbow central map

corresponding to the central polynomials of the first Rainbow layer, contain non
zero elements only in a small space in the top left corner, while, for higher layers,
this space increases. Note that, for all i = vy + 1, ...n, the bottom right o, x o,
submatrices of F¥) contains zero values. Furthermore, note that all of the matrices
F® (i =v; + 1, ..., n) have the form of Oil and Vinegar matrices (see (5.1)).
The map F(x) = (f" D (x),..., f ) (x)) can be inverted as follows. First, we
choose the values of the variables x1, ..., x,, at random and substitute them into the
polynomials f@1+1 £ By doing so, we get a system of o7 linear equations
(given by the polynomials f® (k € 0y)) in the o] unknowns Xy 41, - - - » Xy, Which
can be solved by e.g. Gaussian elimination. The so computed values of the variables
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x; (i € Oy) are substituted into the polynomials f® (k > v;) and a system of
07 linear equations (given by the polynomials f &) (k € 05)) in the 0, unknowns
x; (i € Oy) is obtained. By repeating this process we can find the values of all the
variables x; (i = 1,...,n).%
To hide the structure of the central map F in the public key, one composes it with
two affine invertible maps S : F”* — F” and T : F" — F”.
The public key of the scheme is therefore given as P = S o F o 7. The private key
consists of the three maps S, F and 7 and therefore allows to invert the public key.
The process of signature generation/verification can be described as follows:

Signature Generation In order to sign a document d, we use a hash function H :
{0, 1}* — ™ to compute the hash value w = H(d) € F" of the document. Then
we compute recursively x = S (w), y = F~'(x) and z = 7 !(y). The signature
of the document is z € . Here, ! (x) means finding one (of approximately ¢"!)
pre-image of x under the central map F (see above).

Signature Verification To check the authenticity of a signature z € "', one simply
computes w = P(z) and the hash value w = H(d) of the document. If w = w
holds, the signature is accepted, otherwise it is rejected.

5.4.1 Key Sizes and Efficiency

The size of the public key is

(n+1Dn+2)

> (5.20)

Sizepk Rainbow = M
field elements, the size of the private key is

vi(v + 1)

u
sizegk Rainbow = m(m + 1) +n(n+ 1)+ > o (
~———— —— 2

+vior + v + 1)
i=1

map S map T

map F
.21
field elements.

Similar to the case of Oil and Vinegar, the signature generation requires only
the solution of linear systems and therefore can be implemented very efficiently.
Furthermore, the size of the linear systems to be solved during the signature
generation of Rainbow are smaller than in the UOV case, which leads to an
additional speed up though one has to solve several linear systems.

“It may happen, that one of the linear systems does not have a solution. If so, one has to choose
other values of x1, ...x,, and try again. However, the probability of this is very small. Therefore,
in most cases, one gets a pre-image X at the first try.
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5.4.2 Toy Example

In the following we demonstrate the workflow of the Rainbow signature scheme
using a toy example. We choose ' =GF(4) and the Rainbow parameters
(v1, 01, 02) = (3, 2, 2). We therefore have 4 equations in 7 variables.

The private key consists of the two affine maps S : F* — F4,

101« X1 o

S(xy,...,x4) = 00aa A" + !

aola X3 0

aoall X4 o

and T : F7 — F7,

21l aa?20 1 « X1 0
?laala?0 X2 0
00a?1 0 a?a? X3 1
Txi,....x)=] o 0 @ ¢2a?a? 0 X4 a?
00aa2la?0 X5 o
al 0?20 0 X6 o?
01000 a1 x7 o?

and the central map F : F/ — F* given by

f@= Olyf + yiys + yiys +aty + Olyg + y2y3 + o yays + oy + a2y§
+ aysys +aty3ys + ays +ays +alys + o,
f(s) = x12 + x1x3 + x1X4 + X2x3 + ax2x4 + x2x5 + azxz + azxym
+ ax3xs + x3 + axq,
f@ = ax12 + x1x2 + 0(2)61)63 + xX1x6 + a2x1x7 +x — 14 axpx3 + axoxg
+ a2x2x7 “+ axy + a2x3x4 —+ X3X5 + ax3x7 + ax3 + xf —+ ox4x6
+ a2x4x7 + x4 + a2x52 + x5x¢6 + xX5x7 + axs5 + a2x6 “+ ox7y,
FP = xpxa + x1xa + x1x5 + x1x6 + @?x1x7 + @’x) + @x3 + xaxs + axaxg
+ a2x2 + ax3x4 + xX3X5 + X3x6 + ax3x7 + X3 + xi + axqxe + ox4

+ x52 +a2xs +a2x6 + x7 —i—oe2

Next, we compute the public key P of the scheme as P = S o F o T, obtaining

M) — o2

p x12 + x1x2 + x1x5 + X1X6 + ot2x1X7 + a2x1 + x% =+ x2x3 + x2x5
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+ a2x2x6 + a2x2x7 + X2 + ax3xq4 + x3x7 + a2x3 + oexf + ax4xs
+ x4x7 + x4 + x52 + x5x6 + 0xs5x7 + axs + xg + axgx7 + ozx% + a2x7,
p(z) = xlz + x1x2 + ax1x3 + axyxa + oaxyxs +axyxe + otx22 + axyx3
+ X2x4 + azxzx5 + axyxe + x2x7 + axy + ax32 + Ol2X3X4 —+ ax3xs5
+ x3x6 + a2x3x7 + azxf + OlZX4)C7 + a2x4 + x52 + a2x5x6 + ot2x5x7
+ x5 + a2xé + x6x7 + x6 + azx% + azm,
p(3) = X1X2 +x1x3 + 012)61)65 + a2x1x6 + x1x7 + a2x1 + azxg + azxzx3
+ otzxz)m + X2X5 + X2X6 + X2X7 + 0X3X4 + ot2x3x5 —+ ax3xe + azxi
2 2 2 2 2 2
+ a“x4x5 + x4x6 + @ x4 + x5x7 + o0"x5 + 0" xX6x7 + X7 +o"x7 + 1,
@ _ 2 2 2 2.2
P =oax] Hoaxix3 +atxixs +oaxpxs + o xjxe + x1x7 + ox; +ovx;
+ x2x3 + azxzx4 + axyxs + axaxg + axo2x7 + azxz + ozx32 + X3x5

+ x3x6 + a2x3X7 + a2x3 + axqxs5 + x4 + otx52 + a2x5X7 + a2x5

+ axg + axgx7 + a2x6 + x%.

In order to generate a signature for the message (or hash value) w = (1, o, «, @),
we first compute X = S (w) = (0,1, a, 1). We choose random values for the
vinegar variables, setting (x1, x2, x3) = (0, «, 0) and substitute these values into the
central polynomials f® and f© of the first layer, obtaining

f(4)=x4+X5=Ol,

O =xs=0.

We therefore get (x4, xs) = (0, @) and substitute the values of x1, ..., x5 into the
central polynomials of the second layer, obtaining

O =a’xs+x1 =0,

f(7) = X6 + 012X7 =aqa.
We find (x¢, x7) = (1, 1) and therefore
T2 =00,,00,0,1,l).
By inverting the second affine map 7, we obtain the signature z € F” as

z= % 1,00 1,02 0).
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In order to check, if z is indeed a valid signature for the message w, we substitute z
into the public key P. Since we get

w=Pz=_~_0,a000=w,

the signature z is accepted.

5.5 Attacks on Rainbow

The known attacks against the Rainbow signature scheme can be divided into three
main groups

¢ Direct attacks,
* Rank attacks and
» Attacks against the underlying UOV structure.

In the following sections, we take a closer look on these attacks. For the
simplicity of description, we assume that all the maps S, F and 7 are homogeneous
maps. We can therefore write the i-th component of the central map as a quadratic
form f®(x) = x’ - F® . x with an n x n matrix F® and the maps S and 7 as
matrices S and T respectively. We can compute the matrix P representing the
(now also homogeneous) i-th component of the public key as a matrix P with

m
PO =3 g 1T FU).T, (5.22)
j=1

where s;; is the (i, j)-th element of the m x m matrix S.

5.5.1 The Direct Attack

In a direct attack, the adversary considers the public equation P(z) = w as an
instance of the MQ Problem and tries to solve it using an algorithm like XL or a
Grobner basis method such as F4 or F5 (see Chap. 8). Since the Rainbow public key
is a slightly underdetermined system (m < n < 2m), the best strategy is usually
to choose random values for n — m variables to create a determined system before
applying XL or the Grobner basis algorithm.

One can expect that the projected system has exactly one solution. In some cases
one gets even better results when guessing some more variables (Hybrid Approach
[1]). Though one has to run the algorithm more often (approximately ¢¥ times when
guessing k variables over a field with g elements), the overall complexity of the
attack might be smaller.
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Experiments have shown that the multivariate quadratic systems given by
Rainbow public keys behave very much like random systems. In particular, the
degree of regularity of a Rainbow public key is the same as that of a random system
of the same size. It is therefore relatively easy to estimate the complexity of a direct
attack against the Rainbow signature scheme.

5.5.2 Rank Attacks

The goal of a Rank attack is to recover (parts of) the affine transformations S and 7
by looking at the rank of linear combinations of the public polynomials. For this, one
considers the public polynomials p®) as quadratic forms (see Sect.2.1) and looks
at the rank of the corresponding matrices P, In the case of the Rainbow signature
scheme, Rank attacks come up in two flavors

¢ the MinRank attack and
 the HighRank attack.

5.5.3 The MinRank Attack

The goal of the MinRank attack [3, 8] is to find a linear combination of the matrices
p® (v1+1 < k < n) of very low rank (in the case of Rainbow, this rank is, as can be
seen from Fig. 5.1, given by v2). Such a matrix corresponds to a linear combination
of the o] matrices T7 - F® . T (k € O1) representing the central polynomials of
the first Rainbow layer. Therefore, we have to solve an instance of the

MinRank Problem Given a set of m n x n matrices Py, ..., Py, find a linear
combination H = ) /.| A; P; which has rank < r.

In the case of the Rainbow signature scheme, the m matrices of the MinRank
Problem are the matrices P10 . P® while the minimal rank r is given by
V2.

Let P = Z;’:v 1+ ;i P be a linear combination of the matrices P® of rank v,.
Then there exist n — v, linear independent vectors by, ..., b,_,, such that P -b; =
0V i =1,...,n— vy. The probability that P - b = 0 holds for a randomly chosen
vector b € " is therefore ¢ ~¥2. However, as the following result shows, we can, in
the case of Rainbow, find the vectors by, ..., b,—,, much cheaper.

Proposition 5.11 (Billet, Gilbert) Let w € F" be a vector whose first vi compo-
nents are zero. Then, with probability at least 1/q, there exists a non trivial linear
combination M of the matrices Forth o F@) qych that M - w = 0.

Proof Let w € F”" be a vector whose first v; components are zero and let
wi) = FOt+) . w (i = 1,...,01). Then, due to the structure of the matrices
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FOith o F®) (gee Fig.5.1), each vector w( has at most vy non zero entries.
Assuming that the vectors w(), ..., w(®!) are uniformly distributed, the probability
that they are linearly independent is given by

()11_—[1 (l qi ) q _ 1
_ < —.
0]

i=0

Therefore, the probability that the vector w lies in the kernel of some non trivial
linear combination of the matrices F 1+ . F(®2) ig greater than 1/g. O

However, we do not know if, for a given vector b € F”, the vector w = T (b)
fulfills the condition of Proposition 5.11. The probability that, for a randomly chosen
vector b € ", the first v; components of w = 7 (b) are zero, is given by ¢~ "!.
Therefore, the cost of finding a vector b in the kernel of the linear combination P is
about ¢ 1D (plus some linear algebra cost).

Algorithm 5.5 shows how to find a low rank linear combination C of the matrices
P(Ul+l)’ o P

Algorithm 5.5 MinRank attack

Input: matrices P10 p®

Output: Linear combination C = Y /_, ., ¢; - P® of rank < vy
1: repeat

2 Choose randomly a vector A € F” and compute P =377 A P @,

3 if Rank (P) > 1 and Rank(P) < n then

4: Choose randomly a vector y from ker(P).

5 C < Z:’I:ulJrl ViP(i)

6

7

8:

end if
until Rank (C) < vy
return C

By finding o7 linear independent low rank linear combinations of the matrices
PWED - P™ we can extract the first Rainbow layer. This step costs approxi-
mately 01¢?' ! operations, where g is the cardinality of the underlying field.

The remaining Rainbow layers can now be extracted using a similar technique.
However, since the attacker has, from the first step, partial knowledge of the secret
transformation of variables, the complexity of extracting the remaining layers is
much lower than that of the first step and therefore can be neglected.

Having separated all the Rainbow layers, the attacker is able to generate
signatures the same way as a legitimate user. The complexity of the attack is mainly
given by the complexity of extracting the first Rainbow layer. So we have

3 2
complexityyginrank = 014" *' <m7 B m?) . 623
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5.5.4 The HighRank Attack

Before we come to the description of the attack itself, we introduce some notation.
Recall that, for the description of the Kipnis—Shamir attack on balanced Oil and
Vinegar (see Sect. 5.2), we defined the Oil subspace O as O = {x € F'|x; =... =
x, = 0}. Analogously to this, we now define the Oil spaces Oy, ..., O, as

Oi:{XE]F"|x1=,,,=xUI_=0}.

In other words, the Oil space O; contains only those vectors x € F”, for which all
the vinegar variables of the i-th Rainbow layer are zero. Note that we have

0, COy—1 C...CO,Cc O CF".
Further note that, for each matrix F® with k € O; and each vector x € O;, we have
x . F®.x=0
Therefore we have
O; C ker(F®) vk € 0;.

With this notation, we now can interpret the MinRank attack in a different way:
As the matrices C found by Algorithm 5.5 are linear combinations of the matrices
TT . F®O . T (k =v; +1,...,v2), we have C(x) = 0 for all x € 7-1(O;) and
therefore 71 (01) C ker(C). Hence the MinRank attack can be seen as an attack
looking for the space 7 ~!(O)) or as an attack that finds a large kernel shared by a
small number of linear combinations C = Y j_, L+ A PO,

The HighRank attack as proposed by Coppersmith et al. in [4] turns this around.
Now we look for a small kernel (7~!(0,)) shared by a large number of linear
combinations Y j_, A PO,

The HighRank attack is based on the following observation. The variables
Xy,+1, ..., X, appear only in the quadratic cross terms of the central polyno-
mials f @utD f () of the last Rainbow layer. Therefore we get O, C
ker ZZ“:UI pouF ) for arbitrary vectors @ € F"~° which means that 7' (O,)
lies in the kernel of certain linear combinations of the matrices P® k=1,...,n).

Algorithm 5.6 shows the functioning of this attack to find the space 7~1(0,).

The complexity of this step can be estimated by g %.

By studying the subspaces of 7'(0,) we can find bigger kernels (which
correspond to T-Y0) G =u—1,...,1)). Since the complexity of this step can
be neglected, we get

n3

complexitypighrank = ¢ 5 (5.24)
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Algorithm 5.6 HighRank attack

Input: public matrices P+ p®™

Output: 7-1(0,)
1: Form an arbitrary linear combination H = ZZ:WH M P® Find V =ker H.
2: IfdimV > 1, set (Z:Z:Ul+1 Ak P(k)) V = 0. Test, if the solution set has dimension m — o,,.
3: With probability ¢ =, we have therefore found V C T-1(0,). We continue this process,

until we have found the whole space T-10,).
4: return 7-'(0,)

5.5.5 Attacks Using the Underlying UOV Structure

An instance of the Rainbow signature scheme with parameters vy, o1, ..., 0, can
be seen as a (special) instance of a UOV scheme with v,, vinegar variables and o,
Oil variables. Therefore, all attacks against UOV handled in Sect. 5.3 work against
Rainbow, too. For the complexities of the attacks we get:

e« UOQV attack

vu—ou—104 _

: n—20,—1 4
complexityyovagack Rainbow (4> Vus Ous 1) = ¢ w =4 o

0y,

(5.25)

* The complexity of the UOV Reconciliation attack is mainly determined by the
complexity of solving the first system of m quadratic equations in m variables.
For details see Sect. 8.7.

Furthermore, we can use the additional structure in the Rainbow central map (see
Fig.5.1) to improve the UOV Reconciliation attack. This approach leads to the so
called Rainbow Band Separation (RBS) attack.

5.5.6 The Rainbow Band Separation Attack

The Rainbow Band Separation (or RBS) attack [6] can be seen as an extension of
the UOV Reconciliation attack (see Sect.5.3.1.2) to Rainbow and uses the layer
structure of this scheme (i.e. the additional blocks of zeros in the polynomials of the
Rainbow central map). Similar to the UOV Reconciliation attack, the RBS attack
looks for private keys of a special form.

5.5.6.1 Equivalent Keys for Rainbow
Let ((S, F,T), P) be a key pair of the Rainbow signature scheme. As in Sect. 5.3,

we denote a second Rainbow private key (S, F/, T') withS'o F'oT' = SoFoT =
‘P as an equivalent key.
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The following theorem was proven in [16].

Theorem 5.12 Let (S, F, T) be a Rainbow private key and let X : F™ — F™ and
2 : " — F" be linear maps with

1,1
Z D 0pxor <o Oojxo,

01X01
2,1) 2,2)
3 — Eozxol Eozxoz .
e 001471 X0y
(u,1) (u,2) (u,u)
Eouxm Eouxoz ce Eouxou
1,1
Ql()lxzn OUIXOI te Oleou
2,1) 2,2) :
@=| S Sovor : (5.26)
: Ooufl X0y
(u+1,1) (u+1,2) (u+1,u+1)
‘Q():Xm ‘Q{)u><0| ce ‘Qouxou

Then (S, F,THYwithS =SoX L FF=YXoFoQRandT =2 'oT isan
equivalent Rainbow private key.

Note that X! and £2~! have the same form as X and £2 respectively.

The next theorem states that for any Rainbow public key P there exists, with
overwhelming probability, a corresponding Rainbow private key of a very special
form.

Theorem 5.13 Let P be a Rainbow public key. Then, with overwhelming probabil-
ity, there exists a Rainbow private key (S, F,T) with S o F o T = P such that

o(1,2) S(L,u)
101X01 S0| X072 ce Sol X0y
S, _ 002><0| 102x02 and
(u—1,u)
Soufls()u
Oouv()] e Oousou—l 1014 X0y
7(1,2) 7 (Lu+1)
1Ul><vl V] X01 Tv|><0u
~ 00y xv; Loy xo
T = PR e (5.27)
= (u,u+1)
TO,,,I,OM

Oothvl T Oouaou—l 1014 X0y
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Proof (sketch) Since P is a Rainbow public key, we can be sure that there exists a
Rainbow private key (S, F, T) with S o F o T = P. We have to show that there
exist linear maps X' and £2 of form (5.26) which transform the maps S and 7 into
linear transformations of the form (5.27). In the following, we restrict to a Rainbow
scheme with two layers. The general case can be shown analogously. Therefore we
have

T’(l) T’(Z)

lvl XV fvpxo1 TvpXxo0

7% |. (5.28)

/
101 x01 S,
001><v| l()]XO] 01X02

01X0 o
’ T -

Tt
I

002><01 lozxoz
Oozxvl 002><01 lozxoz

Let
(Y] 2 3)
@ Tovxny Torxor Torxo
S — 01 X0] 01 X02 T — T(4) T(S) T(6)
S(S) S(4) ’ 01xXv] Torxo1 To1x02
02%x01 P0o3x07 T(7) T(S) T(9>

0yXv] Toax01 T02X02

We have to show that there exist linear maps X and §2 of the form

1
20 Ouixor Ouyxon

21 0 V1 XV]
_ 01X01 Y01X02 _ 3) )
2= 3 4 , 2= Qo1><v| ‘mem O01><02
Eazxol Eozxoz

Q0  o® 50

02 X V] 02X0] 02 X072

such that § = So X! and 7 = 27" o T have the form of (5.28). If S is
invertible,’ we get fromS =S o ¥

o Y =g _g@ . (g@Hy—1.g0)
e ¥O® — 53 and
« Y@ — g4

The matrix S’ of (5.28) is given as
§ =8P . (s®)~1, (5.29)

For the transformation of the variables we get: If 7" and 7®) — 7@ . (7)) ~1.7®
are invertible,® we getfromT = 20T

SIE S@ is not invertible, we can switch the rows and columns of S by renumbering the equations
of F until we get an invertible matrix.

6 Again it is possible to switch rows and columns of 7' by renumbering the variables.
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. O =T,
. QW oTW,
.« QD =T,

o T = (T~ 7@,

o T'® = (T)=-1.7G3),

. _Q(S) =706 _ 1@, (T(l))—l LT,

o« T/ — (9(5))—1 A(TO 7@ (ry=1 . 7@y,
e Q® =7® 7O (7W)=1. 7@ ypq

e 2O =70 7D (TOY=1. 7O _ Q@  7/0)

O
The matrix T of (5.27) can be written as a product of matrices
T=Tyt1-...-Tp
with
1 00 1, 0
0 10¢2,;0 .
T, = ¢ = 1,...,n). 5.30
=lo..0o1 00| “=ut " (5-30)
0...00 1

Here, ¢ is the uniquely determined integer 1 < ¢ < u such thati € O,. Note that,
besides the 1’s on the main diagonal, the matrices 7; (i = vy + 1, ..., n) contain
exactly vg non zero elements, which are located at the first vy positions in the i-th
column of the matrix 7;.

By inversion we get 7! = Tn_1 T, il Note that the matrices Ti_1 have
the same structure as the matrices 7; (l = + 1,...,n).

5.5.6.2 The Attack
The Rainbow Band Separation attack is based on the following observation:
Let P be a Rainbow public key and (S, F, T) be a corresponding private key such

that S and 7 are of the form (5.27). We write T ! as a product of matrices T
Tv1+1 as shown in (5.30) and get

F® —Zs,d ( T -TnT-P<’>-T,,.....Tv,+1) (5.31)

(see (5.22)). Here, 53 (k, 1 = 1, ..., m) denote the elements of the matrix S~!.
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As for the UOV Reconciliation attack (see Sect. 5.3.1.2), the goal of the Rainbow
Band Separation attack is to find, for every k = v1+1, ..., n, a sequence of matrices
P,fk) = P(k), P,f]i)l, e, Plflk), such that Plflk) has the form of F® . The matrices

PU({() (k =v1 +1,...,n) (together with the matrices f, (i=v1+1,...,n)and the
elements 5y;) yield therefore an equivalent Rainbow private key which can be used
by the attacker to generate signatures in the same way as a legitimate user.

As in the case of the UOV Reconciliation attack, the block of zeros in the bottom
right corner increases when going from P}k) to Pj(]i)l. Every additional zero position

in the matrix P;]i)l yields one non linear polynomial equation in the unknown

elements of the matrix Tj and Sk ¢.
By considering all matrices P;]i)l , we obtain a system Q; of (n—j+1)(m+n—1)
(mostly quadratic) equations in n variables, which can be solved by XL or a Grobner

basis method. By doing so, the attacker is able to find the matrix fj and the elements

Sk and therefore can compute the matrices P;]i)l k=vi+1,...,n).

In contrast to the UOV Reconciliation attack, the equations in the system P are
no longer homogeneous quadratic in the elements of the matrix Tj , but some of them
are now cubic in the elements of Tj and §i_¢. This fact also increases the number of
variables in the system.

On the other hand, we can make use of the additional zero blocks in the Rainbow
central map (see Fig.5.1) to increase the number of equations in the system. By
balancing out these two facts, we find that the systems produced by the Rainbow
Band Separation attack can be solved more efficiently than those produced by the
UOV Reconciliation attack.

To find the matrices P,,({C) and therefore an equivalent private key, the attacker
has to solve m systems Q; (for j = n,..., vy + 1). However, since the number
of equations in the system Q; increases from step to step, the systems Q; become
easier to solve with decreasing j.

Therefore, the complexity of the Rainbow Band Separation attack is mainly
determined by the complexity of solving the first system O, which consists of

* one cubic equation

« m — | quadratic equations in the variables of 7},

e n — 1 bilinear equations (linear both in the elements of T, and the §,; (k =
v, +1,...,n)).

5.5.7 Practical Parameters

By considering the above attacks, we propose in Table 5.2 practical parameters for
the Rainbow signature scheme for the security categories I II and III.
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Table 5.2 Parameters and key sizes of rainbow

Security Parameters Public key Private key Signature
category (F, vy, 01, 02) size (kB) size (kB) size (bit)
I (GF(256), 40, 24, 24) 187.7 140.0 704
1I (GF(256), 68, 36, 36) 703.9 525.2 1120
111 (GF(256), 92, 48, 48) 1683.3 12444 1504

5.6 Reducing the Public Key Size

The main disadvantage of the UOV signature scheme (and, to some degree, also
of Rainbow) is the large size of the public and private keys of the schemes. In this
section we describe techniques to deal with this problem.

Section 5.6.1 describes the SUOV (structured UOV) signature scheme proposed
by Petzoldt et al. in [14]. The scheme allows to choose the public key of UOV as
a structured matrix and therefore makes it possible to reduce the public key size of
the scheme significantly. Furthermore, the additional structure in the public key can
be used to speed up the signature verification process of the scheme [15]. Until now,
no attacks using the special structure of the public key are known.

Section 5.6.2 shows how to extend this technique to the Rainbow signature
scheme.

Finally, in Sect. 5.6.4, we present the LUOV signature scheme of Beulllens et al.,
which can be seen as a special instance of SUOV. LUOV chooses the coefficients
of the public and private key from a small subfield of F, whereas messages and
signatures are defined over the field [ itself. To preserve the security of the scheme,
we have to choose larger parameters than in the case of the standard UOV scheme.
However, since major parts of the keys can be stored as small seeds, the technique
still allows one to reduce the key sizes significantly.

5.6.1 StructuredUOV

In [14], Petzoldt et al. developed a technique to reduce the public key size of UOV
by a large factor. The basic idea of their technique is to insert a structured matrix B
into the Macaulay matrix Mp of the public key (see Fig.5.2). The matrix B can be
chosen in cyclic form or can be generated from a small random seed, which reduces
the memory needed to store the public key drastically.

In a sense, the technique turns around the standard key generation process
of a public key cryptosystem. During the standard key generation process, the
public key is computed out of the private key. Instead of this, we compute, for
the StructuredUOV scheme, the central map out of the public key and the linear
transformation 7 (see Fig. 5.2).
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In this section we describe Petzoldt’s technique to reduce the public key of
the UOV signature scheme, while, in the next section, we show how to extend
the technique to Rainbow. To simplify our description, we restrict ourselves to
homogeneous maps F and 7. Note that this leads to a homogeneous quadratic
public key P.

Recall that the public key of the UOV signature scheme is given by

P=FoT, (5.32)

where F is a UOV central map and 7 is a randomly chosen invertible linear map
(given by an n x n matrix T).

Let fl.(.k) and pl.(].() be the coefficients of the monomial x;x; in the k-th component
of F and P respectively (1 <i < j <n, 1 <k < o). Note that, due to the special
structure of the UOV central map F, some of the coefficients fi(jk) are fixed to 0. In
particular, we have

P =0vieonje0.1<k<oovtl<i<jsnl<k<o (533)

The key observation of [14] is the following. Equation (5.32) implies

=L e DY e 1 2i= = n 1=k 0

r=1s=r r=1 s=r
(5.34)
with
oS = Irilsi i=1J . (5.35)
Y tritsj + trjtsi otherwise

After fixing the elements of the matrix 7' to some random values of FF, (5.34)
becomes a linear relation between the coefficients pi(;() and fr(sk ) (l<i<j<n 1<
r<v,r<s<n, 1<k<o).

To simplify our notation, we define two integers D and D’ as follows. Let

e D:= w + ov be the number of non zero quadratic terms in the components
of F and
e D := @ be the number of quadratic terms in the public polynomials.

Let Mp and MFr be the Macaulay matrices of P and JF respectively (w.r.t. the
graded lexicographic ordering of monomials, see Definition 2.10). Note that, due
to the absence of oil x oil terms in the central polynomials, M is of the form
Mpr = (Q|0) with a block of zeros on the right and an 0 x D matrix Q.

Analogously, we divide the matrix Mp into two submatrices as Mp = (B|C),
where B is an o x D matrix and C is an o x (D' — D) matrix with elements in IF.

Furthermore we define a transformation matrix AUOV € FPxD’ containing the
coefficients a ¥ of (5.34) by
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A _ rs
Avov = (aij>
I <r<v,r<s<nfortherows; 1 <i < j < n for the columns, i.e.

11 11 11
Ol“ 0112 N4

12 12 12
Otll Ol12 N 4

Ayoy = (5.36)

vn ., vn vn
Qi @y ..

For both rows and columns, the elements of AUOV are ordered with respect to
the graded lexicographic order.
With this notation, (5.34) yields

Mp = Q - Ayov (5.37)

Let Ayov be the D x D submatrix obtained by restricting AUOV to its first D
columns. With this, (5.37) yields

B = Q- Ayov. (5.38)
or, if Ayov is invertible
0 =B Ajhy- (5.39)

Equation (5.39) allows us to fix the matrix B and, after having assigned random
values to the elements of the matrix T, to derive from it the non zero part of the
UOV central map F. Algorithm 5.7 shows this alternative key generation process
for the UOV signature scheme in algorithmic form.

The algorithm takes as input a matrix B € F°*P and chooses randomly an
n x n matrix T (representing the secret linear transformation 7). If both 7" and
the corresponding transformation matrix Ay oy are invertible,” it computes out of
B and T the non zero coefficients of the quadratic monomials in F. Finally, the
algorithm computes the public key P and returns the UOV key pair ((F, T), P).

By applying Algorithm 5.7 we can insert arbitrary matrices B into the Macaulay
matrix of the public key. For example, we can choose B to be

* a(partially) cyclic matrix ( — cyclicUOV)
» generated by a linear feedback shift register (— UOVLFRS)

7Experiments have shown that this is the case with high probability. Therefore, in most cases, we
need only one run of the loop in line 1 to 4 of Algorithm 5.7.



5.6 Reducing the Public Key Size 133

Algorithm 5.7 Key generation of StructuredUOV

Input: parameters (F, o, v), matrix B € F°*P
Output: UOV key pair (F, T), P)

1: repeat

2: Choose randomly a linear map 7 (represented by an n x n-matrix T').
If T is not invertible, choose again.

3: Compute for 7 the corresponding transformation matrix Ayoy

(using Eqgs. (5.35) and (5.36)).
4. until IsInvertible(Ayov)=TRUE.
5: Compute the matrix Q containing the quadratic coefficients of the central polynomials by
(5.39).
6: Compute the publickey as P = Fo T.
7: return ((F,7T),P)

Table 5.3 Parameters and key sizes of StructuredUOV

Security Parameters Public key Private key Signature
category (F, v, 0) size (kB) size (kB) size (bit)
I (GF(256), 96, 48) 71.0 441.0 1152
1I (GF(256), 144, 72) 220.4 1478.3 1728
111 (GF(256), 192, 96) 500.0 3492.1 2304

TI| @ | =] Mp

T |B |=1Q || BC

Mp Mp

Fig. 5.2 Standard key generation (above) and alternative key generation of the UOV signature
scheme. The light gray parts are chosen by the user, while the dark gray parts are computed during
the key generation process

¢ generated by a PRNG (— UOVPRNG)

Until now, no attack is known which uses the additional structure in the public
key of StructuredUOV. Therefore it seems that we can use the same parameters as
for standard UOV (see Table 5.3).

Key Sizes and Efficiency

The public key size of StructuredUOV is given as

oo+ 1))

Sizepk StructuredUOV = O ( )
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field elements plus whatever it takes to store the structured part of the public key.
For cyclicUOV, we need for this w + ov + n + 1 field elements, for all other
cases we can store the structured part of the public key as a 256 bit seed. This leads
to a reduction of the public key size of up to 86 % compared to the standard UOV
scheme.

The size of the private key is the same as for the standard UOV scheme, i.e.

size = n? 4o v+ D + ov
sk StructuredUOV = )

F

(Note for this formula that we are dealing with homogeneous maps 7 and F).

The efficiency of the key generation algorithm is, using the technique described
in the next section, basically the same as for the standard scheme. The same holds
for the signature generation process. For the signature verification process, we can,
in the case of cyclicUOV or UOVLEFSR, use the technique described in [15] to get
a speed up of up to 50%.

5.6.2 The Case of Rainbow

For simplicity, we again assume that all the maps S, F, T and P are homogeneous
maps. When trying to extend the technique described in the previous section to the
Rainbow signature scheme, we have to take into account the second linear map S
used in Rainbow. To cover this, we introduce a new map Q = F o 7 and apply the
technique presented in the previous section for each Rainbow layer separately.

By doing so, we can, for every component p¥) of the public key, fix M +
o;v; of the quadratic coefficients. Note that this is exactly the number of non zero
coefficients in the i-th component of the central map. This leads to the “staircase”
structure as seen in Figs. 5.3 and 5.4.

In order to describe the algorithm in detail, we need some additional notations.
First, we introduce integers Dy, ..., D, where D; = M + o;v; denotes the
number of non zero quadratic terms in the central polynomials of the i-th Rainbow
layer (i = 1,...,u). Additionally, we set Dy = 0 and denote by D, | = w
the number of quadratic terms in the public key.

Secondly, we introduce a special “blockwise” ordering of monomials. Each block
B; (i =1,...,u)contains exactly the quadratic monomials appearing in the central
polynomials of the i-th, but not the (i — 1)-th Rainbow layer. Note that each block 15;
contains exactly D; — D;_1 monomials. Inside the blocks we use the lexicographical
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Fig. 5.4 Standard key generation (above) and alternative key generation of the rainbow signature
scheme. The light gray parts are chosen by the user, the dark gray parts are computed during the

key generation process
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ordering. The elements of the transformation matrix Ag, € FP«*Putt for cyclic
Rainbow are defined as shown in (5.35). However we sort them according to the
monomial ordering defined above. Finally we divide the matrix Agp into blocks

A1 Arg oo Ay Aus

A21 L. A2n+1
Agp = - .

Au,l Au,2 .. Au,u Au,u+1

Here, Ay ;is a (D — Di—1) x (D; — Dj—1) matrix.
Similarly to this, we divide the m x m-matrix S into u? submatrices.

St - Stu

s

Su,l cee Su,u

Here, Sk is a ox x o; matrix. While, for StructuredUOV, we required only Ayov
to be invertible, we need here some additional conditions.

S,',,' . S,',u

¢ (C1) Every submatrix : : (i =1,...,u)of S must be invertible.
Sui - Suu
Al ... Ay

e (C2) Every submatrix : : (i =1,...,u)of A mustbe invertible.
A,',l A,",'

Finally, we divide the m x D, ;1 Macaulay matrices Mg, Mo and M p in submatrices
as shown in Fig. 5.3. Algorithm 5.8 shows, how to create a structured public key for
the Rainbow signature scheme.

At the beginning, the algorithm assigns values to the entries of the matrices
By, ..., B, (marked gray in Fig. 5.3). Then it assigns random values to the elements
of the matrices S and T representing the linear transformations & and 7. It
computes the transformation matrix Agp and checks, if the conditions (C1) and
(C2) are fulfilled.® If this is the case, it computes recursively the matrices 0ij
(i=1,...,u, j=1,...,u+1)and Fy, ..., F, of Fig. 5.3. Finally, the algorithm

composes the central map F from the matrices Fi, ..., F;, and the public key P
from the matrices By, ..., B, and Cy, ..., C, and returns the Rainbow key pair
(S, F, T),P).

8Experiments have shown that, for randomly chosen matrices S and 7', the conditions are fulfilled
with high probability. Therefore, in most cases, we need only one run of the loop in line 1 to 5 of
Algorithm 5.8.
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Altogether, the technique allows us to fix

u
i(vi +1
Z()i (% + UiOi)

i=1

coefficients of the public key, which leads to a reduction of the Rainbow public key
by up to 60%. Similar to the case of UOV, we can choose these coefficients to be

 partially cyclic (— cyclicRainbow)
» generated by a linear feedback shift register (— RainbowLFSR)
» generated by a PRNG (— RainbowPRNG)

Similar to the case of StructuredUQV, there exists no known attack which uses the
additional structure in the public key of cyclicRainbow and its variants. Therefore,
it seems that we can use the same values of o and v as for the standard Rainbow
scheme.

5.6.3 Key Sizes and Efficiency

The public key size of StructuredRainbow is given as

ouloy + 1)
2

size pk StructuredRainbow = 1

field elements plus whatever it takes to store the structured part of the public key.
For cyclic Rainbow this is D, for all other cases we can store the structured part of
the public key as a small seed. All in all, the above technique allows us to reduce
the public key size of Rainbow by up to 63%.

The size of the StructuredRainbow private key is the same as the private key size
of the standard Rainbow scheme, i.e.

u
Size . — m2 + n2 + Zo~ M + Vi 0;
sk StructuredRainbow = i ) i0i
S T i=1

F

field elements. Note again that, in this section, we restricted to homogeneous maps
S, F,T and P.

Using the technique described in the next section, the key generation time
of Structured Rainbow nearly equals the key generation time of the standard
Rainbow scheme. Regarding signature generation, both schemes are identical. In
the signature verification process, we can make use of the additional structure in the
cyclicRainbow or RainbowLLFRS public keys to speed up signature verification by
up to 50%. (see [15] for details).
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Algorithm 5.8 Key generation of StructuredRainbow

Input: Matrices By, ..., B,
Output: Rainbow key pair ((S, F,T), P)

1: repeat

2: Choose randomly invertible linear transformations S and 7
(represented by matrices S € F"*™ and T € F"*".

3: Build the transformation matrix A as shown by Eq. (5.36) and divide it into
submatrices A; ; (i =1,...,u, j=1,...,u+ 1) as shown above

4: Divide § into submatrices S; ; (i, j = 1,...,u).

5: until all the conditions of (C1) and (C2) are fulfilled

6: fori = 1tou do .
Qii Sii oo Siu Si, j
. . _ . . i—1 .
7: Compute : = : : | Bi — lezl : - Qji
Qu.i SMA,i e Su.u Su,j
-1
Alr ... Al,,'
8: Compute F; = (Qi1ll... Qi) - :
A,‘,l e A,',l‘
Avivi - Al
9: Compute (Q; j+1ll ... 11Qiu+1) = Fi - :
Aiitl - Aiurl
10: end for
11: fori = 1tou do
Ori - Qlut1
12: Compute C; = (S 1l|... [1Siu) - :
Qu,i ce Qu.u+1
13: end for
14: Compose F from Fi, ..., F,.
15: Compose P from By, ..., By, Cy, ..., Cy.

16: return (S, F, T), P)

Table 5.4 shows the resulting key and signature sizes for our three security levels.

5.6.4 LUOV

The LUOV (LiftedUOV) signature scheme was proposed by the research group
in Leuven in [2] and later submitted to the NIST standardization process for
post-quantum cryptosystems. The basic idea is to choose the coefficients of the
public and private key from a small subfield of the field ,, while messages (hash
values) and signatures are defined over the larger field Fpr. The scheme uses the
same parameters as the standard UOV signature scheme (see Sect.5.1). The only
difference is that we restrict to fields of even characteristic. The workflow of the
scheme can be described as follows:
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Table 5.4 Parameters and key sizes of StructuredRainbow

Security Parameters Public key Private key Signature
category (F, v1,01,02) size (kB) size (kB) size (bit)
I (GF(256), 40, 24, 24) 53.1 140.0 704
1I (GF(256), 68, 36, 36) 192.6 525.2 1120
111 (GF(256), 92, 48, 48) 463.8 12444 1504

Key Generation To create a key pair of LUOV, a user Alice performs the following
steps

* Choose randomly a seed s of length 256 bit (32 byte), which is used to generate
amatrix 7" € F3™° and a public seed s ,.

. . . . 1 T’
¢ Define the linear transformation 7~ using the matrix 7 = < vxv )

O()XU 10X0

* Use the seed s, to create a matrix B € IF;(U(UH)/ 29 View B as the matrix
containing the coefficients of the vinegar x vinegar and vinegar x oil terms of
the public map P.

» Use the technique described in Sect. 5.6.1 to generate from B and 7 the central
map F and the coefficients of the oil x oil terms of the public polynomials. Store
these coefficients as a matrix Q € IF;XO(”H)/ 2,

The private key of the LUOV signature scheme is just the seed s, the public key

consists of the public seed s, and the matrix Q € F3*+1/2,

Remark 5.14 Despite of the fact that all coefficients of the private and public maps
are elements of the subfield GF(2), all three maps F, 7 and P are viewed as maps
over the extension field F = [F,r. This process is denoted as “Lifting”, hence
the name LiftedUOV. Therefore, hash values and signatures are vectors over the
extension field ;. This enabled the authors to choose the parameters of their scheme
(compared to those of a UOV scheme over GF(2)), which reduces the key sizes
significantly. Furthermore, direct attacks have to be performed over the larger field,
which is more costly than a direct attack over GF(2).

To reduce the private and public key sizes further, major parts of the keys are
stored as small seeds of size 256 bits (in fact, the private key consists only of the
seed s, the public key contains, besides of the seed s, only the matrix Q containing
the coefficients of the oil x oil terms of the public key).

The downside of this extreme key size reduction is that, in the signature
generation process, we have to recover the UOV private key (F, T) out of the seed
s. In the signature verification process, we have to recover the public key P out of
sp and Q. Therefore, the key size reduction leads to a slow down of the signature
generation and verification processes.

Signature Generation The signature generation process of LUOV consists of two
parts. In the first part, we recover the private UOV key (F, T) out of the seed s. In
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the second part, we use this UOV private key to generate a UOV signature in the
standard way.

1. Step: Recover the UOV private key (F, T) from the seed s.
(a) Generate from s the matrix 7" € F,*” and the seed s,. Define the linear

01
o(v(v+1)/2+4o0v)
b .

I
transformation 7 : " — F" as 7 = < LT )

(b) Generate from s, the matrix B € I
(c) Use the technique described in Sect.5.6.1 to generate from B and 7T the
central map F.

2. Step: Generate a UOV signature for the document d.

(a) Use a hash function # : {0, 1}* — [, to compute a hash value w € 9, of
the document d

(b) Derive from w and the seed s the values of the vinegar variables x1, ..., x, €
Fyr and substitute them into the central map F to obtain a linear map in the
oil variables (denoted by a matrix F’'(xy11,...x,) =¢).

(¢) Solve the linear system F'(xyyt1, ..., Xx,) = ¢ for xy41,...,x, and set X =
(X715« ey Xyy Xyl oo s Xp) € For.

(d) Compute the signature z = 7 (x) € For.

Signature Verification Similar to the signature generation process, the signature
verification process of LUOV consists of two parts. In the first part, we generate
from the seed s, and the matrix Q the UOV public key P. In the second part, we
use the key P to check the authenticity of a signature z € I, in the standard way.

 Step: Generate from s, the matrix B € ]F(Z)(U(UH)/ 249 Concatenate B with the
matrix Q to get the UOV public key P : I}, — [F5,.

* Step Compute the hash value w = H(d) of the document and compute W =
P(z). If w' = w holds, accept the signature, otherwise reject.

Regarding the details on how the matrices 7’ and B as well as the vinegar variables
are derived from the seeds s and s, we refer the interested reader to [2].

5.6.5 Security

Since the LUOV scheme can be seen as a special instance of the UOV signature
scheme, all known attacks against UOV apply against LUOV, too. However, since
major parts of the private coefficients of LUOV are chosen from GF(2), we have to
recompute the complexities of these attacks.

e direct attack: Since both the hash value and signature are defined over GF(2"),
the direct attack behaves like a direct attack against a standard UOV scheme over
GF(2").
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e UOV attack: Against LUOV, the UOV attack can be performed over the field
GF(2) (since it only uses the public key). Therefore, we have to choose the
parameters of LUOV in a way that

2v—o+104 - 2k’

where k is the security parameter.

¢ UOV Reconciliation attack: Like the UOV attack, the UOV Reconciliation attack
depends only on the public key. Therefore we can perform this attack over the
field GF(2). We therefore have to choose the number o of oil variables in such
a way that a Grobner basis attack against a determined system of o equations is
infeasible.

To summarize, in order to get the same security, the parameters o and v of LUOV
have to be chosen significantly larger than for a standard UOV scheme over GF(2").
However, since major parts of the public and private key can be stored as small
seeds, we still get a significant reduction of the key sizes (see Table 5.5).

Recently, Ding et al. [7] presented a new attack on the LUOV scheme. The
method is called the Subfield Differential Attack (SDA). This attack does not rely
on the Oil and Vinegar structure of LUOV but merely on the fact that the coefficients
of the quadratic terms are contained in a small subfield, which is the basis for the
design of LUOV. It is argued heuristically that there is a high probability that there
exists a way to find a solution using differentials from a small subfield.

More precisely, the problem of finding a signature to a problem is reduced
to solving a set of underdetermined quadratic equations over the subfield. The
complexity of such an attack is much reduced. For each proposed set of parameters
in the LUOV submission, Ding et al. showed that the attack will make it impossible
for LUOV to fulfill the requirements of the NIST security levels. Furthermore they
show that UOV and Rainbow (both the standard and cyclic versions) are unaffected
by this attack. The new attack method casts serious doubt if the basic idea of LUOV
is sound.

5.6.6 Key Sizes and Efficiency

The public key size of LUOV is given as

. 20+ 1) .
sizepk LUOV = O — + 256 bits,

" seeds
matrix Q

the size of the private key is

sizesk Luov = 256 bits.
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Table 5.5 Parameters and key sizes of LUOV

Security Parameters Public key Private key Signature
category (F, v, 0) size (kB) size (byte) size (bit)
Ia (GF(256), 256, 63) 15.5 32 2552
ITa (GF(256), 351, 90) 45 32 3528
I (GF(256), 404, 117) 98.6 32 4168

Since the parameters are significantly larger, the key generation takes longer than
for the standard UOV scheme. During the signature generation process, we have to
recover the private key from the seed s, which leads to a drastic slow down of the
signature generation. The same can be said for signature verification, though the
slow down factor is not as large as for signature generation.

Table 5.5 shows practical parameters for the LUOV scheme (without considera-
tion of the new attack mentioned above).

5.7 Efficient Key Generation of Rainbow

While the signature generation and verification processes of Rainbow are very fast,
the straightforward key generation process as presented in Sect. 5.4 is far too costly.
In this section we describe a much more efficient way to generate a Rainbow key
pair. To simplify our description, we restrict to Rainbow schemes with two layers.

Note that this is the standard setup for implementing Rainbow. Furthermore, we
restrict to homogeneous maps S, F and 7. Therefore, the publickey P = SoFoT
will be a homogeneous quadratic map, too. Note that, by this restriction, the security
of our Rainbow instance is not weakened.

Remember from Sect. 5.5 that, for every Rainbow public key P, there exists a
Rainbow private key (S, F, T) with linear maps S and 7 of the form

1 2
Lo T T

v1X01 Tvixon

7@ | (5.40)

001 XV 101 Xo1 fo1x02

Ip o, S
1X01 Moy xo
S = ! 2 . ; =

002x01 Iozxoz
002><v1 002><01 102><02

Therefore, without weakening the security of the scheme, we can assume that the
maps S and T of our Rainbow instance are of the form (5.40).

For our special choice of S and T we have det(S) = det(7) = 1 and (for fields
of characteristic 2)
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F@) Q(i)
U1 V2 n U1 V2 n U1 V2 n
© g © g Fo (P
U1 U1
5(2) FG(Z) Q) éz)
v2 0 0 0 vz
Q)
n n
7;6{1)1%»1.,.‘.71)2} i€{112+1,...7n} Z.E{U1+1,...,n}

Fig. 5.5 Matrices F®) (left) and Q) (right) representing the polynomials of the Rainbow central
and intermediate maps. The only non-zero elements are contained in the gray spaces

) ITO 7O . T7G L TOQ
Sl = (101><01 Sol><02> =3, 7'*1 =10 1 73
Oozxm 102><02 0 0 I
(5.41)
For abbreviation, we set T® := 7M. 7 4 7@,
We introduce an intermediate map Q = F o 7. Note that we can write the
components of the maps F and Q as quadratic forms

f(i)(x) =xI'.F® .x
gV x) =x"- 09 .x (5.42)

with upper triangular matrices F) and Q) (i = vy + 1, ..., n). Note that, due to
the relation @ = F o T, we get

0O =17 .FO . T(@(=v+1,...,n). (5.43)

Note further that, due to the special form of the Rainbow central map, the matrices
F@ Jook as shown in Fig.5.5. The matrices Q) are divided into submatrices
Q(ll), e Q((;) analogously.

In order to generate a Rainbow key pair, we choose the non-zero elements of
the matrices S, 7 and F1+D | F yniformly at random from the field F and
perform the following three steps.
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5.7.1 First Step: Compute the Matrices Q") of the First Layer

In the first step, we compute from the matrices F itD  F®) the matrices
oWith 0®)_ Since the only non-zero elements of the matrices FO (i =
v + 1,...,v) are contained in the matrices Fl(l) and F2(l), we obtain from

0O =71T.FO.T
Q(l) F(l)
0V = (F" + (F) - T + F),
Q(t) (F(l)—i—(F(')) )- T +F(l)
oV —ura! FOy-1 + 17 F(’)), (5.44)
oy =1 (F" + (F) - m+ 1] F -1+ (B -1,

of =ur)  FP 1+ 1] - FP - Ty).

Here, UT(A) transforms a matrix A into an equivalent upper triangular matrix (i.e.
ajj = 4aij +aji fori < j’aij =0fori > J)

5.7.2  Second Step: Compute the Matrices Q) of the Second
Layer

In the second step, we compute from the matrices F A F® the matrices
oWt 0™ Since the only non-zero elements of the matrices F O (G =v+
1, ..., n) are contained in the submatrices F(i), F2(i), FS(i), Fs(i) and F6(i), we obtain
from Q@ =717 . FO.T

0¥ = FY,
Q(l) (F(l)+(F(1)) ). Ty +F(l),
0y = (F" + FO) -+ Fy - T3+ FY,
oV =ura! FP -1 +10 - FP + FY, (5.45)
of =1 - (F" + F") - L+ 1] - B - T3)
+ 17 B+ (EO T+ (R + (R - T3+ B,

0y =ury - F"-n+1r) - B 1! F - ntr) - BO+T] B
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QY @Y (5.46)
MQ, MP,
0 MQs MP,

(¢)

Fig. 5.6 Computing the public key

Here, again, UT(A) transforms the matrix A into an equivalent upper triangular
matrix.

5.7.3 Third Step: Compute the Public Key

In the third step, we compute from the matrices Q) (i = vy + 1, ..., n) the public
key P of the scheme. To do this, we first transform the matrices Q") into a Macaulay
matrix M Q. Fori =v; + 1, ..., va, we copy the entries of the matrix 0% into the
(i — vp)-th row of the matrix M Q; (from left to right and top to bottom) Similarly,
we copy the elements of the matrices Q) of the second layer into the matrix M Q-
(see Fig. 5.6). After this, we compute the Macaulay matrix M P of the public key as
MP=S-MQ or

MP =MQ+ S5 -MQ>
MP, = MQ,. (5.46)

This process is illustrated in Fig. 5.6.
Algorithm 5.9 shows our key generation algorithm for the standard Rainbow
scheme in compact form.

5.7.4 Efficient Key Generation for StructuredRainbow

As in the previous section, we restrict here to Rainbow schemes with two layers
and homogeneous maps S, F, T and P. As above, we choose the matrices S and 7
of form (5.40) . Furthermore, we assign arbitrary values to the entries of the three
matrices B, B> and B3 of Fig.5.7. Note that, in this section, we assumes that the
monomials of F, Q and P are ordered according to the monomial order defined in
Sect. 5.6.2.
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Algorithm 5.9 Efficient key generation of the standard rainbow signature scheme

Input:‘ linear transformations S, 7 of form (5.40), Rainbow central map F (given as matrices
F® (i =v; +1,...,n); see Fig.5.5)
Output: Rainbow publlc key P (consisting of the matrices M Py and M P;)

1: fori =v; +1towvy do

2: Compute the matrices Q(’) Q(’) Q(l) Q(') Q(’) Q(') using (5.44).
3: end for

4: fori =vpy+1tond ) )

5:  Compute Q\”, Q(’), 0y, 0%, 0%, 0 using (5.45).

6: end for

7: fori = 1tom do

8:

Insert the elements of the matrix Q@ into the (i — v;)-th row of the
matrices M Q1 and M Q» (as described above)

9: end for

10: Compute the Rainbow public key using (5.46).

11: return M Py, M P;.

Dy Dy D Dy Dy D Dy Dy D
By Fr, 000 B Cy Gy

o s| 7] > o
By Bs Fy : F3 0 Bs By (s

F P

Fig. 5.7 The 2-layer StructuredRainbow Signature Scheme. The dark gray parts are chosen by the
user, while the light gray parts are computed from them

The key generation process of StructuredRainbow computes from these matrices
the matrices Fi, Fp, F3 and Cq, Cy, C3 of Fig.5.7. To do this, it performs the
following four steps.

5.74.1 First Step: Compute the Matrices M 01,1, M 02,1 and M Q> >

Similarily to the Macaulay matrices of F and P of Fig. 5.7, we divide the Macaulay
matrix M Q of the intermediate map Q into six submatrices M Q1.1, M Q1,2, M Q1 3,
MQ21, M Q22 and M Q3. Due to the relation P = S o Q we find

MQi1 =B+ S By,

MQ> 1 = By, (5.47)

MQ>> = Bs.
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Qe | 6a [N R | o [N el o

O : [i> 0 0 [$> O?’Q?

Fig. 5.8 Computing the central polynomials of the first layer

5.7.4.2 Second Step: Compute the Central Polynomials of the First
Rainbow Layer

For this, we represent the first 0; components of the map Q as upper triangular
matrices Q.

We insert the D elements of the i-th row of M Q1 ; into the dark gray parts of
the matrices Q(’) and Q(l) (from left to right and top to bottom; see Fig. 5.8 (left)).
The corresponding matrices F® representing the i-th central polynomial look as
shown in Fig. 5.8 (middle). Note that the only non-zero elements are located in the
submatrices Fl(i) and FZ(i). Due to the relation F@ = (T—H)T . Q(i) T we get

F = o),
FP =@+ 1+ 0y (5.48)
All the other elements of the matrices F® (i € {I,...,01}) are zero. So, after

having determined the elements of F l(i) and Fz(i), we can use the inverse relation
QW =TT . F9 . T to compute the light gray parts of Q). We find

0y = (F" + (FY) - Ty + Fy - T,

0¥ =ur! - F" -1+ 1] - F",

of =1 (F" + F) - mo+ 1] F T3+ (R 1,

ol =ury  F -1+ 1] FP - Ty). (5.49)

(see Fig. 5.8 (right)).
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Q() Q(l) (5.50) 1(i) F2(i) Fs(i) (5.51) Q(l) Q(l)
0 g”% ¢ ﬁ> 0 Q_E ﬁ> 0 f:% ;)
0 Q

Fig. 5.9 Computing the central polynomials of the second layer

5.7.4.3 Third Step: Compute the Central Polynomials of the Second
Rainbow Layer

For this, we insert the D; elements of the i-th row of M Q> ; into the dark gray parts

of the matrices Qgi) and Qg) (from left to right and top to bottom). The D, — D
elements of the i-th row of the matrix M Q> » are inserted into the dark gray parts

of the matrlces Q(’) Q(’) and Q(’) (again left to right and top to bottom; i.e. we fill
the matrix Q3 first.). Therefore, the matrices Q) look as shown in Fig. 5.9 (left).

Due to the relation F© = (7~HT . 0O . 7= we can compute the non zero
parts of the matrices F@ (i=wvy+1,...,n)as

FO = o,
F =) + @11+ 07,
B = + @) - Tu+ 03 - T3+ 05,
F) =vura! - o -1+ 1 - 0 + oY),
FO =10 + @) Ta+ 1] - 0 - 7
+ 170§ + 7" T4+<Q“>+<Q<”)> T3+ Qg (5.50)

After this, we can use the inverse relation Q) = TT . F . T to compute the
matrices Q. We get

0 =Tty -FO 41 - FP T+ 1] FO 134+ 18 FO 41 FD). (551

5.7.4.4 Fourth Step: Compute the Public Key

For this last step, we transform the matrices Q(i) (i =v1+1,...,n)back into a
Macaulay matrix M Q. This is done as shown in Fig.5.10. For i = vy, ...,n, we
perform the following 4 steps
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& Qé’i) Qgi)

QS ﬁ> MQ
0

i)

Fig. 5.10 Building the matrix M Q of StructuredRainbow

Table 5.6 Running times of our efficient key generation algorithms of the standard and the
structured rainbow signature schemes on an intel xeon @ 3.6 GHz (Skylake) using AVX2 vector
instructions

Security category | I/Ia II/11a [II/11a

Parameter set (GF(16), 32, 32, 32) (GF(256), 68, 36, 36) (GF(256), 92, 48, 48)
Standard | Structured | Standard | Structured | Standard | Structured

Mcycles 8.29 9.28 94.8 110 126 137

Time (ms) 2.30 2.58 26.3 30.5 349 38.0

Memory (MB) 3.5 3.5 4.6 4.6 7.0 7.0

« First, we write the D; elements of the submatrix (QE’) [10®) into the (i — v;)-th
row of the matrix M Q (from left to right and top to bottom).

¢ The following vi0; columns of the (i — vy)— th row of the matrix M Q are filled
with the elements of the matrix Qg'). Again, these are read from left to right and
top to bottom.

¢ We continue with the elements of the submatrix (le) (| Qé’ )).

* The last D3 — D, columns of the (i — v)-row are filled with the entries of the

matrix Qg) (again from left to right and top to bottom).

We divide the matrix M Q into submatrices as described above.
Finally, we compute the matrix M P by MP = S - M Q or, with the special form
of our matrix S,

Bi=MQi2+ S5 -MQ2>,

By=MQi3+S -MQa3,

B3 =MQ>3. (5.52)
Note that the coefficients in M P are ordered according to the special monomial
order defined above.
Algorithm 5.10 presents this key generation algorithm in compact form. Table 5.6

shows the running time of our key generation algorithms for the standard and the
StructuredRainbow signature scheme.
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Algorithm 5.10 Efficient Key Generation of the StructuredRainbow Signature
Scheme

Input: linear transformations S, 7 of form (5.40), matrices By € F%! xDi B, e Fo2x(P1) apnd

B3 € Fo2x(D2=Dy)

Output: Rainbow central map F, matrices C;, Co, C3 (see Fig.5.7).

1
2

b

10:

11:
12:
13:
14:

15:
16:
17:

PN

: Compute the matrices M Q1,1, M Q2,1 and M Q> > using (5.48)
: fori =1too; do
Insert the coefficients of the i-th row of the matrix M Q1 into the
submatrices QE’) and Q;’ ),
Set Fl(l) — Qil) and F2(l) — (QY) + (Q(ll))T) . T1 + Q;l)
Compute the matrices Qg’), Qé’), Qg), Q;') using (5.49).
end for
: fori =01+ 1tom do
Insert the coefficients of the i-th row of the matrix M Q5 1 into the
submatrices Q(ll) and Qg).
Insert the coefficients of the i-th row of the matrix M Q5 > into the
submatrices Qg’o, le) and Qg).
Compute Fl('), F2('>, F3(1), FS('), Fé(') using (5.50).
Compute Qg) using (5.51).
end for
fori = 1tomdo
Insert the elements of the matrix Q) into the i-th row of the matrix
M Q (as described above)
end for
Compute the remaining parts of the public key by (5.52).
return FO ... F™ C, C;, Cs.

Note that the algorithms presented in this section can also be used to speed up

the key generation process of (Structured)UOV.
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Chapter 6 ®
MQDSS ek

Abstract In this chapter we introduce the MQDSS signature scheme, which is one
of the few provably secure multivariate public key cryptosystems. We start by a
description of the MQ based identification scheme which allows a prover to identify
himself using a zero knowledge proof based on the knowledge of the solution of
a random system. We then describe the Fiat-Shamir construction of transforming
an identification to a signature scheme and finally present the MQDSS signature
scheme.

In [1], Chen et al. proposed a new multivariate signature scheme called MQDSS
(Multivariate Quadratic Digital Signature Scheme). In contrast to the multivariate
public key schemes discussed so far, the security of MQDSS is based solely on the
MQ Problem of solving a system of multivariate quadratic equations, which makes
the MQDSS signature scheme provably secure. However, the provable security of
MQDSS comes with the price of relatively large signatures.

The MQDSS signature scheme is based on the MQ based identification scheme
of Sakumoto et al. [4]. Using the Fiat-Shamir transformation [2], it is possible to
convert this identification scheme into a signature scheme.

We start this chapter by describing the MQ based identification scheme of
Sakumoto et al. in Sect.6.1. In Sect.6.2, we then introduce the Fiat-Shamir
transformation to convert an identification scheme into a signature scheme. Finally,
in Sect. 6.3, we describe the MQDSS signature scheme.

6.1 The MQ Based Identification Scheme

In [4], Sakumoto et al. presented a new identification scheme whose security is
based solely on the hardness of the MQ Problem. It is therefore one of the very few
provable secure multivariate public key cryptosystems. The scheme exists both as a
3-pass and a 5-pass version.

© Springer Science+Business Media, LLC, part of Springer Nature 2020 153
J. Ding et al., Multivariate Public Key Cryptosystems, Advances in Information
Security 80, https://doi.org/10.1007/978-1-0716-0987-3_6
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The scheme uses a multivariate quadratic system P : F* — F” with randomly
chosen coefficients which can be seen as a system parameter and is fixed for a large
number of users.! Every user chooses a random vector s € F” as his private key and
computes his public key as v = P(s) € F".

To identify himself to a verifier, a user (called prover) has to show that he knows
a solution s of the quadratic system P(x) = v without revealing any information
about s. This is done using a so called zero-knowledge proof.

To create a zero-knowledge proof of knowledge for the vector s, we need the so
called polar form of the multivariate system P, which is defined as

Gx,y) =Px+y) —Px —Py). (6.1)

Note that G(x, y) is bilinear in X and y.

Remark 6.1 In general, the polar form of a multivariate system P is defined as
g(x,y) = Px+y) —Px) —P(y) +P(0) (c.f. Chap.2). But, since we assume the
system P to have no constant terms, the term P (0) vanishes.

The basic observation of [4] is the following: The knowledge of s is equivalent
to knowing a tuple (rg, ry, to, t1, €, €;) with ro, r, tg, t; € F” and ep,e; € F™
satisfying

G(to,r1) +e9g=v—"P(r)) — G(t;, r;) —e and (6.2)
(to, €o) = (ro — t1, P(ro) — e1). (6.3)

Under the assumption that there exists a computationally binding and statistically
hiding commitment scheme C om.,? the authors of [4] used this observation to create
a zero-knowledge proof of knowledge of a solution of the system P(x) = v.
This proof can be used by a prover P to identify himself to a verifier V using an
interactive protocol. In the paper [4], the authors proposed both a 3- and a 5- pass
version of the resulting identification scheme. The workflow of these two schemes
is shown in Figs. 6.1 and 6.2.

The identification protocols as shown in Figs. 6.1 and 6.2 are not error free, i.e.
there is a non negligible probability that an attacker, who is not the owner of the
private key s, can pass one round of the protocol (soundness error). In case of the
3-pass version, this soundness error is 2 5, for the 5-pass version it is 2 + 2 , Where
q is the cardinality of the underlying ﬁeld To make the impersonation probablhty
reasonably small, it is therefore necessary to perform several rounds of the protocol.

ITo simplify the description of the scheme, we assume that the system 7 does not contain constant
terms.

2In practice this is realized by a collision- and pre-image resistant hash function.
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Prover: P,v,s Verifier: P, v

Choose ro,tg €g F", eg € F™
Set ri =s—rg, t1 =rg9 — to
Set e1 = P(rg) — ep

co = Com(r1,G(to,r1) + eo)
c1 = Com(to, eq)

cog = Com(ty,eq)

(co,c1,c2)
RSN
Pick Ch €g {0,1,2}
Ch
PENCLLE
If Ch =0, Rsp = (ro,t1,e1)
If Ch =1, Rsp = (r1,t1,e1)
If Ch =2, Rsp = (r1,t0,€0)
Rsp
_—

If Ch = 0, check
1 = Com(ro — t1,P(ro) — e1)
co z Com(ty,e1)

If Ch =1, check
co ; Com(ri,v—P(r1) — G(ti,r1) —e1)
co = Com(tl,el)

If Ch = 2, check
£ Com(r1,G(to,r1) + en)

2

= Com(to, ep)

€0
Cc1

Fig. 6.1 The MQ based identification scheme (3-pass version)

In order to show that the two versions of the MQ based identification scheme
really provide zero-knowledge proofs of knowledge, we have to prove the following
three theorems, of which the first is easy to show.

Theorem 6.2 The MQ based identification scheme as shown in Figs. 6.1 and 6.2
is correct, i.e. an honest user can respond to all challenges correctly and therefore
will pass the identification protocol with probability 1.

Theorem 6.3 The MQ based identification scheme as shown in Figs. 6.1 and 6.2
is statistically zero-knowledge, if the underlying commitment scheme Com is
statistically hiding.
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Prover: P,v,s Verifier: P, v

Choose ro,tg € F"™*, eg eg F'™
rsr =s—ro
cop = Com(ro, to,eo)

c1 = Com(rL g(t07 rl) + 90) (CO Cl)

Pick a eg F
- o
t1 =arg —to
e; = Oﬂj(l‘()) —€eQ
(t1,e1)
Pick Ch € {0,1}
Ch
.<7
If Ch = 0, Rsp = 1o
If Ch = 1, Rsp = 11
Rsp
_

If Ch = 0, check

co Z Com(rg,arg — t1,aP(rg) —e1)

If Ch = 1, check ¢ —
Com(ry,a(v —P(r1)) — G(tiry) —e1)

Fig. 6.2 The MQ based identification scheme (5-pass version)

Proof (sketch) We restrict to the 3-pass version (see Fig. 6.1). Let S be a simulator
which only gets the public key (P, v) interacting with a cheating verifier CV. We
have to show that S can impersonate an honest prover with probability 2/3. To
do this, S chooses randomly a value Ch* € {0, 1,2} and vectors §', 1, t;, € F",
e, € . Here, Ch* is a prediction which challenge the cheating verifier CV will
not choose. Then, S computes r; = s" — r;, and t| = r;, — t,. Furthermore, he
computes

o IfCh* =0:¢] =v—P(s) + P(ry) — €, and ¢, = Com(r}, G(t, r}) + e[)
o IfCh* =1:e] = P(r,) — e, and ¢, = Com(r|, G(t;, 1) + €()
o IfCh* =2:e] =P(ry) —eyand ¢y = Com(r},v—"P()) —G(t], 1)) +¢)).

—

Then, S computes ¢; = Com(ty,ey) and ¢, = Com(t|,e]) and sends the
commitments (c, ¢}, ¢5) to CV.

Due to the statistical hiding property of Com, the challenge chosen by CV will be
different from Ch* with probability 2/3. In this case, the responses Rsp; (i # Ch*)
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will be accepted. Therefore, the simulator S can produce a valid transcript of one
round of the identification scheme with probability % O

Theorem 6.4 If the commitment scheme Com is computationally binding, the
3- and 5-pass versions of the MQ based identification scheme are arguments of
knowledge for a solution s of P(x) = v with knowledge errors of % and % + %
respectively.

Proof (Sketch) Again we restrict to the 3-pass version of the identification scheme.
We have to show that a user, who is able to respond to all three challenges correctly,
can either break the binding property of the commitment scheme Com or extract a
solution of the given instance of the MQ Problem. So, let Rspy = (f'(()o), i(lo), éEO)),
Rspy = (f'gl), fgl), éﬁl)) and Rsp; = (f‘gz), féz), 662)) be valid responses to the
challenges 0, 1 and 2 respectively (for fixed commitments cp, ¢1 and c;). Since all
three responses are found to be correct, we have

co = Com®", v —P@E") — gV, &) — &)

= Com®?, G4, ¥ + &), (6.4)
and
c1 = Com(@y) — 1", PGy — &)
= Com(@, &), (6.5)
and

ey = Com@”, &)
= com@",&"). (6.6)

If, in any of the Egs. (6.4)—(6.6), the input values of Com in the two rows are distinct,
the bounding property of the commitment scheme is broken. Otherwise we find from
(6.4) f'(ll) = f_gz) and therefore

v=PE) +@" +iP. FP) + & +&.
Furthermore we find
(1) | 72 6.6) 2(0) | 7(2) (6.5 ~(0)
6+t =)+t =
and

~2) | z(1) 6.6) ~x2) | =(0) (65 5 ~(0
e(())+e§) = e(())+e§) = ’P(r(())).
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Therefore we have

~ ~ ~ ~ 6.1 ~ ~
v=PE) + GG i)+ PEY) S PE + ).

We have therefore found a solution of the equation P(x) = v. m|

6.1.1 Reducing the Communication Cost

For the 3-pass identification scheme, we can reduce the overall communication
cost by using the following technique. Instead of sending the three commitments
o, €1, c2 to the verifier, the prover sends the hash value com = H(co, c1, c2)
for a collision resistant hash function . To enable verification, he has to add
the commitment ccy, to the response. The verifier computes the commitments c;
(j # Ch) and finally checks if com = H(co, c1, c2) holds. By doing so, the
communication cost of the 3-pass identification scheme is reduced by the length
of one hash value per round.

For the 5-pass identification scheme, this technique does not lead to a reduction
of communication directly. However, when using the 5-pass identification scheme
as basis of a Fiat-Shamir signature, we can use a similar technique to reduce the
signature size significantly (see Sect. 6.3).

6.1.2 Security

An attacker against the identification scheme can have one or both of the goals

1. Impersonate himself as a different user
2. Break the underlying hardness assumption (in this case find a solution of

Px) =v).

Note that, due to the correctness of the scheme, a successful attack against (2)
implies an attack against (1).

Usually it is demanded that the hardness of the underlying problem is at least
2128 which requires the system 7P to consist of at least 148 equations in the same
number of variables over GF(2) (or 32 equations over GF(256)). On the other hand,
the security of the scheme against impersonation attacks might be significantly
smaller.

In order to reduce the impersonation probability of the 3-pass scheme to 27, we
need

> ——
~ log, 3/2
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Table 6.1 Minimal number of rounds needed in the MQ based identification scheme

Impersonation Number of rounds

probability 3-pass identification 5-pass identification (¢ = 256)
232 55 33

264 110 65

280 137 81

2-128 219 129

rounds. For the 5-pass version, the minimal number of rounds is given by

> k .
= Tog,(172+1/C))

Table 6.1 shows, for different values of k, the minimal number of rounds needed to
reduce the impersonation probability below 27,

6.1.3 Key Sizes and Efficiency

Since the public system P of the MQ based identification scheme is a completely
random system, it can be stored as a small seed of e.g. 256 bits. Together with the
vector v, we therefore obtain a public key size of

sizepk MQident = Mt[log, g1 + 256 bits.
For a security level of 128 bit, the public key size of the MQ based identification
scheme is therefore 404 bits (3-pass scheme, ¢ = 2) or 512 bits (5-pass scheme,

q = 256).
The private key consists of the vector s, which can be stored using

sizesk MQident = 1 [log, g bits.
For the 3-pass scheme (¢ = 2), this results in a private key size of 148 bits, for the
5-pass scheme (g = 256), we get a private key size of 256 bits.
For the 3-pass version, the communication cost between prover and verifier is

31h| + 2+ 2n +m)[log, q] bits.

per round, where |A| is the output length of the commitment scheme Com. Using
the above technique to reduce the communication cost, we can reduce this to

2|h| + 24 (2n 4+ m)[log, q1 bits.
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Table 6.2 Key sizes (in bit) and communication cost of the MQ based identification scheme

Impersonation Communication cost (kB)

probability 3-pass scheme (g = 2) 5-pass scheme (g = 256)
2732 8.16 (6.43) 5.19

2-64 16.3 (12.9) 10.2

2-80 20.3 (16.0) 12.7

2-128 32.5 (25.6) 20.3

The hardness of the underlying MQ instance is 128 bit. For the 3-pass scheme, the number in
brackets shows the overall communication cost using the mentioned idea to reduce it

For the 5-pass version, the communication cost per round is
21h| + 14 2n + m + 1)[log, g1 bits.

Table 6.2 shows the overall communication cost of the 3- and 5-pass MQ based
identification scheme for different impersonation probabilities (128 bit security
of the underlying MQ Problem, || = 256). In the fourth column, the number
in brackets shows the overall communication cost using the above technique to
reduce it.

6.1.4 Toy Example

We choose m = n = 4 and take ' = GF(4) as the underlying finite field,
whose addition and multiplication tables are given in Fig. 3.3. We choose randomly
a multivariate quadratic system P = (p(I, ..., p™®) : F* — F* of the form

2x1x3 + x1x4 + x% + a2x2x3 —+ xox4 + a2x2

1
PP, ... x4) =«
2 2
+ x5 +ax3 +axs + 1,
(2) 2 2 2
P (X1, ., xa) = axy] +otx1x + X1x4 4+ axy + oxox3 + axoxg
+ ozzxz + a2x32 + a2x3x4 +axq + az,
PO (1, xa) = @®xf 4 oPx1x3 4 x1 4 x0x3 + 0xoxg + X2 4 ax?
+ x3x4 + ax3 + oxg + 062,
p(4) (X1, ...,Xx4) = x1x2 + x% + axox3 + a2x2x4 + ot2x2 + oczx%

+ a2x3x4 + a2xi + .
The prover randomly chooses a vector s € F* as his private key, for example

s=(x,a, 1, 1),
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and computes v = F(s) as his public key. He obtains
v=(a%0,0,a).

In the following we perform two rounds of the 3-pass identification scheme.

1. Round

We choose randomly 3 vectors ry, ty and eg € F4, e.g.

rO = (07 a’ a’ ]‘)’
to = (@,0,1,0%),
e = (,0,, 1)

and compute

rp=s—ro=(a0,a°,0),

t; =19 —ty = («, o, &%, @),

e; = P(ro) —ep = (1,0,a%, 1).
Finally, we compute the three commitments

co = Com(ry, G(tg, r1) + €p) = Com(a, 0,0%,0, 1,0, a, 0)
c1 = Com(to, eg) = Com(a, 0, 1,0%, @, 0, , 1)

c» = Com(ty, e)) = Com(a, o, 0%, a, 1,0, 2%, 1)

and send them to the verifier. Let us assume that we get Ch; = 0 as the challenge
for round 1. Therefore, we have to compute the response as

Rsp; = (ro.t1,e)) = (0,0, 0, 1, 0,0, 0%, @, 1,0, 0%, 1).

2. Round
We choose randomly 3 vectors rq, fo and eg € F4, e.g.

rog = (o, 0, o, ),
to = (o, 1,1, 1),

eo = (0,1,02, %)

and compute
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ri=s—ry= (0, % a?),
ti=ro—to= (0, 1,02, a?),

e = P(ro) —ep = (1, a2, 0, a?).

Finally, we compute the three commitments

2

co = Com(ry, G(to, r1) + €9) = Com(0, &, &*, &*, 0, @, @, 1)

¢1 = Com(ty, €y) = Com(a, 1,1,1,0, 1, &%, %)

¢» = Com(ty, e;) = Com(0,1,a%, o, 1,a%,0,a?)

and send them to the verifier. Let us assume that we get Chy = 2 as the challenge
for round 2. Therefore, we have to compute the response as

Rspy = (r1,to, €0) = (0, &, &2, &%, 0, 1,1, 1,0, 1, 0%, o?).

6.2 The Fiat-Shamir Transformation

In [2], Fiat and Shamir proposed a general construction to convert an identification
scheme into a digital signature scheme. The basic idea is to produce a transcript of
the interactive identification protocol over r rounds. The challenges Chy, ..., Ch,
are hereby derived from the hash value of the message to be signed. The resulting
signature scheme can be described as follows:

Public Key The public key of the underlying identification scheme.
Private Key The private key of the underlying identification scheme.

Signature Generation To generate a signature for a message d < {0, 1}*, the
signer uses a hash function A : {0, 1}* — {0, 1}" to compute a hash value
h = H(d) of the message and two derivation functions D¢y, and D¢y, to derive
from h the challenges Chy, ..., Ch, and the commitments (Comy, ..., Com,) of
the identification scheme. He computes, for i = 1,..., r, the responses Rsp; of
the identification scheme corresponding to Com; and Ch;. The signature o of the
message d is given by

o =(Comy,...,Com,, Rspy, ..., Rsp;).

Since the functions H and D¢y, are publicly known, the challenges Chy, ..., Ch,
do not have to be part of the signature.
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Signature Verification To check if o is indeed a valid signature for the doc-
ument d, the verifier uses the functions H and D¢y to compute the challenges
Chy,...,Ch,. Then he parses o into Comy,...,Com,, Rspy,..., Rsp, and
checks, fori = 1,...,r, if Rsp; is the correct response according to Com; and
Ch;. The signature o is accepted if and only if all these tests are fulfilled. If one of
the test fails, the signature is rejected.

6.2.1 Security Analysis

The security of the Fiat-Shamir signature scheme was proven by Stern et al. in [3].
The proof is given in the so called random oracle model.

Definition 6.5 A random oracle is an oracle which, on every unique query, outputs
a response chosen uniformly at random from its output domain. If a query is
repeated, it gives the same response every time the query is submitted.

In the random oracle model, one assumes that every hash function behaves like a
random oracle.
The security proof for the Fiat-Shamir transform is based on

Theorem 6.6 (Forking Lemma) Let A be a PPT Turing Machine receiving only
public data as input. If A can find a valid signature (m, o1, hy, 03), then a replay
of the same machine, with the same random tape but a different random oracle, can
find another valid signature (m, o1, h’, 05) with h # h'.

Proof see [3], Lemma 2. O
Using the Forking Lemma it is now possible to prove

Theorem 6.7 Forging a Fiat-Shamir signature implies breaking the security
assumption of the underlying identification scheme.

Proof We proof the theorem for the case of the MQ based identification scheme of
Sect. 6.1 being the scheme underlying the Fiat-Shamir construction.
Let A be an algorithm forging a signature for a message d and commitments

Comy,...,Com,. Due to the forking lemma, we find that, by applying the algo-
rithm A several times (with different random oracles), we can get valid signatures
oW, ..,0® for (d, Comy, ..., Com,) of the form

c® = (Comy,...,Com,, Ch(li), e, Chﬁi), Rspii), e, Rspﬁi))

where (Ch", ..., ch"y £ (Ch\", ... Ch{) fori # j.
In particular, we can find three signatures oy, o1 and ¢ such that
ch® =0, ch” = 1 and Chj?) = 2 for some [ € {l,...,r}. Since 61, &

and o3 are valid Fiat-Shamir signatures, we know that Rs pl(i) is a valid response to
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Comy, Chl(i) (i = 0,1,2). As shown by Theorem 6.4, we can extract from this a
solution of the MQ instance P(x) = v. |

Remark 6.8 The security proof of the Fiat-Shamir construction as given above is
only true in the classical random oracle model (i.e. the attacker has only classical
access to the random oracle). However, under some additional assumptions, the Fiat-
Shamir construction still leads to a provably secure signature scheme, even when
quantum attacks are considered [5].

Remark 6.9 The number r of rounds of the identification scheme underlying a Fiat-
Shamir signature must be chosen in a way that the security requirements of the
signature scheme are fulfilled. In particular, we do not longer distinguish between
the security level against impersonation attacks and that of attacks against the
underlying problem, but require that both meet a high security level of at least
128 bit. In the case of signatures based on the MQ based identification scheme,
this means that we need at least 219 rounds (3-pass version) or 129 rounds (5-pass
version; g = 256).

6.3 The MQDSS Signature Scheme

The MQDSS signature scheme was proposed by Chen et al. in [1] and later
submitted to the NIST competition for post-quantum public key cryptosystems. The
scheme uses the Fiat-Shamir construction to transform the 5-pass version of the MQ
based identification scheme (see Sect. 6.1) into a signature scheme. Therefore, the
security of the scheme is solely based on the MQ Problem, which makes the scheme
to be one of the very few provable secure multivariate public key schemes.

The scheme uses the following parameters:

* apositive integer k—the security parameter

e a positive integer n = n(k)—the number of variables and equations in the
multivariate quadratic system

* apositive integer ¢ = g (k) (a prime or prime power)—the size of the underlying
field

¢ a positive integer r = r(k)—the number of rounds

Key Generation In order to generate a key pair of MQDSS, the signer proceeds as
follows:

¢ He chooses randomly a bitstring sk of length k
* using a PRNG, he derives from sk the three seeds Sp, Ss and Sye:

— Sp is used to generate the system parameter P (a multivariate quadratic
system of n equations in n variables)
— S is used to generate the input s € " of the multivariate system
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— Srte 15 used in the signature generation process to derive all the values rg), tg)

and eg ) (i =1,...,r).(This step is not performed during key generation.)

* Finally, he computes v = P(s).

The private key of the scheme is the seed sk, the public key consists of the seed Sp
and the vector v € F",

Signature Generation In order to generate a signature for a document d €
{0, 1}*, the signer generates a valid transcript of r rounds of the 5-pass MQ based
identification scheme of Sect. 6.1. In particular, he performs the following steps

Derive the seeds Sp, Ss and Syte from sk.

Derive the multivariate quadratic system P from Sp.

Derive the vector s from Sg and compute v = P(s). Set pk = (Sp, V).

Use a hash function H to compute a message dependent random value R by
R = H(sk,d) and a randomized message digest D by D = H(pk, R,d). R
must be included in the signature to enable verification.

(1) (r) (1) (r (M ()
0 -y sty ,...,t0 1€ s, €

=

d

Derive from Syte and D the values r,
6. Fori =1,...r compute

@ _ (@)
I‘1 =S — I'O
) = Com(?, 19, o)
¢ = Com”, 6t r{") + €

com® = (c(()i), CY))

7. Setog = H(comV, ... com™)
8. Derive from D and oy the first challenge ch and parse it into
aWM e e,

9. Fori =1,...r compute
() = o _
eii) = cx(")]-'(rg)) - e(()i)
and set Rspii) = (t(i), e(li)).
10. Set o = (Rspgl),..., Rspgr)) and derive from D, oy, ch; and o] the

challenges ChV, ..., Ch®) € {0, 1}. .
11. Fori =1, ..., r compute the response Rspg)

« IfCh® =0, Rsp® =r}).
« IfCh®O =1, Rsp® =r\".
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1 1
12. Setoy = (Rsp() .. RSP(V) i)chm"" ir)Ch(”)

The signature for the message d is given as
o = (R, 00,01, 02).

The length of the signature o is |o| = (2 + r)k + 3rn[log, g1 bits.

Remark 6.10 For a standard Fiat- Shamir signature, we would have to include all
the commitments c(()l), cil), .. c(()r), c1 ) into the signature. However, as shown in

step 7 of the signature generation process, it is enough to include the hash value

com = H(c(()l), c%l), ) c(()r), clr) ), when we include the commitments
il) PTUIRERE ir_) Ch® (see step 12). During verification, the verifier computes the
commitments c(l;lm, . (Ci)z“) and checks, if com = ’H(c(()l), cgl), .. (()r), clr))

holds. If this is the case, the signature is accepted, otherwise it is rejected
By this modification, we can reduce the signature size by (» — 1) hash lengths.

Signature Verification In order to check, if o is a valid MQDSS signature for
the message d, the verifier parses o into R, 0g, o1 and o7. He derives from R, og

and o the challenges aD o ch® . ch®), computes the commitments
(1) (V)

Conmr 2 Copm and finally checks if

0o = ’H(c(()l), cil), . c(()r), clr))

holds. If this is the case, he accepts the signature o, otherwise he rejects it.
In detail, the verifier performs the following steps.

. Derive from Sp the multivariate quadratic system P.

. Parse o into R, 0y, 01 and o7 and derive from R the randomized message digest
D = H(pk, R, d).

3. Derive from D and oy the first challenge ch; and parse it into

aD e eF.

4. Derive from D, oy, chy and o] the challenges ChV ... Ch® ¢ {0, 1}.
a ) (r)

N —

5. Parse oy into Rsp; ', ..., Rspir) and o, into Rspél), ..., Rsp;

(1) ( )
Clchm - C_cnm-

6. Recover the missing commitments ¢
1, ..., r the following steps

(i).

1) "

chvs - Cope DY performing for i =

(a) Parse Rsp(i) into t(i),
1 1
(b) If Ch'YD = 0, compute c( D as
pute ¢,
c(()i) = Com(rg), oz(i)r(()i) — tY), a(i)P(r(()i)) — e(li)),

otherwise compute c( 0
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e1 = Com(? aD (v — PE?) — G, 1) — o).

(c) Setcom) = (c(()i), CY)).

7. Compute o) = HcomD, ..., com™).
8. If o) = 09 holds, accept the signature, otherwise reject it.

6.3.1 Security

Due to its construction using the Fiat-Shamir transformation, the security of the
MQDSS Signature scheme is directly based on the security of the underlying MQ
based identification scheme and therefore on the hardness of inverting the system P.
Since P is a completely random system,’ the security of the scheme is based solely
on the hardness of the MQ Problem, which makes the scheme one of the very few
provable secure multivariate public key schemes.

6.3.2 Key Sizes and Efficiency

The public key size of the MQDSS signature scheme is given as
sizepk MQDSS = k + [log, g1n bits,
the size of the private key is
sizesk MQDSs = k bits.

In [1], the authors used the field GF(31) as the underlying field for MQDSS.
Furthermore, they decided to use a determined system P as the public system
parameter.

Since P is a completely random system, we only have to consider the direct
attack. To defend a determined multivariate quadratic system over GF(31) against
this attack, we need, in order to achieve a security level of £ bits, about £/3 equations
and variables.

Regarding the signature size, the most important factor is the number of rounds
of the identification scheme we need to achieve the given level of security. For the 5-
pass identification scheme and GF(31) as the underlying field, this number is given
as

3Here, we assume that the PRNG used to generate the system P from the seed sk works fine.
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Table 6.3 Parameters and key sizes of MQDSS

Security Parameters Public key Secret key Signature
category (k,q,n,r) size (bytes) size (bytes) size (bytes)
I (256, 31, 48, 269) 62 32 32,882

II (384, 31, 64, 403) 88 48 67,800

¢
r=|———— | ~0.95¢
log,(1/2 + 1/62)

Table 6.3 shows the parameter sets recommended for MQDSS.

As can be seen from the table, the key sizes of MQDSS are much smaller than
those of HFEv- or UOV/Rainbow. The reason for this is the choice of P as a
completely random system, which enables to create the system from a small random
seed.

On the other hand, the signatures are much larger than those of other multivariate
schemes. Also with regard of the efficiency of the signature generation algorithm,
the scheme can’t compete with Rainbow.

References

1. M. Chen, A. Hiilsing, J. Rijneveld, S. Samardjiska, P. Schwabe, From 5-pass MQ-based
identification to MQ-based signatures, in Advances in Cryptology — ASIACRYPT 2016 Part
1I. Lecture Notes in Computer Science, vol. 10032, (Springer, Berlin, 2016), pp. 135-165

2. A. Fiat, A. Shamir, How to prove yourself: Practical solutions to identification and signature
problems, in Advances in Cryptology — CRYPTO 1986. Lecture Notes in Computer Science,
vol. 263 (Springer, Berlin, 1986), pp. 186-194

3. D. Pointcheval, J. Stern, Security proofs for signature schemes, in Advances in Cryptology —
EUROCRYPT ’96. Lecture Notes in Computer Science, vol. 1070 (Springer, Berlin, 1996), pp.
387-398

4. K. Sakumoto, T. Shirai, H. Hiwatari, Public-key identification schemes based on multivariate
quadratic polynomials, in Advances in Cryptology — CRYPTO 201 1. Lecture Notes in Computer
Science, vol. 6841 (Springer, Berlin, 2011), pp. 706-723

5. D. Unruh, Post-quantum security of fiat-shamir, in Advances in Cryptology — ASIACRYPT 2017
- Part I. Lecture Notes in Computer Science, vol. 10624 (Springer, Berlin, 2017), pp. 65-95



Chapter 7 ®
The SimpleMatrix Encryption Scheme oo

Abstract In this chapter we study the Simple Matrix encryption scheme, which
is one of the very few multivariate encryption schemes from the SingleField
family. After introducing the basic Simple Matrix encryption scheme, we consider a
variation called rectangular Simple Matrix encryption scheme. This scheme allows
a more flexible parameter choice which leads to smaller key sizes and a decreases
the probability of decryption failures. We end this chapter by a security analysis of
the Simple Matrix scheme.

In the previous chapters, we already discussed a number of multivariate encryption
schemes from the BigField family (e.g. MI, PMI+, HFE, ZHFE). In this chapter we
now introduce a SingleField encryption scheme, called the SimpleMatrix (or ABC)
encryption scheme.

The central map of the SimpleMatrix encryption scheme is a quadratic map
from F" to F?", whose components are defined as the product of linear maps. In
particular, we start with three matrices A, B and C containing linear combinations
of the plaintext variables and define the central map F as F = (E1, E»), where E;
and E; are given as the matrix products £y = A - B and E» = A - C (hence the
name of the scheme).

Although the structure of the SimpleMatrix scheme seems to be very simple, it
has (for suitable parameter sets) withstood all cryptanalytic attempts. Since both
encryption and decryption are very efficient (we only have to solve linear systems),
the scheme is considered to be one of the most promising encryption schemes on
the basis of multivariate polynomials.

Section 7.1 describes the basic SimpleMatrix encryption scheme as proposed by
Tao et al. in [4]. In Sect. 7.2, we then describe an extension of the scheme called
rectangular SimpleMatrix [5], which allows a flexible balance between security and
efficiency and an even more efficient decryption process. Finally, in Sect. 7.3, we
handle the most important attacks against the SimpleMatrix encryption scheme.
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170 7 The SimpleMatrix Encryption Scheme
7.1 The Basic SimpleMatrix Encryption Scheme

The SimpleMatrix encryption scheme, as proposed by Tao et al. in [4], can be
described as follows.

Key Generation Let IF be a finite field with ¢ elements, r be a small integer and

X1 ... X
A= : Dl eF
Xpn—r41 -+ Xn
We set n = r2 and m = 2n. In order to generate a key pair for the SimpleMatrix
scheme, Alice chooses two r x r matrices B and C containing randomly chosen
linear combinations of the variables yi, ..., y,. She computes E;y = A - B and
E> = A - C. The central map of the scheme is given as F = (Eq, Ep) : F' — F2n,

In order to hide the structure of the central map in the public key, F is composed
with two invertible affine transformations S : F2* — F2* and 7 : " — F”".

PublicKey P=SoFoT :F" — F>
Private Key The private key consists of

¢ the three matrices A, B and C and
* the two affine maps S and 7.

Encryption In order to encrypt a plaintext z € I, Bob computes w = P(z) € F2".

Decryption To decrypt the ciphertext w € F2", Alice performs the following three
steps

1. Compute x = S~!(w) € F?" and set

X1 e X Xn+1 -+« Xntr

Xn—r+1 --- Xn Xm—r+1 -+ Xm

2. Assume that, for the (so far unknown) plaintext z, the matrix A = A(T(2) is
invertible and set W = A~!. From E; = A - B and E» = A - C we obtain

B=W.-EjandC =W - E,.

These two relations yield a system of m linear equations in the n unknown
elements of W and the n variables yi, ..., y,. By solving this system using
Gaussian elimination, we get the vectory = (yq, ..., y,) € F".

3. Compute the plaintext z € F" by z = T~ (y).
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Remark 7.1 1If the linear system in step 2 of the decryption process is not invertible,
decryption is not possible. In this case, we get a decryption failure. This happens
with a probability of

Probgecryption faiture = 1 — (1 — 1/¢™)(1 — 1/¢" ") -~ (1 = 1/q) ~

| =

In order to decrease the probability of decryption failures, the SimpleMatrix scheme
is therefore mainly used over fields of large characteristic such as GF(2'®) or
GF(23?).

Remark 7.2 Tt might happen that the linear system in step 2 of the decryption
process has multiple solutions. In this case, one can use redundancy in the plaintext
to make the solution unique. One possibility for this is to choose the first coordinate
of each plaintext to be one (see the Toy Example below).

7.1.1 Key Sizes and Efficiency

The public key size of SimpleMatrix is

(n+Dn+2)

Sizepk SimpleMatrix = 2n )

F-elements. The size of the private key is

sizegk SimpleMatrix = nm+1)+nn+1)+2nH +1)
—_— —— —, —
S T F

F-elements. So, in contrast to most other SingleField schemes such as UOV or
Rainbow, the private key size of SimpleMatrix is only quadratic in n.

The decryption process of the SimpleMatrix encryption scheme requires only
the solution of linear systems. This can be implemented much more efficiently
than for example the decryption of HFE and its variants which requires inverting a
univariate polynomial of high degree. Moreover, unlike schemes which use internal
perturbation, the decryption process of Simple Matrix contains no guessing step. It
is therefore much more efficient than the decryption step of the BigField multivariate
encryption schemes discussed so far.

7.1.2 Toy Example

In the following we illustrate the workflow of the SimpleMatrix encryption scheme
using a toy example. We choose ' = GF(4) as the underlying field and r = 2.
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Therefore, the public key of our scheme consists of 8 quadratic equations in 4

variables.

The private key of our scheme consists of the two affine maps S : F® — F8,

7 The SimpleMatrix Encryption Scheme

@21 0 0a2a a O X1 o
@20 002020 1 « X2 o
0010aa00O0 X3 o?
1 0aa?21a?201 X4 o?
S(xy, ..., =
G =0 000 1 a1 1 || 1
o a?a? a0 ad? X6 o
a1l 1 0a2a O X7 0
a?a? 0 ?2a?a?a? o X3 1
and T : F* — 4,
0 1 1a? X1 1
T x4) = @2 1 0a? X1 " 0
A A PP X3 0
1 001 X4 0
as well as the two matrices B, C € F[xy, xp, x3, x4]2><2

axy4 X1 +x2+ ()l2X3
= 2 2 and
ax] +ox3+a“xq4 a°x1 +axz + x4

azxz + x4 X2 + ox3 + X4
a2x2 + x4 x1 + ot2x2 + ax3 + a2x4 ’

In order to compute the public key, we first compute the matrices

E1=A-B:(x1x2>-3
X3 X4

i (otxlxz + oxix4 + axpx3z + otzxz)m

xf + ax1xn + a?xix3 + @xoxz + x2x4
axixq + azx‘%

x1x3 + ax1x4 + x2%3 + a2x32 + ax3xg + x‘%

and

Ey= AC = a2x1x2 + x1x4 + azxg + x2x4 axix3 + xi1x4 + a2x22 —+ axyx3 + a2x2x4
azxzx3 + azxzx4 + x3x4 + xf X1X4 + X2Xx3 + azxzx4 + ax% + a2X3x4 + azxf

and set 7 = (fD, ..., f®) = (Ev11, Ev2s Er o1, En 2, Exn1, En12, 201,
E> 7).
Finally, we compute the public key P = (p", ..., p®) : F* — F8 by

P =S8 o FoT,obtaining
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p(l) = ozzx% + ax% + xox4 + axoy + azxg + ax3xg + a2x3 + azxz +a,
p(z) = owcl2 + ax1x2 + oxixs + a?xixg + x1 + xoxs + x2 + vz + ax;
+ x4 + 1,
p(3) = ax12 + axixy + a2x1X3 + axixq + a2x1 + otzx% + axpx3 + xpx4 + X2
+ ozx32 + x3x4 + a2x3 + xf + a2x4,
p(4) = a2x1x2 + ax22 + a2x2x3 + a2x2x4 + x32 + ax3xs + a2x3 + xf,
p(5) = olez +axixy + a2x1x4 + X1 + 0xX2X3 + X2Xx4 + X2 + X3X4 + 0¢X3 + xf
+ x4+ 1,
p(6) = azx% + x1x2 + x1x3 + x% + x2x4 + x3Xx4 + (xzx‘% + «,
pm = ozx12+a2x1x3 +otx§+otxpc3 +xzx4+otxz+ot2x32+a2X3x4+a2x§ +a?,
p(g) = x% + axixy + x1x3 + azxg + axax3 4+ o?xp + ozx32 + x3x4 + xf + 1.
In order to encrypt a message z = (1, a, o2, @) € {1} x F3, we just compute
w = P(z) and obtain

w=(*al101, o a) cF
In order to decrypt the ciphertext (ozz, a,1,1,0,1, a2, o) € IF3, we first compute
x=8"'w) = @? a,a®, a* 0,a>,0,0) € F®

and write the result into the matrices E; and E, € F2*2 as

2 2
= o o = 0«
E1=<a2a2) and E2=<OO).

After that, we have to invert the central map, i.e. we have to find a vectory € F* such

that F(y) = x holds. We set W = (wl w2

) to be the inverse of the (unknown)
w3 wq

matrix A = A(y) and build the linear system given by the equations W - Ei—B=0
and W - E; — C = 0, obtaining



174 7 The SimpleMatrix Encryption Scheme

000 aa?2a®20 0 V1 0

1 1a20 aa?20 0 2 0

a 0 a0 0a?a? 3 0

2?0 a1l 00 aoa? v+l |0

0a’?0 1 0000 wy | |0

01l ala>000 wy 0

0a’?0 1 0000 w3 0

la?aa20 020 Wy 0
The rank of this system is 7. Therefore, after eliminating the variables wy, ..., w4,
we get 3 linear equations in the 4 variables yi, ..., y4. By solving these equations

we obtain
y=k-(l,a,a? 1) withk €.

Finally, we have to compute 7® = 71 (y(k)) for each k € FF. Only for k = o2, the
first component of the vector z%® is 1, which guarantees that

z(az) =(1,aq, o?, a2)

is the encrypted plaintext.

7.2 The Rectangular SimpleMatrix Encryption Scheme

A natural extension of the SimpleMatrix encryption scheme is the rectangular
SimpleMatrix encryption scheme proposed by Tao et al. in [5]. Instead of using
square matrices A, B and C, the rectangular SimpleMatrix scheme allows these
matrices to be rectangular. It therefore introduces a lot of new parameters, which
make the scheme more flexible and allow the user to find a balance between security,
efficiency and the probability of a decryption failure. The scheme can be described
as follows.

Key Generation Let F be a finite field with ¢ elements and 7, s,u,m,n € N
be integers satisfying m = 2su. For the efficiency of the decryption process
we furthermore choose the number n of variables such that (n — r(2u — s))
-n—rQCu—s)+1) <2m. We set

ajy ap ... ayy b1 bz ... by Cl1 €12 e Cly
az) az ... ayr by by ... by €21 €22 .. Cy

., B=|. . Ule=... |

ds] ds2 ... dsr b;l b;z b;u Crl €2 . Cry
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where A is an s x r matrix, whereas B and C are r X u matrices containing randomly
chosen linear combinations of the variables x1, ..., x,.

As in the case of the standard SimpleMatrix encryption scheme, we define £ =
A-Band E; = A - C. The central map F of our scheme consists of the m = 2su
components of the matrices E; and E,. Note that each of these components is a

homogeneous quadratic polynomial in F[x1, ..., x,].
Additionally one chooses two invertible linear maps S : F* — F” and T :
F* — ",

PublicKey P=S8oFoT :F" — F".

Private Key The private key consists of

e the matrices A, B, and C and
* the affine maps S and 7.

Encryption For a message z = (z1, 22, - - . , Zn), the corresponding ciphertext w €
F™ is given by w = P(z).

Decryption To decrypt the ciphertext w = (wq, wa, ..., wy,), the owner of the
private key performs the following steps:
1. Compute X = (x1, X2, ..., Xp) = S~1(w) and set
X1 X2 e Xy
_ Xu+1 Xu+2 cee X2y )
Ey = : C | e P
x(x—i)u+1 x(kr—i)u+2 x;u
Xsu+1 Xsu+2 ceo Z(s+u
_ L(s+Du+1 Z(s+Du+2 - LUs+2u
S XU
2= e .
Z(Zsf.l)qul Z(Zsf'l)u+2 Z2‘su

Let A = A(y), wherey = (y1, ..., y,) is the (so far unknown) pre-image of x
under the central map F.

If the rank of A is r, then there exists an r X s matrix W such that W - A = I,
where I, is the r x r identity matrix. From Ei=A-Band E; = A - C we
getW-E1:W-A-B,W-EzzW~A~Candtheref0reW~E_1=Band
W - E, = C. We interpret the elements of W as new variables and end up with
2ru linear equations in sr + n unknowns. Then we eliminate the sr elements
of W from these equations. We obtain roughly » (2u — s) linear equations in
the variables yi, y2, ..., Yu.

The dimension of the solution space of this system is usually very small.
Solving this system by Gaussian elimination enables us to eliminate most
of the unknowns, say Z of them. Then we write these Z variables as
linear combinations of the remaining unknown variables and substitute these
equations into the central polynomials. By doing so, we obtain a new system
of m quadratic equations in the remaining n — Z unknowns. When the number
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n — Z is small enough, we can solve this system easily by the Relinearization
algorithm of [3] (see pelow).
* In the case of Rank(A) < r, decryption remains an open problem.

2. Compute the plaintext z = (21,22, ..., 2n) = T L(y).

7.2.1 Solving the Quadratic Systems

During the second step of the decryption process, we have to solve a system of
quadratic equations. This system consists of m equations in about n — r(2u — s)
variables. If the condition

n—rQu—s)(n—rQRu—s)+1) <2m (7.1)

is fulfilled, we can solve this system easily by the Relinearization technique [3].

1. Interpret each quadratic monomial x;x; as a new variable x;;.
2. Solve the resulting linear system by Gaussian elimination.

If the condition (7.1) is fulfilled, the linear system will have exactly one solution
which coincides with the solution of the quadratic system. The Relinearization
technique therefore enables us to find the solution of highly overdetermined systems
in polynomial time.

7.2.2 Probability of Decryption Failures

In the case of the rectangular SimpleMatrix encryption scheme, a decryption failure
occurs if and only if the rank of the matrix A is less than ». The probability of this
can be computed by

1 1 1 1
I= (= =)= =) (1 - )~
q q

qs—r+l qs—r—H ’

Therefore, the probability of a decryption failure occurring can be estimated by
¢"~5~1. By choosing the parameters s and  of our scheme in an appropriate way,
we can therefore reduce the probability of decryption failures to a negligible value.

7.2.3 Key Sizes and Efficiency

The public key size of the rectangular SimpleMatrix encryption scheme is given as
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(n+1D(n+2)

SiZ€pk rectsM = 25U >

field elements, the size of the private key is

Siz€gk rectsM = n(n + 1) +2susu + 1) + (sr + 2ru)(n + 1)
———
T S F

F-elements. In order to decrypt a ciphertext we have to solve only systems of linear
equations, just like in the case of the standard SimpleMatrix encryption scheme
However, there we had a system of size m x m, but now we deal with significantly
smaller systems.

Since the running time of Gaussian elimination is cubic in the size of the linear
system, this leads to a significant speed up in running time. Furthermore we note
that, while, for the standard SimpleMatrix scheme, the ratio between plain and
ciphertext length was fixed to two, the rectangular SimpleMatrix scheme allows
significantly smaller blow up factors.

7.2.4 Toy Example

In this section we demonstrate the workflow of the rectangular SimpleMatrix
scheme. However, to reduce the dimensions of the public key, we choose the
size of the matrices A, B and C as in the case of the standard SimpleMatrix
scheme. Therefore, the main purpose of this toy example is to demonstrate the new
decryption algorithm used for rectangular SimpleMatrix.

Let F=GF(4) and r = s = u = 2. Therefore, the number of equations in the
public system is given by m = 2su = 8. However, the number of variables is no
longer fixed to n = m /2, but we set n = 5 (i.e. we have a smaller blow up factor).

We choose the affine maps S : F® — F8 and 7 : F> — F as

2 a 0 o 0 0 a?a? X1 1
0l alOada X2 0
011 ada0d?a X3 0
@1 0?2 a ad?20 X4 o
SO x) = o2 a 0 o a?a? 0 a? X5 + o?
0c?2a2 1?20 0 « X6 1
o o o a?a o a’a? X7 o?
1 101d2a al X8 0

and
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@l o aa X1 o?
laa?al X2 o?
T, ...,x5)=| 1 aa?a?1 x|+l 1
11o ol X4 0
10 a0 X5 o

The matrices A, B and C € F2*2 are chosen as

A= X1 +axy +x3+oxg4 ax) + a2x3 + a2x4
ax] + x2 +axq4 + axs X1+ x2

B — ax) + azxz + a2x3 + axy + azxs ax] +ox3 + x4 + x5
ax) + ot2x2 +oax3+x4+x5 axy+x2+ox3+oaxg+ a2x5 ’

C = a2x1 “+ x3 + a2x5 a2x1 + ot2x2 + a2x3 + a2x4 + X5
X1+ axs + axs + o?xs X1+ x2 + a?x4 + x5 ’

We compute E1=A-B, Ex=A-C, F=(E1,1,1, E1,12. E12.1, E12.2, E2 1,1, E21,2,
E>s1,Ex22)and P = (p(l), cey p(g)) =SoFoT.Weget

p(l) = olez + a2x1x2 + x1x3 + a2x1xs + x% + x2x4 + otzxsz
4+ ax3x4 + axgx5 + x5 + @,
2 _ .2 2 2 2
P =oa7x1x2 +axy + x2x3 + @ x2x5 + " x2 + axy + ax3xg + x3x5
2 2 2
+ x3 + x4 +axs +oxs + 1,

@ _ 32

p + X1X3 + X1X4 + a2x1 + x% “+ x2x3 + ot2x2x4 —+ ox2x5 + x2 + x3 + ocxz

+ x5+ 1,

@ — 2

p x12 +axixy + x1x4 + x% + x2x3 + axoyxq + a2x2 + OlZX3)C4

+ a2x3x5 + oezxf + axax5 + oexq + ax52 + a2x5,

® = xf + x1x2 + a2x1X3 + x1x4 + x1Xx5 + a2x1 + azx% + ax2x3 + X2X4 + X2X5

p
2.2 2.2
+ ax3xq + x3X5 + @x3 + "Xy + X4x5 + x4 + o7x5 + oxs + 1,
©® _ .2 2 2 2 2
P =oax] +x1x2 +axix3 +atxix4 +oa"xp +a"xox3 + axoxs + otxy + X3
—+ axgxs + x4 + ax52 + 012)(5 + o,
PP = &?xixp 4 x1x3 + @?x1 x4 + ox1x5 + a?x1a?x? 4 xax3 + @’xoxy
+ oxF + axsxy + ax3xs + ox3 + xgxs5 + @?x3 + x5 + 1
3 X3X4 a~X3X5 o~ X3 X4X5 Q" X5 X5 s

p(s) = axlz + a2x1x2 + ot2x1x3 + ot2x1x4 + a2x§ax2x4 + a2x2x5 + a2x2

+ ozzx% + a2x3x4 + a2x3x5 + ax3 + Otxf + x4x5 + x4 + ax? + axs
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We want to encrypt the message z = (a, o, &2, 1, @?) € F>. We get
w="P@ = (a,1,1,aa%01,a% cFE.

In order to decrypt the ciphertext w = (e, 1, 1, a2, 02,0,1, az) c 8, we compute

—_— =
R,R, o
Q
()
Q
[\S]

S OR K = — O
—_— = O

2 8 8
[SSTE SS TR ]
],R, —

Q2 S
[SS T oS ] [\S]

2,8 — o’ 8 R

S
S

e
O = O = =R = =

— =R o oR 8
o O

— O

—_

R

—_

and
x=S"1a—cs)=(0,1,0,a° o a0,0).

We define the matrices E; and E, € F2*2 ag

— 01 - a? o

and consider the relations W - E; = Band W - E; = C (for an unknown matrix
W = A~1). After eliminating the elements of the matrix W from these equations,
we find 3 linearly independent equations in the 5 plaintext variables
y2+y3=0
oy +a’yr +ys =0
yitay+ys =0 (1.2)
After substituting these equations into the public key, we get
from pV : 0 =0
from p@ : oey% =1
from p(3) :0=0
from p(4) : y% =«

from p® : &yiy; +ay; = o
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from p@ : ayiy, +y; =«

)

from p'"/ : a2y12 + yiy +(xy§ =0

from p(g) : ozy12 + a2y1y2 + y% =0

We interpret yf, ny2 and y22 as new variables and solve the resulting linear system
by Gaussian elimination. We get

(yf, yiy2, y§, yi, y2) = (&%, 0%, 0%, a, @)

which corresponds to (y1, y2) = (@, o). By substituting this result into (7.2), we get
(»3, ¥4, ¥5) = («, 0, 1). Altogether, we find

y=F'® = (@0a0l.
Finally, we have to invert the second affine map 7. We get

101 a%20
laa?a? 1
T7'=1100 « a?
ala?21 0
10a? 0 0

and

zZ= T_l(y—cT) = (oz,a,az, 1,012) € .

7.3 Attacks on SimpleMatrix

In order to find secure parameters for the SimpleMatrix encryption scheme, we
basically have to consider two different attacks:

e the direct attack and
¢ rank based attacks

7.3.1 Direct Attack

The most straightforward way to attack a multivariate encryption scheme such as
SimpleMatrix is the direct attack. For this, an attacker considers the public system

PGEi,...,z2n) =W
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as an instance of the MQ Problem and tries to solve it using an algorithm like XL,
Mutant XL or Fjy.

Experiments [4, 5] have shown that the public systems of the SimpleMatrix
scheme and its variants can be solved faster then random systems. The reason
for this is the relatively low degree of regularity of these systems. A conservative
assertion is that the degree of regularity of a direct attack against SimpleMatrix is at
least r + 1.

This assertion can be supported by the fact that even the holder of the private key
in some sense needs to deal with polynomials of this degree due to the involvement
of the inverse of matrix A.

In order to defend the scheme against direct attacks, we therefore need signifi-
cantly more equations than for the public systems like UOV and Rainbow. This is
also due to the fact that we deal here with overdetermined systems to ensure the
public key P to be injective.

7.3.2 Rank Attacks

In general, there are two different flavors of the rank attack.

The first one is called the MinRank attack or LowRank attack as proposed by
Goubin et al. in [2]. The other one is called the HighRank Attack [1]. In this section
we analyze the complexity of these two attacks against the SimpleMatrix encryption
scheme.

In the case of the SimpleMatrix schemes, the components of the central map
F and the public key P are homogeneous quadratic polynomials in F[xp, ..., x,].
Let Q; and Q; (i = 1,...,m) be the symmetric matrices associated to the i-th
component of F and P respectively (see Sect. 5.2). Note that, for underlying fields
of characteristic 2, the diagonal elements of these matrices are 0. In the case of the
SimpleMatrix scheme, the rank of the matrices Q; is obviously bounded by 2r.

The goal of the MinRank attack is to find a vector t = (¢1, 12, .. ., t,y) € " such
that the rank of the matrix Q = Yt Q; is less or equal to 2r. Such a matrix 0
corresponds to a central polynomial. By finding m of these matrices of low rank the
attacker can therefore recover the affine map S and therefore the private key of the
scheme.

In order to find such a matrix Q of low rank, the attacker can apply any of the
MinRank algorithms discussed in Sect. 4.2.

The complexity of the MinRank attack against the SimpleMatrix scheme can be
estimated by

Complexityyfizrank SimpleMatrix — O(q P12 m 3) =0(q r 6) . (7.3)

For the HighRank Attack, we form an arbitrary linear combination
Q=" ,&Q;andfind V = Ker(Q).
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If Q has a nontrivial kernel, we set (Z;”zl Ai Q ;)-V = 0 and check if the solution
set V for the A; has dimension n — 2r. If this is true, V is, with certain probability,
a subspace of 7~1(0) where O = {X = (x1,...,X;) 1 X] = ... = Xp_2, = O}.

We can therefore use the attack to recover the secret linear transformation 7 and
with it the private key of our scheme. The complexity of the HighRank attack can
be estimated by

CompleXitYHighRank SimpleMatrix — O(n6q2r) = O(r12q2r). (7.4)

Therefore, for carefully chosen parameters, Rank attacks against the Simple Matrix
scheme are highly impractical.

We also would like to point out that, as stated in [5], linearization and higher order
linearization equations (HOLE) attacks do not apply to SimpleMatrix schemes.
Recently there are publications claiming polynomial time attacks on all SM
schemes, but our analysis of the paper shows that they are not correct and
this is further confirmed by the fact that none of the papers have any practical
implementation of the attacks.

7.3.3 Practical Parameters

In this section we propose practical parameters for the (rectangular) Simple Matrix
scheme leading to schemes which are secure against the attacks discussed above.
For this, we choose GF(2!¢) for the underlying field.

For the rectangular SimpleMat- rix encryption scheme we furthermore choose
the parameters in such a way that the probability of a decryption failure is less than
2740 Thus we get s = r + 2. In order to enable efficient decryption, we choose
u = r + 2. Tables 7.1 and 7.2 show the resulting key and ciphertext sizes.

Table 7.1 Parameters and key sizes of the SimpleMatrix encryption scheme

Security | Parameters Public key | Private key | Plaintext | Ciphertext | Probability of
category | (q,r,m,n) size (MB) | size (MB) | size (byte) | size (byte) | decr. failure

I (2%, 12, 5.8 0.28 288 576 2-16
288, 144)
I (21, 16, 32.4 0.90 512 1024 2-16

512, 256)
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Table 7.2 Parameters and key sizes of the rectangular SimpleMatrix encryption scheme

Security | Parameters Public key | Private key | Plaintext | Ciphertext | Probability of
category | (q,r,s,u,m,n) | size (MB) |size (MB) |size (byte) | size (byte) | decr. failure
I (2'°,12, 14, 14.6 0.38 392 784 248
14,392, 196)
I (2, 16, 18, 65.5 1.03 648 1296 248
18, 648, 324)
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Chapter 8 ®
Solving Polynomial Systems oo

Abstract This chapter considers the known techniques to solve (systems of)
nonlinear polynomial equations. After giving a historical overview of the topic, we
describe algorithms to solve univariate polynomials of high degree. The remainder
of the chapter deals with algorithms to solve systems of nonlinear multivariate
polynomials. We describe the XL algorithm, give a short introduction into the
theory of Grobner bases and present the most important algorithms to compute these
bases. After analyzing the complexity of these algorithms against various types of
multivariate polynomial systems, we end this chapter by giving an overview of the
known algorithms used to solve over and underdetermined systems of multivariate
quadratic equations.

In this chapter we discuss various methods to solve (systems of) polynomial
equations. As already discussed in previous chapters of this book, this task is not
only important in multivariate cryptography, but also in many other areas. In fact,
nearly every cryptosystem can be written using systems of multivariate quadratic
equations and therefore can be attacked by the methods described in this chapter.
Especially in the cryptanalysis of symmetric schemes such as block and stream
ciphers, this so called algebraic cryptanalysis plays an important role. But also in
many fields outside cryptography such as coding and representation theory, as well
as in the analysis of biological and chemical models, the methods discussed in this
chapter play an important role.

After giving a quick overview of the long history of this field, we describe
two algorithms to solve univariate polynomials of high degree over finite fields.
These algorithms, Berlekamp’s algorithm [4] and the Cantor—Zassenhaus algorithm
[7], are used during the inversion of the central map of HFE and its variants (see
Chap. 4).

The second part of this chapter deals with algorithms to solve systems of
multivariate quadratic polynomials over finite fields. These systems appear in direct
attacks against multivariate schemes, in which one tries to solve the equation P(z) =
w directly as an instance of the MQ Problem as well as the UOV Reconciliation
and the Rainbow-Band-Separation attacks (see Chap.5). However, the discussed
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algorithms are also used in many other fields such as the algebraic cryptanalysis of
symmetric ciphers and membership and equality checks in the theory of ideals. A
central notion in this area is that of Grobner bases, which can be seen as a standard
basis of the ideal generated by a polynomial system. After having computed a
Grobner basis of the corresponding ideal in lexicographic order, the solution of the
nonlinear system can be found easily. In this chapter, we give a short introduction
into the theory of Grobner bases and describe the most important algorithms to
compute these bases.

We finish the chapter by describing various algorithms to solve overdetermined
(m > n) and underdetermined (m < n) quadratic systems. As we will see, these
systems can be solved much faster than systems with m ~ n.

The chapter is organized as follows: In Sect. 8.1 we give a short overview of the
history of solving (systems of) polynomial equations. In Sect. 8.2 we discuss two
algorithms for finding roots of univariate polynomials of high degree, which can
be used to invert the central map of HFE and its variants. Section 8.3 describes
the XL-Algorithm for solving multivariate quadratic systems and discusses some
of its variations. In Sect. 8.4 we introduce the concept of Grobner Bases, while
Sect. 8.5 discusses the most important algorithms used to compute these bases. In
Sect. 8.6 we deal with the complexity of these algorithms against random systems
and systems of the HFE type. Finally, Sect. 8.7 discusses techniques to solve over-
and underdetermined systems of multivariate quadratic equations.

8.1 History of Solving Polynomial Equations

In this section we give a short overview of the history of solving (systems of)
polynomial equations, see Table 8.1. While the research in the univariate case was
basically finished at around 1820, many of the results in the multivariate case are
quite new and have been found only in the second half of the last century.

Table 8.1 History of solving (systems of) polynomial equations

Multivariate case
China (~ 1 AD)
Trivial Gaussian elimination (1810)

Degree D | Univariate case

1

(Theorem of Abel-Ruffino,
Galois Theory ~ 1820)
Berlekamp’s algorithm (1967)
Cantor—Zassenhaus (1981)
(exponential in d)

2 Babylonia ( ~ 800 BC)

3 Cardano-Tartaglia (1545)

4 Cardano-Ferrari (1545) XL-Algorithm

>5 No explicit formula Grobner Basis techniques

(Buchberger’s algorithm (1965),
F4 (1999), F5 (2002))
(exponential running time)
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8.1.1 Solving Nonlinear Univariate Polynomial Equations

While solving a linear polynomial equation in one variable is a trivial task, solving
nonlinear polynomial equations requires some mathematical understanding. In the
quadratic case, this problem was first solved in ancient Babylon at around 800 BC
with a method called quadratic extension.

Let f(x) = x> 4 ax + b be a monic quadratic polynomial. In order to solve the
equation f(x) = 0, we extend the left side of the equation to a real square, i.e.

2 +ax+b=0

“+ +a2 b+a2
X ax _—= = —_—
4 4
a\?2 b a?
+2) =-b+—
<x 2 4
2
a a

=4+ /= _p,
2=V

which leads to the famous solution formula for quadratic equations. This formula
is an example for solving a polynomial equation by radicals, i.e. an algorithm
consisting of the operations addition, subtraction, multiplication, division and root
taking.

Starting from about 1450, many mathematicians tried to extend this idea to poly-
nomials of higher degree. The first result was obtained by the Italian mathematician
Tartaglia, who succeeded in reducing the cubic polynomial equation to the quadratic
case. Although Tartaglia wanted to keep his method secret, it was leaked to Cardano
who published it in his book Ars Magna of 1545 in a more general form.

Theorem 8.1 (Cardano-Tartaglia) Ler f(x) = x> + ax? + bx + c. Set

2 2 1
p:b—% and qzﬁaS—gab—i—c.

The three solutions of the equation f(x) = 0 are given by

a 2 a 2 a
x1=u+v—§, x2=§3u+§3v—§, X3 =§¢3u+§3v— =~

37
2 3
la>  p _ o a
Vet VT T2

and ¢3 = —% + %ﬁ is the third root of unity.

where

(8.1)

N
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|
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Proof Set x = z — 5 so that f(x) = 0 becomes

Z3~|—pz+q=0.

Note that (1 + v)3 — 3uv(u + v) — ud—v3 =0.Setz = u +vand compare
coefficients in the two cubic equations in order to obtain

p = —3uv, q = —u — 3.

3

This leads to the quadratic equation u® + qu3 — 12’—7 = 0 for u>. It has the solutions
3 q

u’ = —7 =,/ % + ’2’—;. Also v3 has the same solutions. Choose opposite signs for
u and v and take the cubic roots in order to arrive at the above formulas.

With the discriminant D = ¢2/4 + p3/27 one sees that f(x) = 0 has three
real roots when D < 0, but has only one real root for D > 0. For D < 0 the
method works well, despite the fact that it requires the use of complex numbers.
When D > 0 the formulas as given may not provide the correct answer. The reason
is that x; should be the real solution. When D < O this is the case since then
u and v as given in (8.1) are conjugate to each other. When D > O this is not
guaranteed. Instead one has to select u from u, {3u, 43214 and v from v, {30, §32v SO
that x; =u +v —a/3 isreal. O

In his book, Cardano also published a solution method for quartic polynomial
equations, which was found by his student Ferrari. Similar to Tartaglia’s strategy
for the cubic case (reducing a cubic polynomial to a quadratic one), this formula
was obtained by reducing the quartic to the cubic case.

The first proof that this method can not be extended to polynomials of degree
> 5 was given by Abel and Ruffino in 1799/1824.!

However, further insight into the problem was given by the work of Evariste
Galois. In order to understand his result, we need a number of definitions.

Definition 8.2 If E/F is a field extension, the Galois group of E/F, denoted by
Gal(E/F), is the set of F-automorphisms of E.

Definition 8.3 Let f(x) be a univariate polynomial over F[x]. The splitting field
S is the smallest extension field of IF in which f(x) can be written as a product of
linear factors.

I'The proof given by Ruffino in 1799 was incomplete and corrected by Abel in 1824.
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Definition 8.4 The group G is said to be solvable if there exists a series

1:G(r)§]G(V—1)§],,,§]G(O)=G

’

where each of the G is a normal subgroup of its successor.
Thus we get

Theorem 8.5 (Galois) Let f(x) be a polynomial over a field of characteristic 0.
If f is solvable by radicals, then the Galois group of the field extension Sy /F is a
solvable group.

Since the alternating group As is not solvable, this theorem shows that general
polynomial equations of degree 5 and higher can not be solved by radicals.

In order to find the roots of polynomials of degree > 5, one therefore has
to use other techniques. Over fields of characteristic 0, we can use for example
Newton’s method to find approximate solutions. Over finite fields, there exist
with Berlekamp’s algorithm and the Cantor—Zassenhaus algorithm two efficient
algorithms to solve this problem. Since these two algorithms are important for the
inversion of the central map of the HFE cryptosystem (see Chap. 4), we take a closer
look on these algorithms in Sect. 8.2.

8.1.2 Solving Systems of Multivariate Polynomial Equations

The problem of solving a system of linear equations first appeared at around 1 AD
in ancient China. However, a general method to solve this problem was not found
until the work of Gauss and Lagrange at about 1810. For us it is only important
that a system of linear equations can be solved efficiently in polynomial time (in
time O(n3) by Gaussian elimination or 0 (22376 by the Coppersmith/Winograd
method).

On the other hand, solving a system of nonlinear multivariate polynomial
equations is a much harder task. In fact, that problem or the MQ Problem (see
Sect. 2.3) can be proven to be NP-hard. Algorithms to solve this problem did not
appear until 1965, when Buchberger published his thesis. Since these algorithms for
solving systems of nonlinear polynomial equations are important for estimating the
security of multivariate schemes, we take a closer look on them in Sects. 8.3-8.7.
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8.2 Solving Univariate Polynomials of High Degree

In order to invert the central map of HFE and its variants (see Chap.4), one has
to find a root of the univariate polynomial F(Y) = X over the extension field
E. Since this polynomial can be of very high degree, we can not do this with the
methods described in the previous section. In this section, we describe two efficient
algorithms to solve univariate polynomials of high degree over finite fields: The
Berlekamp and the Cantor—Zassenhaus algorithm.

Since both of these algorithms require as input a square-free polynomial, we first
have to deal with the question of how to turn a general polynomial into a square-free
one. We find

Theorem 8.6 A monic polynomial f € F[X] is square-free (no repeated factors),
if and only if
ged(f(X), f(X)) =1

holds.

Proof “=":Let f(X) € F[X] be a monic square-free polynomial of degree d. So,
in the splitting field of f(X), we have

d
fO=]]x-a)
i=1

with pairwise distinct linear factors. Therefore,

d

Fe=Y []x-ep

i=1 \ j#i

Since the linear factors are pairwise distinct, we have (X — «;) A]] j;éi(X —aj).
Moreover, (X — «;) divides all but one of the summands of f’(X) which implies

ged(f(X), f'(X)) = 1.
“” If f(X) is not square-free, we can write f(X) = g(X)?h(X) with two
monic polynomials g(X) and h(X) of lower degree. We get

(X)) =2g(X)g (X)h(X) + g(X)*h'(X)

which implies that g(X)| f'(X) and g(X)|ged(f(X), f'(X)). Therefore,
gcd(f(X), f/(X)) # 1, which proves the claim by contradiction. |

Moreover, we have
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Theorem 8.7 Ler ged(f(X), f(X)) = 0 for some non constant polynomial
f(X) € Fpe[X]. Then f(X) = g(X)? for some g(X) € Fpe[X].

Proof Let f(X) = Y9 a; X' with ag # 0. Thus, f/(X) = ¢, ie; X'~". Since
f(X) # 0, gcd(f(X), f(X)) = 0implies f'(X) = 0 and therefore ia; = 0 Vi €
{1,...,d}.

Assume that, for a fixed i, &; # 0 holds. We then have i = 0 mod p, which
implies that all non zero terms of f(X) have exponents divisible by p. Therefore,
we have f(X) = g(X7?), which, due to the Frobenius mapping property, implies
F(X) =g(X)P. m

We therefore get the following algorithm to make a univariate monic polynomial
square-free.

Algorithm 8.1 Square-free algorithm
Input: A monic non-zero polynomial f € Fpe[X], f(X) = Il fix)e
Output: A square-free polynomial f € Fpe[X], f(X)= L fix)

1: g(X) < ged(f(X), f/(X))

2: if g(X) == 0then// f(X) = h(X)? for some polynomial &
3 h(X) <« fX)UP

4: run the algorithm again with /4 (X)

5: elseif g(X) == 1 then // f(X) is already square free

6: return f(X)

7: else

8: run the algorithm again with %.

9: end if

8.2.1 Berlekamp’s Algorithm

The Berlekamp algorithm was developed in 1967 by Elwyn Berlekamp at Bell
laboratories [4].
An important ingredient of the algorithm is the so called Berlekamp matrix.

Definition 8.8 For a polynomial f(X) € F,[X] of degree d, we define the
Berlekamp matrix Q as

40,0 40,1 --- 40,d—1
q1.0 41,1 --- ql,d-1

Or=

dxd
€ Fq .

4d-1,0 4d—-1,1 - - - 4d—1,d—1
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Here, the element g;,; is the coefficient of X J of the degree (d-1) polynomial
X' mod f(X).

Theorem 8.9 Berlekamp’s algorithm gives the factorization of a monic square-free
polynomial f(X) into its irreducible factors.

Proof See [1, Theorem 7.4.5]. O

Algorithm 8.2 Berlekamp’s algorithm
Input: A monic square free polynomial f(X) € F,[X] of degree d
Output: List B of irreducible factors f(X) such that f = erB f(X)
1: Generate the Berlekamp matrix Q y of f(X) (see Definition 8.8).
2: Compute a basis vy, .. ., v, of the left-kernel of the matrix Q s — I;. If r = 1, the polynomial
f(X) is irreducible and we are done. Otherwise, continue to the next step.
3: fork =2tor do
4: for s € F do

5: Set f = ged(f(X), ve(X) —s5). If £ # 1, add f to B and set
f(X) = % If £(X) = 1, then terminate.

6: end for

7: end for

8: return 5.

Theorem 8.10 Over a finite field F,, the computational complexity of Berlekamp’s
algorithm for a degree n polynomial is

O(n® + n(log (n) log (log (n)) log q)),

where n® is the cost to multiply two n x n matrices, and O (n(log(n) log(log(n))) is
the complexity to multiply two polynomials of degree n.

Proof See [25, Sect.2]. O

8.2.2 Toy Example

We want to find the irreducible factors of the polynomial
FOO =X+ X+ X'+ X + 1 e Fa[X].
First, we have to check if f(X) is square-free. We get

FX) X0+ XX+ X+ _
o X4+ x2 -
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We therefore know that f(X) is square-free and can continue with Berlekamp’s
algorithm. For this, we compute for i € {0, ..., 5} the polynomials X* mod f(X),
ie.

X mod f(X) =1

X*!'mod f(X) = X?

X*? mod f(X) = x*

X mod FX) =X+ X+ X3 +1

X mod fF(X) = X*+X>+ X

X mod f(X) =X +1

and put the result into the Berlekamp matrix Q y. We obtain

100000
001000
000010
100111
011010
100001

QOf=

By subtracting the identity matrix /s from Q 5 we get

000000
011000
001010
100011
011000
100000

Qf—1Ig=

A basis of the left kernel of this matrix is given by by = (1,0,0,0,0,0) = 1 and
b, =(0,1,0,0,1,0) = X + X*.
Next, we perform step 3 of the algorithm for the nontrivial basis element u(X) =
X + X4
e Fors =0, we get gcd(f(X), u(X)) = ged(X0+ X+ X*+X3+1, X4 4+X) = 1.
e Fors =1, wegetged(f(X), u(X)—1)=ged(X0+ X+ X*+ X3 +1, x* +
X—-D=X*+X+1.
So, f1(X) = X* 4+ X + 1 is an irreducible factor of f(X) and we get

fX) X0+ X34+ X4+ X341
[0 X4+ X+1

=X>+X+1= fH(X).
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Since the algorithm terminates, we know that f>(X) is irreducible and we have

fX) = fiXHAX) =X + X+ DX+ X +1)

8.2.3 The Cantor-Zassenhaus Algorithm

In [7], Cantor and Zassenhaus proposed a polynomial factoring algorithm which
works over finite fields of odd characteristic. The algorithm factors a monic square-
free polynomial f(X) € F following two steps:

1. Factor the polynomial f(X) into a product of polynomials f(X) = []; Ra(X),
where each R;(X) is the product of all degree d irreducible factors of f(X)
(distinct degree factoring algorithm, DDF)

2. Factor each of the polynomials R;(X) into its irreducible components (fixed
degree factoring algorithm, FDF).

Before we come to the description of the algorithms, we need two propositions.

Proposition 8.11 In the polynomial ring F [ X] we have

X1 —x=]]x-s9.

self

Proof The elements of Fy form a multiplicative group of order ¢ — 1, and therefore,
for all elements s € [*, we have s¢ — s = 0. Thus, all elements of IF; are roots of
the polynomial X7 — X. Since 0 € F, is clearly another root, the terms on the
right hand side of the above equation are exactly the ¢ linear factors of the degree g
polynomial X7 — X. O

Proposition 8.12 The polynomial X?" — X is the product of all irreducible
polynomials over Fy of degree d|m.

Proof We prove the proposition by showing that each root of X4" — X is a root of
some irreducible polynomial in IF,[X] of degree d|m and vice versa.

By Proposition 8.11, the roots of X4" — X are exactly the elements of the field
qu .

Consider an element o € Fyn and the extension field Fy () of F;. Then we get

[Fym : Tyl = [Fgm : Fy(a)] * [Fy(a) : Fyl.

We therefore get [IF,; («) : F;] = d for some d|m which implies that the degree of
the minimal polynomial of « divides m.
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On the other hand, let B be a root of some irreducible polynomial in F,[X] of
degree d|m. Then, F; (B) is a subfield of Fy» which implies 8 € Fym. Therefore,

m

is aroot of X4 — X. |

With the help of these two propositions, we can now formulate the DDF and FDF
algorithms as shown in Algorithms 8.3 and 8.4.

Algorithm 8.3 Distinct degree factoring algorithm (DDF)
Input: A monic squarefree polynomial f(X) € Fy[X]
Output: Polynomials R{(X),..., Ry(X) € F,[X] such that ]_[‘;:1 Ri(X) = f(X). Each
polynomial R; is the product of all irreducible factors of f(X) of degree i.
I i <1
2: repeat
3 Ri(X) < ged(X4 — X, (X))
4 f(X) < £2
5
6
7

Ri (X)
i<—i+1
s until f(X) =1
: return Ry (X), ..., Ri(X)

Algorithm 8.4 Fixed degree factoring algorithm (FDF)

Input: A monic squarefree polynomial R;(X) € F,[X] which can be written as product of
irreducible polynomials f1, ..., f, of degree d
Output: Set B of irreducible factors of Ry
I: B=¢
2: repeat
3: Choose a random polynomial a(x) of degree > d and compute
g(X) = ged(@(X), Ry(X))

4 if g(X) # 1 then // g(X) is a non-trivial factor of R;(X)
5: B=BU{g(X)}

6: Ra(X) = Ra(X)/g(X)

7 else

8 g(X) = ged(@¥’=D/2 — 1, Ry(X))

9: if g(x) # 1 then

10: B=BU/{gx)}

11: R4(X) = Ra(X)/g(X)

12: end if

13: end if

14: until deg(Ry (X)) =d
15: B=BU{Ry}
16: return B

By composing the DDF and the FDF algorithms, the Cantor—Zassenhaus algo-
rithm now finds all irreducible factors of a polynomial f € F,[X].

Theorem 8.13 The Cantor—Zassenhaus algorithm factors a monic squarefree poly-
nomial over a finite field of odd characteristic into its irreducible factors.
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Algorithm 8.5 Cantor—Zassenhaus algorithm

Input: A monic squarefree polynomial f(X) € F,[X]

Output: Set B of irreducible polynomials f (X) such that f(X) =] jeB f (X).
1I: B=0¢
2: Use the DDF algorithm to factor f into its distinct degree components Ry, ..., R;; each
R4 (X) is the product of all irreducible factors of f(X) of degree d

: fori =1tosdo

B = BUFDF(R; (X))

: end for

: return B

Proof Due to Proposition 8.12, X9 — X is a the product of all irreducible
polynomials in IF,[X] of degree d|i. Since, in step 4 of the DDF algorithm, we
divided out lower degree factors, R;(X) = ged(X 7 — X, f(X)) is the product of
all irreducible factors of f(X) of degree i, which shows the correctness of the DDF
algorithm.

So, it remains to show that the FDF algorithm factors a polynomial R;(X) into
irreducible polynomials g{(X), ..., g-(X), where all g, ..., g, are of degree d.
Since ged(gi, gj) = 1 fori # j, the Chinese Remainder theorem yields a ring
isomorphism

x tFIX1/(f) = FIX1/(g1) x -« x F[X1/(gr).

Let S € {l,...,r}. If we can find a polynomial s(X) € IF[X] such that
s(X) mod g;(X) = 0fori € S, but s(X) mod g;(X) # 0 fori ¢ S (aso called
splitting polynomial), then gcd(R;(X), s(X)) is a non-trivial factor of R;(X).

Let a € F[X] be a polynomial of low degree with gcd(a(X), Rz(X)) = 1. We
therefore have a mod g; # 0V i = 1, ..., r. Since each of the rings F[X]/(g;) is
a finite group of order ¢¢, we have a?’~! = 1 mod gi(x) Vi. Since ¢¢ is odd, we
have a(qd_l)/ 2 mod gi(X) = =£1 with equal probability. In other words, we have
a@’=V/2 _ 1 mod gi = 0 with probability exactly 1/2. Therefore, a¥’'=D2 _1isa
splitting polynomial for R;(x) with probability 1—2'~", which yields an irreducible
factor of degree d of R;(X). By repeating this step, the algorithm therefore outputs
all irreducible factors of R;(x). |

Theorem 8.14 The computational complexity of the algorithm is
0 (n® lognlog (logn)(log g + logn))

over a finite field F,.
Proof see [25, Sect. 2]. O

Remark 8.15 The Cantor—Zassenhaus algorithm as described above works only for
finite fields IF, [ X] of odd characteristic. However, by using the polynomial b(X) =

d .
Z?:o X" instead of a(X), it can be directly extended to fields of even characteristic.
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Remark 8.16 In the case of the HFE scheme, it is not necessary to factor the
polynomial F(X) — Y completely. Instead of this, it is sufficient to find one root
of this polynomial. To do this, we run the DDF algorithm to find the polynomial
R1(X) which is the product of all linear factors of 7 (X) — Y. We then use the FDF
algorithm to find a root of R{(X). We can abort the algorithm after having found
one root.

8.2.4 Toy Example

Consider the polynomial f(X) = X7 42X + X3 +2X € F3[X].
First, we have to check if f(X) is square free. Since

ged(F(X), /(X)) = ged(X” +2X° + X3 +2X, X° + X*+2) =1

this is the case. Next, we apply the DDF algorithm

e i=1= ged(X3—X, f(X)) = X3+2X =: fi(X) and g(X) = % = X4+1.
e i=2=gcd(X?—X,g(X) =X*+1= H(X).

Therefore we have f(X) = f1(X) f2(X), where f1(X) is the product of all linear
factors of f(X) and f>(X) is the product of all irreducible quadratic factors of f(X).

Next, we factor f1(X) into its linear factors. For this, we choose random
polynomials r(X) of degree 1. We have e = (p! — 1)/2 = 1.

e a(X)=X+2= ged(X, fi(X)) = X. Weset f1(X) = f1(X)/X = X>+2.

e aX) = X+ 1 = gcd(X + 2, f1(X)) = X + 1. We now have fi(X) =
X))/ (X + 1) = X 4+ 2, which is itself an irreducible linear factor. So we
are done.

We have f(X) = X(X + 1)(X 4+ 2) fo(X).

In the last step, we have to factor f>(X) = X% + 1 into its irreducible quadratic
factors. For this, we choose random polynomials r(x) of degree 2. We have e =
(P>-1/2=4

e aX) = x* = gcd(X8 + 1, fo(x)) = 1. So, we have to choose another
polynomial r(X).

e aX) =X +X4+2=>rX)*+1 =X+ X7 42X+ X5 + X4 +2X3 +
2X% +2X +2.
= ged(H(X), r(X)* +1) =2X% +2X +2. We set fr(X) = fo(X)/(2X? +
2X +2) = X? + X 4+ 2. Since this is also quadratic, we are done.

Altogether, we have

FXO=XX+DX+2)QX>+2X +2)(X>+ X +2).
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8.3 The XL-Algorithm

The XL-Algorithm (“eXtended Linearization™) is a general method to find a solution
of a system P of nonlinear multivariate equations over a finite field IF proposed by
Courtois et al. in [8]. It is most effective for overdetermined systems having exactly
one solution. The algorithm consists of two steps.

1. Extend the system P C F[xy, ..., x,] by multiplying the polynomials p € P by
all monomials 2 € F[xq, ..., x,] up to a given degree.

2. Perform Gaussian elimination on the extended system to generate a univariate
polynomial p(x;). Solve this polynomial by e.g. Berlekamp’s algorithm to find
the value of x;, substitute it into the polynomials of /P and continue with step 1
on the simplified system.

This procedure is formalized in Algorithm 8.6. If the value of D was chosen
too small, the Gaussian elimination performed in step 4 of the algorithm will not
produce a univariate polynomial. In this case one has to choose a larger value of D
and try again.

Algorithm 8.6 XL-Algorithm

Input: System P = (pD, ..., p™) of multivariate quadratic polynomials in the variables
X1y oues Xy
Output: vector X = (X1, ..., %,) such that pV(®) =...= p™(x) =0

1: fori =1tondo

2: Fix an integer D > 2.

3: Let TP-2 be the set of all monomials up to degree D — 2 and define Pp to be the set of
all polynomials of the form hp/) withh € TP2and j = 1,...,m.

4: Let >, be a monomial ordering according to which the univariate polynomials in x; and
the constant terms come last. Sort the monomials of Pp according to >, and interpret each
monomial as an independent variable. Perform Gaussian elimination on the resulting system.
If this produces a univariate polynomial p(x;), go to the next step. Otherwise, choose a larger
value for D and try again.

5: Use Berlekamp’s algorithm to find the value X; of x; and substitute this value into the
polynomials of P.

6: end for

7: return X = (X, ..., X,).

Let Pp be the vector space spanned by the polynomials in Pp (when interpreting
each monomial as an independent variable). Then we have

Theorem 8.17 The XL-Algorithm terminates for a fixed degree D, if |TP| —
dim(Pp) < D holds.

Proof The XL-Algorithm terminates, if and only if Step 4 of the algorithm
generates a univariate polynomial. Let us suppose that, in Step 4 of Algorithm
8.6, we want to find a univariate polynomial in the variable X. We denote the
space spanned by the D + 1 monomials in 77 containing only % (these are the
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monomials £°, ..., P) by P;. Under the assumption of the theorem, we have
dim(Pp) + dim(P;) > |TP|,i.e. Pp N P; # . Therefore, Step 4 of the algorithm
will find at least one univariate polynomial. O

Unfortunately, Theorem 8.17 does not yield the smallest degree D for which the
XL-Algorithm works. Analyzing this problem would go beyond the scope of this
book. For the interested reader we refer to [9].

8.3.1 Toy Example

Let F =GF(7) and (m,n) = (4,3). We want to find a solution of the (overdeter-
mined) system P = (p1, p@, p®, p@) with

p(l)(xl, X2, X3) = Sx% + Sx1x2 4+ 2x1x3 + 6x1 + 4xp + 6x§ + 2x3 + 2,
p(z)(xl, X2, X3) = 6x% + Sx1x2 + 3x1x3 + 3x1 + SX% + xpx3 4+ 3x2 + 3x§ + 5x3,
p(3)(x1, X2, X3) = 2x12 + S5x1x2 + Sx1x3 + Zx% + 3xpx3 + 3x2,

p(4)(x1, X2, X3) = 4xl2 + Sx1x2 +x1 + x% + x2x3 + 3xp + 4x32 + 6x3 + 6.

We multiply the polynomials of the system P by all monomials of degree < 1 and
obtain the coefficient matrix

00050050260000040622
00060050330050130350
00020050500020330000
00040050010010130466
55260046220000000000
65335133500000000000
25502330000000000000
45011134660000000000
05005260000046220000
06005330005133500000
02005500002330000000
04005010001134660000
00500502600000406220
00600503300501303500
00200505000203300000
00400500100101304660

=
I

Within this matrix, the polynomials of the extended system (rows) are sorted in the
order
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P, pP i pD L xp® xap D xap® xsp ™ a3 p@).

The monomials of degree < 3 are sorted according to the monomial ordering >,

with x? >4 x%xz >4 x%x_g >4 xlz >4 xlx% >4 X1XX3 >o X1X) >4 xlxg >4 X1X3

>5 X] >q xg >4 x%x_g >4 x% >4 x2x§ >4 X2X3 >4 X2 > x§>gx§>ax3>al.
Putting the matrix M into echelon form yields

55260046220000000000
06205110460000000000
00663636060000000000
00040050010010130466
00003323030000000000
00000311355163120544
00000060530050650544
~ 00000005000463010544
00000000110050200202
00000000030046500466
00000000003323030000
00000000000302346422
00000000000050510505
00000000000001242401
000000000000005454063
000000000000000050063

From the last row of the matrix M; we can derive the univariate polynomial
5x3 +6x3+3=0.

Solving this polynomial using Berlekamp’s algorithm yields x3 = 5.

Note here that, as the toy example shows, the inversion of Theorem 8.17 is not
true. Here we have |T3| = 20 (number of columns of M;) and dim(P3) = 16
(number of non-zero rows in M;). It follows |TP| — dim(Pp) = 4 > 3. Despite of
this, the XL-Algorithm terminates.

We substitute the solution x3 = 5 into the polynomials of the system P, obtaining

ﬁ(])(xl, x2) = 5)612 +5x1x2 +2x1 +4x2 + 1,

PP (x1, x2) = 6x7 + Sx1x2 + 4x1 + 5%5 + x2 + 2,
ﬁ(3)(x1, x3) = 2x12 + Sx1x2 +4x1 + Zx% + 4x,,
PP (x1,x0) = 4x12 + 5x1x + x1 + x% + x2 + 3.
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The system P corresponds to the matrix

552041
654512
254240
451113

M,

Here we used the monomial ordering > : x% >4 X1X2 >0 X] >o x% >5 X2 >4 1.
We do not have to extend the system PP anymore, but can directly compute the
row echelon form of the matrix M,. We obtain

552041
~ 063565
001352
000331

5
!

From the last row of the matrix M> we can derive the univariate polynomial
3x3 4+3x +1=0,
leading to xo = 5. Substituting this value into the polynomials of P yields

PV (x1) = 5x7 + 6x1,
127(2)()&) = 6x12 +x1 +6,

D) =227 + 1,

h@))

PP (1) = 4x? 4 5x; +5,

yielding x; = 3. Therefore, we have found the solution (x1, x3, x3) = (3,5,5) of
the original system P(x1, x2, x3) = 0. m]

After the proposal of the basic algorithm, several variants of XL were suggested.
The most important of these are

* FXL: The idea of this variation is to fix the values of some of the variables before
applying the XL-Algorithm. This often helps to find a solution of the system P
at a lower degree D. However, in case of a wrong guess, one has to run the XL-
Algorithm several times.

e XL2: This XL-variant was proposed for the use over the field GF(2) of 2
elements. The main idea is to make use of the field equations xl.z —x; = 0 during
the elimination process.

* MutantXL: During the elimination process of XL, there sometimes appear
polynomials of lower degree than expected (so called Mutants). The basic idea
of MutantXL is to privilege these mutants during the next extension process.
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8.4 Grobner Bases

Grobner Basis was proposed by Bruno Buchberger in [6]. It allow us to find all
solutions of a system of multivariate nonlinear polynomial equations by giving
a simple representation of the variety of the solution space. Especially, if the
Grobner Basis was computed according to the lexicographic order of monomials,
it is very easy to derive all the solutions of the system from it. In this sense, Grobner
Basis techniques can be viewed as an extension of the Gaussian elimination to the
nonlinear case.

Definition 8.18 An ideal in F[x, ..., x,] is a subset I C F[xy, ..., x,] such that
for each element a € F[x1, ..., x,] and any element b € [ we have ab € I.
A subset M C I is called generating system of the ideal I (we write I = (M))

< VYaeldmy,...,mge Manday,...,o; € F[xy, ..., x,] such that
)
a= Zaimi. (8.2)
i=1
Theorem 8.19 For every ideal 1 C F[xy, ..., x,] there exists a finite generating
system.
Proof See [22, Theorem 1.8]. O

Let o be an admissible order of monomials (see Definition 2.8).

Definition 8.20 Let f = Zle cit; be a polynomial in F[xy, ..., x,]. Without loss
of generality we assume that we have #1; >, t» >4 ... >4 ;. Then we call

¢ f1 the leading monomial of f with respect to the monomial order o. We denote
it by LMy (f) or LM(f).

e (| the leading coefficient of f with respect to the monomial order o. We denote
it by LCy (f) or LC(f).

e c1t; the leading term of f with respect to 0. We denote it by LT, ( f) or LT(f).

Note that we have

LT(f) = LC(f/)LM(f).

Definition 8.21 A Grobner Basis of an ideal [ is a subset G = {g(l), el g(s)}
C 1 such that

1=(", ..., g9 and (LTA) = (LT(gM), ..., LT(g")). (8.3)
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Remark 8.22 Definition 8.21 shows that the result of a Grobner Basis algorithm
depends on the chosen monomial order. For example, a Grobner Basis with respect
to the lexicographical order is in general not a Grobner Basis with respect to the
graded reverse lexicographical order.

8.4.1 Reduction of Polynomials

Letg € F[xy,...,xy]and F = {f(l), e, f(s)} C F[x1, ..., x,]. The polynomial
g can be reduced modulo F to a polynomial & € F[xy, ..., x,] (we write g — f h),
if 3 p(’) e Flxy,...,x,] (i =1,...,s) such that

N
h=g—> p@r®. (8.4)
i=1
Definition 8.23 The polynomial g € F[xy, ..., x,] is called completely reducgd
with respect to F = {f1, ..., £}, if no term of g is divisible by any LT(f®)
forall f@ e F.

Theorem 824 Letr F = {fD, ..., f®) be an ordered set of polynomials
in Flxy,...,x,]. Then, for any g € TF[x1,...,x,] there exist polynomials
p(l), e, p(s) such that

N
g=3 pF 4y,

i=1

with a polynomial r € F[xy, ..., x,] being completely reduced with respect to F.
Proof See [22, Theorem 4.6]. |

Definition 8.25 The polynomial r of Theorem 8.24 is denoted as the normal form
of g with respect to F.

For F = {f(l), e, f(s)} being a random subset of F[x1, ..., x,], the normal form
r of a polynomial g € F[xy, ..., x,] is not uniquely determined and depends on the
order of the polynomials f) € F. However, we get

Theorem 8.26 If G = {gV, ..., ¢} is a Grobner Basis, the normal form r of
a polynomial h € F[xy, ..., x,] with respect to G is uniquely determined and
independent of the order of the polynomials g) € G.

Proof See [22, Theorem 4.13]. O
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8.5 Buchberger’s Algorithm and F4

In this section we introduce the most important algorithms to compute Grobner
Bases. We start with a description of Buchberger’s algorithm, which was the
first general method to compute Grobner Bases. After that, we discuss several
improvements of this algorithm which finally led to Faugere’s F4 and Fs algorithms
which are currently considered as the fastest general methods to solve systems of
nonlinear multivariate polynomial equations.

8.5.1 Buchberger’s Algorithm

In his thesis [6], Buchberger developed an efficient algorithm to compute a Grobner
Basis of the ideal generated by a set F = {(FO, ..., f9Y ¢ Flxq, ..., x,]. The
most important notion in his algorithm is the so called S-polynomial.

Definition 8.27 Let f, g € F[xy, ..., x,]. The S-polynomial of f and g is defined

by

LCM(LT(f), LT(g)) ¢ LCM(LT(f), LT(g))
LT(g) LT(f)

Spoly(f, g) = f. (8.5)

The following example shows that the notion of the S-polynomial depends on the
monomial order: Let F = GF(7) and f, g € F[xy, x2, x3] with
F(x1, %2, x3) = 3x1 + 5x7 + 63243,

g(-xla X2, x3) = 6X1X3 + 2x%.

* in the lexicographical order (lex) we have LT(f) = 3x;, LT(g) = 6x1x3 and
therefore
X1X3 X1X3

§—=f

6x1x3 3x1

Spolyjex (f, &) =
= 3x§x3 + 5x§ + 5x2x§.

* in the graded lexicographical order (glex) we have LT(f) = Sx% and LT(g) =
6x1x3 and therefore

2 2
X1X5X3 X1X5X3
Spol f,g) = —
PolYgiex(/: &) 6xx3 Sx%

= 3x1x2x§ + 5)(31 + 5x%x3.
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* in the graded reverse lexicographical order (grevlex) we have LT(f) = 5x§ and
LT(g) = 2x3 and therefore

2 2
) X
Spolygreviex (f+ &) = Qé’ - Qf
= 3x1x3 + 3x2x3 + 5x7.

O
Buchberger discovered the following criterion on a set G for being a Grobner Basis:

Theorem 828 Ler I C F[xy,...,x,] be an ideal in the polynomial ring
Flx1,...,x4]. A subset G C I with I = (G) is a Grobner Basis of 1 if and

only if
NormalForm(Spoly(p,g)) =0 V p,q € G.

Proof See [22, Theorem 4.18]. O

We can use this criterion to construct an algorithm for finding a Grobner Basis of an
ideal I = (F) C F[x1, ..., x,] (see Algorithm 8.7).

Algorithm 8.7 Buchberger’s algorithm

Input: F = {fM, ..., £} monomial order o
Output: Grobner Basis G = {g(, ..., g9 of I =(fM, ..., £y
1: G« F
2: repeat
3: G <G
for each pair {p, q}, p # q € G’ do
S < NormalForm(Spoly(p, q), G)
if § # O then
G <~ GU{S}
end if
9: end for
10: until G = G’
11: return G

A A

Theorem 8.29 Buchberger’s algorithm outputs a Grobner Basis of the ideal I with
respect to the monomial order o after finitely many steps.

Proof See [22, Theorem 4.19]. m]
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8.5.2 Improvements of Buchberger’s Algorithm

Buchberger’s algorithm as presented above has two main disadvantages:

(1) The output of the algorithm depends on the order of the polynomials f@ e F
and
(2) many reductions of S-polynomials lead to zero and cause unnecessary work.

The first problem can be easily solved by introducing the term reduced Grobner
Basis.

Definition 8.30 A Grébner Basis G = {g(V, ..., g} is said to be reduced, if
all polynomials g are monic and LM(g®) does not divide LM(g")) for all i #
J, 1 <i<j<s.

Theorem 8.31 If G and H are reduced Grobner Bases generating the same ideal,
then G = H.
Proof See [22, Theorem 4.21]. O

Thus, if we reduce the set G each time we enlarge it (i.e. after line 7 of Algorithm
8.7), the output of the algorithm will be unique.
In his thesis [6], Buchberger discovered two criteria to avoid reductions to zero.

o If LT(g®) and LT(g)) are relatively prime, then Spoly(g, ¢/)) reduces to
zero and can be ignored.

o If there exists g®' € G such that LT(g®) divides LCM(LT(g), LT(g")),
and if Spoly(g®, g®) and Spoly(g‘”, g®) have already been considered,
Spoly(g®, g() reduces to zero and can be ignored.

8.5.3 Faugere’s F4-Algorithm

As a further improvement, Faugere suggested for his F4 [16] algorithm to compute
many of the normal forms in one go by using the Macaulay matrix of the system
and fast linear algebra. Let B be the set of all pairs (p, g) with p # g € G.

Definition 8.32 Let (f (")', fu ).) be a pair of polynomials from the set B. The
weight D;; of the pair (f9, £y is defined as

D;; = deg(LCM(LM(f ), LM(fW))).
We set

d = min D
(f®O,ryeB

and define the selection function Select(B) by
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Select(B) = {(fV, fV) € B : D;; = d}. (8.6)

Faugere’s idea was now to reduce all pairs (f @, f (DY e Select(B) at the same
time. This can be done as follows.

Let F = (fV,..., ) be a set of multivariate polynomials. Let § =
(t1,...,t) be the support of the system F (see Definition 2.2) and MFr be its
Macaulay matrix (see Definition 2.10). As in Chap. 2 we can then write

J_..(-xla"'v-xn) ZMF(II"-'atr)T'
Let My be the unique reduced row echelon form of the matrix M. By
]}(-xls"'a-xn) = MF(I[,...,Z})T

we therefore get a somewhat simplified system of polynomials. However, the system
JF may contain leading monomials which did not appear in the leading monomials
of F. We define

Fr={f e F:LM(f) ¢ LM(F)}.

Definition 8.33 Let ¥ = {fV, ..., f®9} < Flxi,...,x,] and let p =
(fD, £y be a pair of polynomials with i % j. Let#; and ¢ ;j be the two monomials
such that

HIM(fD) = 1, LM(fY) = LEMLM(f D), LM(f9)).

Define Left(p) = (4, ) and Right(p) = (t;, f)); therefore, Left(p) and
Right(p) are both pairs consisting of a monomial and a polynomial.
If C C B is a set of pairs, then we extend the definition as follows:

Left(C) = UpecLeft(p) and Right(C) = UpecRight(p).

We now describe Faugere’s F4 algorithm. The algorithm takes as input a set F C
F[x1, ..., x,] of multivariate polynomials and a selection function Select(B). The
selection function Select(B) returns a subset of pairs from the list B of pairs. Besides
choosing Select(B) as indicated by Eq.(8.6), it is also possible that Select(B)
returns just one pair as in Buchberger’s algorithm. The F4 algorithm makes use
of Algorithm 8.9 as a subroutine, which reduces a subset of F[x1, ..., x,] by the
candidate basis G. This algorithm takes as input a set L C T" x F[xy, ..., x,]
and G, and returns a reduced set of polynomials whose leading monomials have
not yet appeared as leading monomials in G. In the procedure, ¢f is simply the
multiplication of a monomial by a polynomial.

Faugere calls the part before the Gaussian elimination “Symbolic Preprocessing,”
as it can be done quickly in a strictly symbolic manner, and also in a time that
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Algorithm 8.8 F4-algorithm

Input: set of polynomials F = (fD, ..., f9Y c Flxy, ..., x,], selection function
Output: r~educed Grobner basis G of I = (F)
G = F // Echelon form of F

B={(fD, fOy| O £ f) ¢ G}
0

IS

1:

2:

3:

4: while B # ¥ do

5: d=d+1

6 C4 = Select(B)

7 B=B\Cy

8 Ly = Left(Cy) U Right(Cy)

F+ = Reduction(Ly, G)
10  forh e F+do
11: B=BU{(Mh,g)}|geG}
12: G =G U{h}
13: end for
14: end while
15: return G

Algorithm 8.9 Reduction algorithm of F4

Input: set L of (monomial / polynomial) pairs, candidate basis G

Output: set £+ of polynomials whose leading monomials did not appear in G
L F={tf 1@ f)elL}
2: D=LM(F)

3: while D # Supp(F) do

4: Choose m € Supp(F) \ D

S: D = DU {m}

6.

7

8

if3 g € G such thatm = m’'LM (g) then
F=FU{m'g}
: end if
9: end while
10: use Gaussian elimination on Mf to compute F
11: Ft={f e F|LM(f) & LM(F)}
12: return 7+

is linear in the size of the input. The Gaussian elimination is the most time
consuming step, since Supp(Fy) can grow exponentially in n as the degree of
the terms increases. Unfortunately for the Grobner Bases algorithms, intermediate
polynomials can have a very high degree, even if the degrees of the final basis
elements are moderate.

8.5.4 Toy Example

We perform the first round of the F4 algorithm for the system F =
(f D, f@, £y : F? — Fi with
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FOG1 X, x3) = 3x] + 443,

[P (1, x2,x3) = 3x1xp + X143,

f(3)(x1,x2, x3) = 4x§ + 2x2x3 + 2.
The monomials in f M £@ and £ are pairwise distinct. We therefore have
G = F = F. We therefore define ¢) = f@ (G = 1,...,3). We have
B={(fM. fO) (fDfO) (fP, fP)} and

Dy = deg(LCM(x?, x1x2)) = deg(x?x2) = 3,
D3 = deg(LCM(x7, x3)) = deg(x?x3) = 4,
D3 = deg(LCM(x1x2, x3)) = deg(x1x7) = 3.

We therefore set
Co = Select(B) = ((f 1V, /@), (f @, f)}.
When we look at the first pair ( f m, f (2)), we find
BLM(fY) = x (LM(f?) = LEMAM(f D), LM(f?)).
Therefore, for this pair we have
Left(f ™, f@) = (x2, f) and Right(fV, f@) = (x1, f@).
Analogously, we find
Left(f?, /) = (x2, f?) and Right(f @, f@) = (x1, /).
We therefore enter Reduct ion with the set
Lo = {2, fD), (1. fP), 02 £, Gxr, fO)),
We set
F = {3x%x2 + 4x2x§, 3x12x2 + X%X3, 3x1x% + x1x2x3, 4x1x22 + 2x1x2x3 + 2x1}.
The leading monomials of F are D = {x%xz, xlxg} and its support is given by
Supp(F) = {xlzxz, xlx%, x%x3, x2x32, X1X2X3, X1}.

The only monomial m € Supp(F) \ D which can be extended to a polynomial from
G is x1. We have
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X1x] = x% = LM(g(l)).

We therefore have to add f©® = x1g" = x} + 4x1x3 to F. By doing so, we get a
new leading monomial xf and two new elements for the support of F.

The monomial x| can also be extended to LM (g‘®) (by multiplying it with x;).
However, the polynomial x,g? is already contained in F. Therefore, the Macaulay
matrix of F has the form

3,2 2,2 2 .2

xl XIXQ xlxz )CIX3 X1X2X3 x1x3 x2x3 X1

fMo 3 0 o0 0 0 4 0

fP0 3 0 1 0 0 0 0
Mp="_,

0 0 3 0 1 0 0 0

0 0 4 o0 2 0 0 2

1 0 0 o0 0 1 0 0

By putting this matrix into echelon form we get

x13 xlzxz xlx% )CIZX3 X1X2X3 x1x32 x2x32 X1

M1 0 0 o0 0 1 0 O
-~ fP0 1 0 o0 0 0 3 0
Mp="_,

0o 0 1 o0 0 0 0 4

o0 0o o0 1 0 0 1 0

f 0 0 0 o0 1 0 0 3

We therefore get two new leading monomials x12x3 and xjx2x3, i.e.
Ft = {xlx3 4 x0x3, x1x2x3 + 3x1).
When denoting these monomials by £ and f @ our new B has the form
B={(fM. fN, 7V M. (FD. g, (F Vg, (7P, 5,
(f®, &), (F@, gM).

The new candidate basis looks like

G =gV, g?,¢®, f, 7@y

= {3)(12 + 4x§, 3x1x2 + x1x3, 4x§ +2x —2x3 + 2, xlz)q + x2x§, x1x3x3 + 3x1}.

As can be seen, the set B of pairs as well as the degree of the polynomials increases
during the algorithm. Therefore, even for such a small example, performing the
complete Fy4 algorithm by hand is (nearly) impossible. O

The F5 algorithm is another algorithm proposed by Faugere [17]. The fundamen-
tal idea of F5 is simple, namely one tries to avoid redundancy of computation in the
linear algebra steps of F4, where there may be many polynomials being reduced
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to zero. F5 claims that it has a very practical and efficient way to do so. In the
subsequent years, Faugere has claimed many surprisingly good results in practical
attack using his implementation of F5. However, by now, no one else could ever
reproduce such good results or anything even near in practical implementations.
Since Faugere kept his implementation private, from the point of view of scientific
research, we think it is better not to take it too seriously until people can publicly
verify the results claimed.

The complexity of Grobner basis algorithms, such as F4 and Fs, is mainly
determined by the size of the largest matrix appearing during the reduction process.
The number of columns in such a matrix is equal to the size of the support of F.
Before the first degree fall occurs, Supp(F) contains more or less all monomials
t € TY, where d is the degree of the polynomials in F. After the first degree fall,
Supp(F) might be significantly smaller than 7¢, which leads to a smaller matrix and
therefore reduces the complexity of the reduction step. Therefore, the complexity of
the whole algorithm is mainly determined by the so called degree of regularity dyeg.

Definition 8.34 The degree of regularity is the largest degree of the polynomials
computed by a Grobner basis algorithm before the first degree fall occurs.

The complexity of the F4 algorithm can be estimated as

d
Complexityg, = 3(11 —!1_ reg) (;)
reg

If the system F to be solved is underdetermined (the number n of variables is larger
than the number m of equations), we can estimate the number of solutions of the
system F by g" ™", where ¢ is the cardinality of the underlying field F. In this
case, the variety of the ideal I = (F) can have a very complicated structure. Since
Grobner basis algorithms such as F4 do not work well in this case, it is a good
strategy to fix n — m of the variables in order get a determined system F’, before
applying the Grébner basis algorithm on F”.

One can expect that the system F” has exactly one solution. Therefore, the variety
of the ideal I = (F’) has a simple structure and the Grébner basis algorithm will
work well. However, if the system is highly underdetermined (n > 2m), we can do
even better than fixing variables. We discuss this case in Sect. 8.7.

Furthermore, in some cases, it helps to guess some variables in a determined
system F to create an overdetermined system ' (Hybrid Approach [5]). In this
case, one can not expect that the system F’ has a solution. Indeed, after having
guessed k variables, the probability that the system F” is solvable is ¢ *. In order
to find a solution of the original system F, one therefore has to create about g*
overdetermined systems F’ (by guessing different values for the k variables to be
guessed) and run the Grobner basis algorithm on each of these systems.

Although this strategy implies running the algorithm g* times, it often reduces
the overall running time. We can estimate the complexity of solving a determined
system J of m equations in m variables using the Hybrid approach by
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. . m—k+ diee(m, k)\ (m — k
o= ({770 )75)

8.6 Estimating the Degree of Regularity

As shown in the previous section, the complexity of a Grobner Basis algorithm such
as Buchberger’s algorithm and F4/F5 mainly depends on the degree of regularity
dreg. In order to estimate the complexity of these algorithms, we therefore have to
study the behavior of the degree of regularity.

8.6.1 Semi-Regular Systems

The idea of semi-regular sequences is very much inspired by the intention of
describing a polynomial system of given size that is hardest to solve. The key
parameters here are the number of polynomials m, the number of variables n and
the degree of the polynomials. From our previous sections, we know that, in order
to solve a system of non-homogeneous polynomials, we must somehow find non-
trivial relations among the highest degree part of the polynomials of the (extended)
system.

Intuitively, the semi-regular sequences can be seen as sequences of homogeneous
polynomials which have the smallest possible number of these relations. The idea of
semi-regular sequences was introduced in [3] and leads to good theoretical estimates
of the complexity of Grobner basis algorithms for such hard cases. These estimates
are strongly supported by a large number of experiments, which show that randomly
generated sequences in general are semi-regular. However, we know that most
polynomial systems in cryptography, in particular the polynomial systems coming
from the HFE cryptosystems, are not at all semi-regular. We will consider these
systems in the next subsection.

Due to the fact that semi-regular sequences are important concepts in the theory
of solving polynomial systems, but not so important for the complexity analysis of
direct attacks on multivariate public key cryptosystems, we will only briefly explain
the key definitions and some basic results and refer to [3, 10, 19] for more details.

Currently, the definition of semi-regular sequences is only applicable to the case
of g = 2, and it is not clear yet how it can be exactly extended to other finite fields.
To simplify the exposition and to avoid too much technical details, we will follow
a more mathematical definition of semi-regular sequences coming from the work
[10, 19] and will explain everything in the context of the finite field F».

Let {{f(l)(xl, R ' T f(’”)(xl, ..., Xp)} be a system of polynomials. Note
here that all the polynomials f ) are treated as functions over F, where xl.z is treated
automatically as x;.
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Let d; be the degree of the polynomial f (). We define fh(i) (x1, ..., x,) tobe the
homogeneous part of the polynomial f) of degree d;.

Next, we will shift our polynomials fh(i) (x1, ..., x,) to anew setting, namely we
will look at them in a new algebra H,,, which we define as

H, :Fz[xl,...,xn]/(xf,...,xz).

We define H,’f to be the subspace of homogeneous polynomials of degree exactly k
inside H,,. It is clear that

H, = ®}H,,

H, is a strongly graded F-algebra with the grading given by the degrees of the
polynomials.

We will abuse the terminology by treating, for now, the polynomials f}fl) and x;
as elements of H,,.

Definition 8.35 A graded ring is a ring R, which can be written as the direct
sum of Abelian groups R’ such that R'R/ C R'*J. The groups R’ are denoted
as homogeneous components of R. We define the index Ind(R) to be the grade of
the highest non-trivial homogeneous component of R.

Therefore we have
R =@y PR

Definition 8.36 Let g(l), e, g(”’) be a set of homogeneous elements in R and [ =
(gM, ..., g") be the ideal generated by gV, ..., g™, We define

Ind(g™V, ..., ¢"™) = Ind(R/I).

In the case that R is strongly graded, which means that R R/ = R'*/ we also have
that

Ind(R/I) = min{i = 0|I N R" = R'}.

Definition 8.37 Let g(l), el g(’") be a sequence of non-trivial homogeneous
elements of H,. We call the sequence gV, ..., g D-semi-regular if for all
i =1,2,...,m the following condition holds.
If h is a homogeneous element in R such that hg® e (g1, ..., g%~ D) and
deg(h) + deg(g)) < Dthenh e (g, ..., g").
A sequence of homogeneous polynomials gV, ..., g is called semi-regular if it
is D-semi-regular for D = Ind(g(l), e, g(’")).
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Definition 8.38 For a graded ring R, the Hilbert series HSg is defined as the
function

Ind(R)
HSg(z) = Y _ (dimension(R"))z".
0

For a graded ideal I of R, the Hilbert series H Sy is defined as HS; = H Sg/; and
HS1(z) = HSR/1(2).

Definition 8.39 For a series S(z), we define the index of S(z) to be the lowest
degree d such that the coefficient of z¢ is non-positive. Otherwise we define the
Index of S(z) to be oo. For a series S(z), we define the truncated series [S(z)]; to
be the series Zf) siz', and [S(z)] to be [S()Tnds@)-

Now let us move back to H,, namely we set R = H, and look at the polynomials

}fl) o ,fm) as elements in H,. Then we have

Theorem 8.40 A sequence f}fl), e, f}fn) is semi-regular if and only if

(I+2)"
""" [T (1 + 24’

where d; is the degree of fh(i) .

Definition 8.41 In the setting of the above theorem, we define the degree of
regularity of the ideal I = (f,, ..., f"™) tobe Ind(H,/{£", ..., ™).

In order to study the complexity of the polynomial solving algorithms for non-
homogeneous systems £, ..., £ we essentially ignore the lower degree terms

and reuse the results from above on ( fh( 1), ey fh(m)). In particular, we set the degree

of regularity of (f(, ..., f") to be the degree of regularity of h(l), R h(m).

For a multivariate quadratic system J, we essentially ignore the linear part of
f o f (m) since, in the case of semi-regular sequences, this part has only a
minimal impact on the complexity of solving the system.

As we discussed before, the degree of regularity is essentially the highest
degree of the polynomials appearing in the process of Grobner basis algorithms
such as F4 and Fs. Therefore, the degree of regularity determines the complexity
of these algorithms. In [3] it is claimed that the complexity of the polynomial
solving algorithms like F4 can be estimated as (’)(("j;d)w), where w comes from
the exponent in the complexity of Gaussian elimination of a square system. It
is reasonable to take w to be 2.39, which is the value typically quoted by the
community.

We can give reasonable asymptotic estimates for the degree of regularity of semi-
regular multivariate quadratic systems using modern analysis tools. For example, for
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the case of m = 2n, namely the number of equations is two times the number of
variables, the degree of regularity is asymptotically about 0.0858n. However, the
practical meaning of such an estimate is not clear at the moment.

Surely all the formulas presented in this section work only if the sequences are
semi-regular. In [2], there are conjectures about the ubiquitousness of semi-regular
sequences, but the results in [14, 19] show that the situation is actually very subtle
and there remain many interesting and important mathematical questions in the area.

As mentioned earlier in this section, the above discussion is more or less
theoretical, and the results on the degree of regularity obtained in this section can
not be used to estimate the complexity of a direct attack on a multivariate public
key cryptosystems. In order to estimate this complexity, one has to run computer
experiments to study the degree of regularity of the public systems produced by the
given multivariate scheme.

While, for some multivariate schemes such as UOV and Rainbow (see Chap. 5),
one finds that the public systems of the schemes behave very similar to semi-regular
sequences, this is not the case for other multivariate schemes. For example, for
the public systems of HFE and its variants (see Chap.4) and SimpleMatrix (see
Chap. 7), the degree of regularity is much smaller than indicated above. The reason
for this is the large algebraic structure of these schemes. In the next section we show
how, in the case of HFE, we can use this algebraic structure to find an upper bound
on the degree of regularity of the public systems.

8.6.2 HFE and Variants

Let us first recall the HFE cryptosystem of Chap. 4. The HFE cryptosystem uses
a degree n extension field E of F as well as an isomorphism ¢ : F” — E. In its
basic form, the HFE cryptosystem can be used both as an encryption and signature
scheme.

The central map of the HFE cryptosystem is a univariate polynomial map F :
E — E of the form

q'+¢/<D . 4'sD _
FOO= ) aXTT 4+ 3 BXT 4y
i,j=0 i=0

with coefficients «;;, B; and y randomly chosen from [E. Due to the special form of
F,themap F = ¢! o F o ¢ is a quadratic map over the vector space F”. In order
to hide the structure of F in the public key, F is composed with two affine maps S
and T : F" — F". Therefore, the public key P of the scheme is given as

P=SoFoT

and is a quadratic map from F” to F".



216 8 Solving Polynomial Systems

The private key of the scheme consists of the three maps S, F and 7 (and
possibly the isomorphism ¢).

The public key is the multivariate quadratic map P : F" — F”".

As we explained earlier, the systems derived from HFE are no longer semi-
regular. Therefore, in order to study the complexity of direct attacks against schemes
of the HFE family, we have to extend the definition of the degree of regularity to the
non-semi-regular case (see [15]).

Let

A=Flxi, ..., x50/ —x1, oo 0l —x)

the algebra of functions from F”* to F. Let p(l), e, p(”) be quadratic elements
of A. Denote by Ay the subspace of A consisting of functions representable by
a polynomial of degree less than or equal to k. For all j we have a natural map

v A — 3 Ajp given by

Wj(al,...,an)zzaip(i) ‘
i

The key idea is to look for the so called “degree falls”; a degree fall occurs when the
a; have degree j, but ) _; a; @ has degree less than degree j + 2. Obviously there
are trivial degree falls of the form p p® + (—pD)p() or ((p@)a=1 — 1)p®.

The degree of regularity of the set {p¥ ..., p™} is now defined as the smallest
degree (measured as dega; + deg p®) at which a non-trivial degree fall occurs.
Note that this idea is very much inspired by the original definition, namely for semi-
regular sequences, this definition is the same as the original one.

Here we actually look only at the highest degree terms in the a;, modulo terms of
lower degrees. Mathematically, we actually work again in the associated graded

ring H, = Flxi,...,x,0/(x], ..., x7). The degree of regularity of the system
{(p, ..., p™} in A will be the smallest degree at which we find non-trivial
relations among the leading components p;(l'), e p}(l") (considered as elements of
Hy).

Denote by H,’f the subspace of H, consisting of the homogeneous elements
of degree k. Consider an arbitrary set of homogeneous quadratic elements

. 42
(M amy e Hn2. For all j, we have a natural map ¥, : (HH" — H,{+
given by

Vi1, ...,by) = Zbi)\(i) .
i

Let Z; (2»(]), el A(”)) = ker;; this is the subspace of relations of the form
> bix® = 0. Inside Z;(A (D, ..., A™), we have the subspace T;(A D, ..., A(M)
of trivial relations, which is generated by elements of the form:
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1. 50, ...,0,A9.,0,...,0,—2®.0...0)for | <i <j <nandb e HI 2
where /) is in the i-th position and —A®) is in the j-th position;

2. b@,...,0, A1 —10...,0)for1 <i <nandb e HI >V, where
(A)2=1 is in the i-th position;

The space of non-trivial relations is the quotient space
Z;0.W Ay 00, ),

Definition 8.42 The degree of regularity of the system {A1, ..., A("} is defined
by

dreg (A, 2D =min{j | Z; o (A, AW T (D, AT £0).

Here, the degree of regularity depends only on the subspace generated by the 1)
and not on the order of the elements. Therefore we denote the space generated by
the 1) by V and write dreg (V) for dreg (A1), ..., AW},

There are two very important properties of the degree of regularity observed in
[15]. First, the degree of regularity of a space is less than or equal to the degree of
regularity of a subspace.

Proposition 8.43 (Property I) Let V' be a subspace of V. Then
dreg(V) < dreg(V").

Second, the degree of regularity is invariant under field extension. Let [E be an
extension of F. Define Hg = E[xy, ..., x,]/(x{,...,x}) and denote by Vg the
[E-subspace of Hy generated by the 1),

Proposition 8.44 (Property I) Let E be an extension of F. Then
dreg(V]E) = dreg(v)-

Let us now look at P, a quadratic map with component functions p»,
...,p™ € A.Let V and V" be the vector spaces generated by the p1, ..., p®
and their leading homogeneous components p,(ll), ey p;l”) which are treated as
elements of H,,. Itis clear that the goal is actually to find a good bound for dreg(Vh).

The first step is to extend the base field to [E. When we extend the base field in
A, we shift from functions from [F” to [F to functions from F” to [E. Via the linear
isomorphism ¢~': E — ", this algebra is isomorphic to the algebra of functions
from EE to E which is simply E[X]/(X?" — X).

From elementary Galois theory, we know that the space VE corresponds under
this identification to the space generated by F, F9, ..., F4"7'If we filter the
algebra E[X]/ <X '¢ ) by the degree of functions over F, then the linear

component is spanned by X, X9, ..., X9 """ The associated graded ring will then be
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the algebra Hg = E[Xo, ..., X,,_l]/(X?, oo X1y where X; corresponds to '
This is naturally isomorphic to the algebra H, with coefficients extended to [E [10],
which implies that the process of extending the base field and the process taking the
associated graded ring commute.

Let P; denote the leading component of 79 in Hg. Thus for instance, if F is
defined as above, then

n—1

Py = Z aii XiXj .
i =0

The space generated by the P; is exactly isomorphic to V/?, the subspace of Hg
generated by the p}(,'). By putting all the above together, we can easily reach the
following important theorem, stated in [15].

Theorem 8.45

dreg(UpV, .., p™Y) = dreg(Ups”, ., PP = dreg({Pos - -, Paet)).

Using Property II, we get the following immediate corollary.

Corollary 8.46

drea(1pV, ..., p™}) < min{diee(Q) | Q € V).

Before the work of [10], the bounds on the degree of regularity in [15, 18] and
previous works were obtained by counting dimensions. The basic idea is going
back to [3, 27]. This approach was refined in [18] by using Property I to reduce to
subsets { Py, ..., Py} which, for HFE systems, involve significantly fewer variables.
It was further refined in [15]. The disadvantage of this approach was that no general
formula for the degree of regularity could be derived.

In [10], a completely different approach was developed, namely a purely
algebraic approach. Instead of counting and comparing dimensions, the authors
of [10] actually looked for specific non-trivial relations. Surprisingly, an important
bound could be found by restricting to the case of a single polynomial. They first
gave a bound on the degree of regularity of a single polynomial in terms of the
rank of the related quadratic from and then applied this simple formula to Py, thus
obtaining an elegant bound on the degree of regularity of an HFE system in terms
of its degree.

The degree of regularity of a single polynomial over I, and [F3 has been studied
in great detail in [13, 14]. However, we do not need the kind of exact information
found in those papers, but rather merely need to show the existence of non-trivial
relations, which can be done by explicitly using the classification of quadratic forms.

Recall that Py is a homogeneous quadratic polynomial in the algebra
E[Xo., ..., Xa—11/(X{..... X!_,). Using the classification theorem of quadratic

n—1
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forms over finite fields, we are able to explicitly construct nontrivial relations and
hence derive a simple bound for the degree of regularity of Py in terms of its rank.

‘We now briefly review the classification of quadratic forms over a finite field. We
begin with the case when q is odd. A quadratic form in n variables is a homogeneous
quadratic polynomial in the polynomial ring E[ X1, ..., X,]. Two quadratic forms
P and Q are said to be equivalent (written P ~ Q), if there is an invertible linear
change of variables L, which transforms P into Q:

PoL(Xy,....,Xn) = Q0(X1,..., Xp).

Pick an element ¢ € E that is not a square. Then a standard classical theorem tells
us that a quadratic form is equivalent to one of the two types

L X+ 4+ X2, + X7
2. Xi+- 4+ X2 +cX?

for some r < n. The same classification applies to quadratic elements of the quotient
ring E[X1, ..., Xn]/(X(f, e, XZ)

When g is even, the situation is more complicated due to the fact that X2 is
linear rather than quadratic for ¢ = 2. It is well known that a quadratic polynomial
in the polynomial algebra E[ X1, ..., X,,] is equivalent to a polynomial of one of the
following forms for some r < n:

L. X\iXo+---+ X, 21X,
2. XiXo+ -+ Xe2 X1 + X2
3. X1Xo+ -+ + X1 X, + X2, 4 cX? where ¢ € E\{0} satisfies TRg(c) = 1.

For g > 2, this classification carries over to the quotient ring E[X, ..., X,]/
(X '1], X Z) When ¢ = 2, all quadratic elements of the quotient ring are
equivalent to an element of the first type. In all cases the number  is known as
the rank of Q. Note that if g = 2, the rank of a quadratic element must be at least 2.

When r = 1 (in the case g > 2), Q is actually equal to aX% for some a € E. It
is easily verified that the smallest non-trivial relation is X 9=2(gX?) = 0 and hence
that deg (Q) = g. More generally we have the following inequality.

Theorem 8.47 Let Q be quadratic of rank r. If r > 1,

dreg (0) < - +2.

(¢—1
2
Proof In the case of a single polynomial, the definition of the degree of regularity
can be expressed in terms of non-trivial annihilators. Let Q be an arbitrary quadratic
element of H = E[X.,..., Xn]/<X(1], e, XZ) The annihilators of Q are the
elements of Ann(Q) = {f € H | fQ = 0}. The trivial annihilators are the
multiples of Q9~!. The degree of regularity is the smallest k such that there is a
non-trivial annihilator of Q of degree k — 2. The degree of regularity is invariant
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under a linear change of variables, so it is sufficient to prove the result by exhibiting
explicit non-trivial annihilators for each of the above types of quadratic elements.

Because of the different types of standard forms, we need to consider separately
the cases when ¢ is odd and even. We also need to divide these cases into the cases
when r is odd or even.

e Case 1: g odd, r even
Set s = r/2. In this case Q is of the form
Q=X{+X3+: -+ X35 +aXj,
for some a € E. Let
Ki = X3 = X5 X470 + X5, X587 + -+ (=@ D2
fori=1,...,5s —1;and
Ke= X370, —aX3, X370 + @ X3 X070 4o (—a) X
Set
K=KK,... K, .
It is clear that
Ki(X3_y + X3) = X4 — (=@ 2xif =0 |
fori=1,...,5s —1;and

1 1
Ko(X3, ) +aX3) = X3 — (—a)*V2xI" =0 .

Hence K Q = 0, which implies K € Ann(Q)NH*“~". We claim that K ¢ (Q4~).
Consider the quotient algebra

A=/ + X i=15-1 X} +ax}) .

The algebra H has a basis consisting of monomials with the powers of the variables
X2, X4, ..., Xoy at most 1. It is clear that the image of Q (and hence also 07 Yin
H is zero, whereas the image of K is

N K
-1 {qg+1
l_[Xgi—l < 2 )
i
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which is non-zero. Therefore K is not in the ideal generated by Q7~!. Hence
dreg(Q) <r(@g—1/2+2.

¢ Case 2: g odd, r odd
Set s = (r — 1)/2. In this case Q is of the form

Q=X{+ X3+ -+ X5 + X3 +aXi,
for some a € E. From the classification of quadratic forms, we have
2 2 2 2 2 2 2
Xos—1+ Xog +aXyo ~ Xog | — Xgy —aXy ) ~ Xos1 Xoy —aXs gy
so Q can be taken to be of the form:

Q = X% + X% +--- 4+ X%kZ + X2s—lX2s - CZX%S+1 .

Let
-1 2 -3 4 -5 —1/2 —1
Ki=X3_| — X5 X357 + X5, X5+ + (=D~ V2x],
fori=1,...,5s —1;and
/2 1)/2 v (@+1D)
,_ Xy 1 X)) @D — alat DX =72
Xos—1X2s — GX%H,] S
Note that
-2
K'(Xo5—1X25 — GX%HI) = (Xzs—lXzs)(qﬂ)/zxéz,])/ =0.
Set

K=K K>...K;_1K'.

Note that the degree of K is (s — 1)(g — 1) +3(qg — 1)/2 =r(q — 1)/2. Again we
see that KQ = 0 and therefore K € Ann(Q) N H"@~D/2_ Consider the quotient
algebra

A=/ + X3 i=1 5= XaoiXas —aXdy)

Then H has a basis consists of monomials in which the powers of the variables
X2, X4, ..., X2(5—1), X2441 are at most one. The image of Q in H is zero, but that
of K is



222 8 Solving Polynomial Systems

s—1 s—1
g-1 (g +1 g-1 yq-1/2 (94 +1
HX21'71 ( 2 X2571X2S 2

i=1

which is non-zero. Hence K is not in the ideal generated by Q9! and dreg(Q) <
rig—1)/2+2.

* Case 3: g even, r even (Q of type (1) or (3))

First suppose that Q is of the form Q = X1 X, + -+ + Xo,—1X2; where r = 2s.
Set G = X?_ng_l . ng__ll. Then it is easily seen that H € Ann(Q) N H*@~D,
Consider the quotient algebra

H=H/(X|—X2,..., X251 — Xa5)

The image of Q in H is Q = X%+X%+~~~+X§S_1 = X1 +X34+ -+
Xon—1)2, so the image of Qq_l is Qq_l = 0. On the other hand, the image of G
is X(IFIXgF1 ng—_ll which is non-zero. Thus G ¢ <Qq_1> Hence Dieg(Q) <
r(g—1/2+2.

Next suppose that Q is of the form Q = X1 Xo+- - -+ X051 X2 +X%s—l —}—ocX%s.
Let LL be a finite extension field of E in which the equation 1 + X + aX? has a root.
InL[Xy,..., X,], O isequivalent to X{X» + - -+ + X25—1 X2,. Since the degree of
regularity is invariant under extensions of the base field by Property II, it follows
from the first part that dreg < r(qg — 1)/2 + 2.

e Case 4: g even, r odd (Q of type (2))

Note that, in this case, we must have ¢ > 2. We may assume that Q is of the form
Q= X1Xo+ -+ Xog_1 Xog + X3, | where r =25 + 1. Set

—1yq-1 —1 2 _
G = X{ X XX (Ko X X D
Note that deg H = r(q — 2)/2 and

2 2 2
GO = (Xo5—1 X2 + X§s+1)q/zxgs/—1 = ng—lxgs/ + ng+1ng/—1 =0.

Consider the quotient algebra

H=H/{X1—X2, ..., X051 — Xo5) .

The image of Qin His Q = X7+ X3+ -+ X5 |+ X5, = (X1 + X3+ +

Xos—1+ X2s+1)2, so the image of 09-1is 09! = 0. On the other hand, the image

of Gis X9 ' x4 x17 ! x9/? (X2 .+ X2 ,)=2/2 which is non-zero. Thus
1 3 2s—32s—1 V" 25—1 2s+1

G ¢ (097!) and hence dieg (Q) < r(g — 1)/2 +2. O
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Let us define the Q-Rank of a quadratic operator P (X) to be the minimal rank of
elements of the space Vﬁ’ generated by Py, ..., P,_1,i.e.

Q-Rank P = min{Rank Q | Q € V/'}

Note in particular that Q-Rank(P) < Rank(Py).

Theorem 8.48 Let P be a quadratic operator of degree D. If Q-Rank(P) > 1, the
degree of regularity of the associated system is upper bounded by

(¢-D QZ-Rank(P) )

In particular, this is less than or equal to

— D(llog, (D —1)] +1
(q )(Lquz( )J+)+2

If Q-Rank(P) = 1, then the degree of regularity is less than or equal to q.

Proof The first assertion follows from Theorem 8.47 and Corollary 8.46. Suppose
that

PX)= Y ayX?t 4+ 3 piXxT e
q'+q/<D q'<D

Then

Py = Z aijXiXj .
q'4+q/ <D

Let k be the largest subscript of a variable X} that occurs non-trivially in Py (that is,
aix # 0 for some 7). The rank of Py is bounded by the number of variables involved
in its expression which is at most k + 1. On the other hand, by our assumption on
D, D > ¢* + 1 or equivalently, k < Llog, (D — 1)]. Thus the rank of Py is at most
[log, (D — D] + 1. O

A very interesting case is the Matsumoto-Imai scheme, where F(X) = X 142
over the field G F(2). Then Py = XXy has rank 2. So our theorem implies that the
degree of regularity is less than or equal to three. This is precisely the statement that
linearization equations exist in this case [23]. On the other hand if we consider a
Matsumoto-Imai operator over a field of order ¢ = 2™, then the degree of regularity
remains 3 but our bound is 2" + 1. Therefore our estimate formula needs to be
improved when ¢ is not a prime.

For fixed g, the degree of regularity of an HFE public key is O (log, D). Consider
now a Grobner basis attack on an HFE system of degree D. We continue to make
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the assumption that these algorithms will terminate at degree equal to the degree
of regularity or shortly after this. The runtime of this algorithm will be O (n®Pr).
Assuming that the security parameter is chosen in such a way that D = O (n%), the
runtime for the Grobner basis attack on an HFE system over any base field will be
20(1°g(")2); that is, it will be quasi-polynomial.

On the other hand, suppose that ¢ itself is a component of the security parameter
and is taken to be of scale O(n) (this assumption is reasonable since it will only
increase the computation complexity for HFE systems by the scale of O (log, n)).
If the bound above is asymptotically sharp, then the degree of regularity will be at
least of the scale O (n), and therefore inverting HFE systems will be exponential.

We do not expect or believe the bound obtained in Theorem 8.48 to be optimal
in any degree of generality. If we compare the bound

(g — D(llog,(D— D] +1)/2+2

with that obtained in [15] for a large number of values of n and D and prime g. We
can see that as n becomes large relative to g, the two bounds appear to be getting
closer, though the bound in [10] are frequently slightly higher. It seems possible that
there may be a tighter upper bound of the form cq log, (D) for some scalar ¢ when
q is a prime.

Later, this results were further extended to get upper bounds on the degree of
regularity of HFE variants such as HFE-, HFEv- and HFEv- [11, 12].

Theorem 8.49 The degree of regularity of the polynomial system derived from an
HFEv- system is less than or equal to

g—Dr+v+a-—-1)
2
g—Dr+v+a)
2

+2 ifqgisevenandr + ais odd,

+ 2 otherwise.

where q is the size of the base field, D is the degree of the HFE polynomial, and a
and v are the numbers of Minus equations and Vinegar variables respectively. The
“rank” parameter r is given by r = [log,(D — 1)| + 1.

When a = 0, which gives us the HFEv scheme, the degree of regularity is upper
bounded by

(@—Dr+v-1)
2
(¢ — D +v)
2

+2 ifqisevenandr is odd,

+ 2 otherwise.

When v = 0, which gives us the HFE- scheme, the degree of regularity is less than
or equal to
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(q—D(r+a—1)
2
(g—D+a)
2

+2 ifqgisevenandr + ais odd,
+ 2 otherwise.

Though these are nice formula, we know for general ¢, especially large g, that they
are not so tight and need much improvement. However, for the case ¢ = 2 and
currently practical parameters, the above formulas seem to be very accurate bounds,
which was verified by a large number of experiments [24]. These theoretical bounds
are actually used to select the parameters in some the submissions to the NIST
standardization process of post-quantum cryptosystems [21].

8.7 Algorithms for Solving Over- and
Underdetermined Systems

As discussed in the previous sections, the algorithms used to solve multivariate
quadratic systems require in general exponential time. However, if the systems
considered are either highly overdetermined (rm > n) or highly underdetermined
(n > m), there exist special algorithms which run in polynomial time. In this
section, we present two of these algorithms. Furthermore, we discuss here an
algorithm which solves underdetermined systems of m equations in n = vm
variables by solving a determined system of m — [v] + 1 equations and variables.
This algorithm plays an important role in the security analysis of the UOV scheme
(see Chap. 5).

8.7.1 Solving Overdetermined Systems with m ~ n?

If the number of equations in a multivariate quadratic system is quadratic in the
number of variables, the system can be solved by the Relinearization method. In
particular, this method works if we have

m> n(n—|—3).
- 2

The algorithm consists of two steps.

1. Interpret each quadratic monomial x;x; as a new variable x;;. Therefore one

n(n+1) _ nm+3)
3o tn="5—

obtains a system of m linear equations in the variables
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2
X115 X125+« o5 X1ns X225 X235 « -« s Xnns X1, X2, + o o5 Xpp

former quadratic monomials linear monomials

2. Solve the linear system generated in the previous step by Gaussian elimination.
Itm > ”(”TH), the linear system will have (with high probability) exactly one
solution, which corresponds to the solution of the original quadratic system.

The complexity of the algorithm is O (n>®), where 2 < w < 3 is the exponent of
solving a linear system. Therefore, the algorithm solves the system in polynomial
time.

Remember that we used the above technique in the decryption process of the
(rectangular) SimpleMatrix scheme (see Chap. 7).

8.7.2 Solving Underdetermined Systems with n ~ m?>

In [20], Hashimoto et al. proposed an algorithm to solve an underdetermined
multivariate quadratic system P of m equations in n > w variables in
polynomial time. The idea of the algorithm is to decompose the system P into
P =SoFoT,where S and 7T are linear transformations. From F one extracts
a number of expressions, which lead to m(m + 1)/2 linear equations in n — m
variables. If this linear system has a solution, then this solution is substituted back
into the transformed system J resulting in an easily invertible quadratic map. Note
that this idea is very similar to a structural attack against a multivariate public key
cryptosystem. The process of solving the equation P(z) = O consists of three steps.
Recall that a general system P of multivariate quadratic equations is given by

P p®= Y aPxxi+ Y 0 +c® fork=1.....m  (87)
1<i,j<n 1<i<n

The system P can also be written in matrix notation, i.e.
P p(k) =x"APx + p®x + ©

with n x n matrices A% = (al.(]]f)) containing the coefficients of the homogeneous

quadratic terms, vectors p® = (b}k), el b,(f)) containing the coefficients of the
linear terms and field elements ¢ k=1,...,m).

The system P is transformed iteratively into a system F of form (8.8) where
each of the m steps consists of two linear transformations. The two transformations
depend only on the quadratic terms (or the matrices A®)), but will be applied also

2Note that, in the case of F = GF (2), we only need m > ”("T“) equations, since the quadratic
monomials xi2 (i=1,...,n)don’t exist.
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m n m n m n
1 2 *|0,...,0 m
AR A ; )
0 : 0 : 1Am|
1 ©) ol @1 (m)
[; Lmn 3 * L 9.9 Lm m

0 | @V 0 | QY 0 | Qi

Fig. 8.1 Structure of the homogeneous part of the system F

to the linear terms in order to keep everything consistent. When it is clear from the
context we will write sometimes a,(,f ) instead of a( ) to refer to the coefficient of
x2 of the polynomial p®.

The idea of the algorithm is outlined below and described in more details later.

1. Decompose the system P into P = S o F o 7, where S and 7 are linear maps
and F is a set of quadratic equations of the form

a2+ 3 w4 o =0,

1<i<m
2 2 2 2
,(,1)1)531 1+Q§)(xm)+ Z sz()+Q()— 0,
1<i<m
3 3 3
a,(,,)zxm— Q( )(xm 1> Xm) + Z le()+Q() 0,
1<i<m
(8.8)
{4 {4 {4 {4
r(n)€+1x31 1T Q§ D Comt42s s Xm) + Z XiLf )+ Qg) =0
1<i<m
agm) z Q(m)(XZa ces X))+ Z le(m) + Q<m)
1<i<m
Fori,j = 1,...,m, the Lg.i) = L;i)(me, ..., X,) are m? linear functions
and each Qg) = Q(’)(me, ..., Xp) is a quadratic polynomial (with linear

and constant terms) in the given variables. The functions Q(J ) are homogeneous

quadratic functions in the listed variables. For example Q1 )(xm) = a(Z) 2 . The
structure of the equations of F is shown in Fig. 8.1.
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2. Consider the linear equations
LY Gty x) =0 forj=1,...,m, i=1....m+1—j (89)

and solve this system of m(m + 1)/2 equations for (x,;,+1, - . ., x,). In order for
a solution to exist we need at least as many unknowns as equations, i.e.

m(m + 1) m(m + 3)
——— o n>——"-.

n—mz= =
2 2
3. After having found a solution for x,,41, ..., x,, we substitute the values of
Xm+1s - - - » Xp into the system F to obtain a system F of the form
(1) 2 2 4 Q

2 2 +2 | =@
,(n)lx,i 1+Q()(xm)+ L +Q2 =0,

(3)

3
()zxm 2+Q( )(xm 15 Xm) + Xm— lL ]+xmL()+Q2 =0,

(8.10)

¢ ¢ - | =0
aﬁl)mx,i E+1+Q(1)(xm7€+2,---,xm)+ Z xL;"+ 0, =0,

m—L+2<i<m

%m) 2+Q§m)(x2,...,xm)+ Z (m)_’_Q;m) _

2<i<m

Note that Zy) and ag) are the values of Ly) and Qg) after being evaluated with
the result from the previous step and therefore are constants. If a square root
exists for the first equation in (8.10) we can solve for x,,. By substituting this
solution into the second equation, we can hope to get a solution for x,,_;. We
repeat this process until we get a value for x.

8.7.2.1 Finding the Decomposition of P

( )

In the first iteration we ensure that the element a'|” is not zero, if necessary by

interchanging p™ with another equation. Then we set all coefficients of x; 2 in p®

o
(i €{l,...,m—1})to0by computing p) = p@ — p. This transformation
“11
corresponds to a linear transformation P= S o P where, for the general case, the
matrix Sy is given by
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10 0 si¢e 0...... 0
01 0 : s
Se=]0... 0 Lsgyp: . (8.11)
0...... 0 1 0...... 0
0 10...0
0...... 0 0 0 01

and s; ¢ = a;’j) /a%).
The second transformation at each iteration is a linear transformation of the

variables. For this we introduce a n x n matrix 7y (£ = 2, ..., m) of the form
10...0 15 W] 0...... 0
01 0 ty
T,=]0... 0 Loy s (8.12)
0...... 0 tee 0...... 0
toy1,e 10 0
0...... 0 tye 0... 01

The matrix Ty is the identity matrix with the £-th column replaced by the unknowns
tje (j = 1,...,n). The quadratic terms are then transformed into AR =
TKTA(") Ty. In the resulting matrix the terms in the £-th column and ¢-th row are
dot products of the vector of unknowns and columns and/or rows of A% . The
exception is the term at the intersection of the ¢-th row and the ¢-th column, where
the unknowns appear in a quadratic form, but the explicit form of that term is not
needed. All other terms remain unchanged in this transformation.
For j # ¢, the transformed terms in column £ and row ¢ are given by

~(k k
a;-,l? = Z ai(,j)t‘?‘Z

1<i<n

_(k k
gy = D ajine

l<j=n
We are only interested in the transformed terms with 1 < j < ¢ and by setting

~(k ~(k .
a;,z)—}—aéj) =0 (<¥
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00 %% |--- 00 %% |--- 00 %% |--- a; 0 % %
Ox*k|--- Ox**k|--- Oxx*|--- 0 %%
*ok ok ok | e *ok ok ok | e *ok kK| * Kk ok Kk
Kok koK |- Kok okok |- *ok ok k|- * kox k|-

Fig. 8.2 Structure of the system P after the first iteration of the algorithm (m = 4; a; stands for
“)
ay)

the corresponding coefficients of x;x; with j < £ and 1 < k < m can be fixed to
zero. This results in the following system of homogeneous linear equations for the
unknowns #1 ¢ to ¢

Y @ +ah =0 for j<t (8.13)

1<i<n

For this system only a non-trivial solution with 7, ; # 0 is of interest.

In particular we use, in the first iteration, the matrix 7> in order to eliminate all
terms with x1xy. As seen from the above expressions this results in a system of
m homogeneous linear equations in the n unknowns # 2,22, ..., t, 2. The terms,
which are eliminated from the polynomials p(1, ..., p® are displayed in Fig. 8.2
(for the case of m = 4). By the transformation 7>, the system P is transformed to a
system P, but we stay with the same notation by setting P = P.

During the second iteration of the algorithm we check that the new term a5, !

is not zero; if necessary we interchange p~1 with another p/) where 1 < j <
m — 1. Next, we eliminate the terms with x22 in the equations p(l), el p(’"_z),
by subtracting the appropriate multiple of p™~1 from these polynomials. This
transformation can be represented by the matrix S,,,—1.

For the other transformation in the second iteration of the algorithm we use the
matrix 73. This time we eliminate the terms with xx3 and x>x3 from p(l) to p('"’l),
but only x1x3 from p(’”). From (8.13) we obtain 2m — 1 homogeneous equations in
the n unknowns #1 3, ..., f; 3. Assuming that there exists a nontrivial solution, we
can transform the system into a system of the form shown in Fig. 8.3.

Figure 8.4 shows the system after the third iteration. Note that this time the terms
of x1x4, xox4 and x3x4 are eliminated from p(l) to p(m’z), but only x1x4 and xpx4
from p~D and only x;x4 from p”. The figure also shows that, for m = 4, 3
iterations suffice to bring the system into the desired form of (8.8) and Fig. 8.1, as
the next iteration would only check that a,(,,1 ,)m is nonzero. For the general case with
m equations we need analogously m — 1 iterations.

Algorithm 8.10 computes step by step the two transformations S and 7 and a
map F of the form of (8.8) such that P = S o F o 7. In particular, it finds linear
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000 %|--- 000 |--- 000%]|--- a1 00 %
000 % |--- 000 % |--- Oas O x| --- 0 **x*
00 % |--- 00 %x|--- 00 x%|--- 0 x % *
*ok ok ok | e *okokok |- * Kk kok |- * kokk |-

Fig. 8.3 Structure of the system P after the second iteration of the algorithm (m = 4; a, stands

foras%)
00007]--- 000O0|--- 0000(|--- a1 000
0000]--- 000O0(--- 0ax 00| --- 0 ***x
00007]--- 00az0|--- 00 x%|--- 0 ** %
000 %|--- 000 x|--- 00 x%|--- 0 **x %

Fig. 8.4 Structure of the system P after the third iteration of the algorithm (m = 4; a3 stands for

2
a?)

transformations S», ..., S,, and T, ..., T,, such that

F=8o---08,0PoTho---0T,.
S-1 T —1

The algorithm as stated below assumes that a non zero term a,ﬁf’,l(_k) # 0 can
always be found. This might not always be the case. If it happens, we use the identity
matrix for the first transformation and compute the second transformation as before.

Although the algorithm is described with references to polynomials, it is much
easier to implement it with matrices which represent these polynomials. Here one
has the option to use either symmetric matrices or an upper triangular form. The
transformation 7, does not preserve the chosen form, and it appears to be beneficial
to restore it after each iteration.

8.7.2.2 Solving the System

After having found the decomposition of P (and therefore a system F of form
(8.8)), we solve the linear equations L;j)(xmﬂ, X)) =0@Ge{l,...,m}, je
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Algorithm 8.10 Transforming the system P into a system J of form (8.8)

Input: P, a multivariate quadratic system of m equations in n > variables
Output: linear transformations S and 7, quadratic map F of the form of (8.8) such that P =
SoFoT.

m(m+3)
2

I: ¢=1.
2: while ¢ <=m do _
3: If necessary, permute the polynomials p® (i =1, ..., m) such that

(m £+1)

the coefficient a,. of x2 in p@=t+D is non zero.

af)
4: Fori=1,.. —¢set pO = p® — o L =D and store
(i)
the coefficients % in a matrix S,,—¢+1 of the form (8.11).
e
5: =L+1
6: SetP =P. R
7. Define a matrix 7y of the form (8.12) and compute P = P o Ty.
8 fori =1tom+1—<£do

9: Set the coefficients of the terms x;x, in P to zero for 1 < j < L.
10: end for

11: fori=m+2—+{tomdo
12: Set the coefficients of the terms x;x¢ in P to zero 1<j<m-—i).
13: end for
14: This gives a system of homogeneous linear equations in the unknown

elements of 7. Find a solution with #, ¢ ;é 0.
15: Compute P =P oT,and then set P = P.
16: end while
17: Set F=P
18: Set T = (T -+ Tp) ™!
19: SetS = (Sp—q---S1)~!
20: return S, F, T

{1,...,m—1i+41}) using Gaussian elimination. We then substitute this solution into
the system F in order to convert it to the form of (8.10).

Under the assumption that —@;1) is a real square in [F, we can derive from the
first equation of (8.10) the value of x,,. By substituting this value into the second
equation of (8.10), we can hope to find a value for x,,—1. We continue this process
until we have found a value for x;. In order to get a solution y of F(x) = O,
we append the values of the variables x,,+1, ..., x, found by solving the linear
equations ng" ) (see above), i.e.

y:(-xls'“v-xms-xm-‘rlv"'vxm)'

Finally, to get a solution z of the original system P(x) = 0, we compute z =
T (.

Our algorithm works for fields of odd and of even characteristic. However, in the
process of solving the system JF, we have to take square roots from field elements.
Since an element of a field of odd characteristic is a square with probability 1/2,
the success probability of the algorithm is (1/2)". We therefore have to run the
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algorithm 2" times to find a solution of the original system P. So, the actual
complexity of solving the system P over a field of odd characteristic is O (2"n“m).

For fields of even characteristic, we can find the square roots of all field elements,
so that the first equation in (8.10) does not cause any difficulty. But further down the
line we may have to solve a quadratic equation with a linear term and it can happen
that the quadratic equation is irreducible.

It is possible that the decomposition gives a,%l ,)m = 0. Then most likely 6(1) #0

and a solution for x,, can not be found. If 5(1) = 0 holds, there is a chance that the
equations of (8.10) lead to a solution. In [20] it is mentioned that in this case a linear
equation may be encountered, which allows the process of solving the system to be
continued.

The algorithm assumes that a solution of the full system also satisfies the
linear system selected in (8.9). This is not guaranteed and it manifests itself when
solving (8.10) breaks down. Since the variables were subdivided into the two
groups (x1, ..., Xp) and (X;+1, ..., X,) it is possible to overcome this difficulty
by interchanging some of the variables in the two groups. Another possibility is to
use a more general linear transformation.

Creating the toy example below indicated to us that there is a substantial chance
that the algorithm will fail when the underlying field is small, since the chance that

a,(nl,)m = 0 is fairly high. For larger fields this should be less problematic.

8.7.3 Analysis of the Algorithm

The algorithm works, if and only if all linear systems appearing during the process
of transforming and solving the system have a solution. In particular, we require
that all systems contain at least as many variables as equations. The linear system
we have to solve in the £-th iteration of the loop of Algorithm 8.10 (line 14) contains

m(m + 1)
—

m—C+1)¢—-1)+ Z(m—i—l—i): 1

m+2—¢
equations in the n variables of Ty. Therefore, choosing
0> m(m +1)
- 2

enables us to find the desired decomposition of P into So F o T.

In the process of solving the system JF, we have to solve the linear equations
Lgl) =0with(G@=1,....m, j =1,...,m —i + 1) in the n — m variables
Xm+1s - - - » Xn. Altogether, there are
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Z(m_i—kl):w

i=1

equations. We therefore need

1
n—mzzm(m—i—])

or

. m(m + 3)
- 2

variables in the original quadratic system P to run the algorithm.

Assuming that the algorithm works on the first try, then the complexity of the
algorithm is O (n“m), where 2 < @ < 3 is the linear algebra constant of solving a
linear system.

8.7.4 Toy Example

We want to solve the system P = (p(l), p(z), p(3)) in the variables xq, ..., xo,
where
1,2 2 2 2 2
Pl =X HoTX1xg + X1X5 + X1 X6 + @xX1X9 + X| + X +o7X2X3 + a7 x2X4
+ X2x5 + x2x¢6 + a2x2x7 + x2x8 + axzx9 + otx32 =+ x3x4 + X3X6 + a2x3x9
+ oczxf + Xx4x5 + ax4xe + xax9 + x4 + a2x52 + ox5x6 4 0x5X7
2 2.2 2.2 2
+ X5x8 + X5X9 + a"x5 + " X5 + XeX§ + XXeX9 + ¥”XT + X7X8 + *”X7X9
+ a2x7 + azxg + a2x3x9 + ozxg + axg + 052,
@ — alexz + a2x1x3 + axixs + x1x6 + axixg +axixg + x1 + x2x3
+ axax4 + (X2X2X5 + axaxe + ax2x7 + x2x8 + axaxg9 + x2 + oex32 + x3X4
“+ ax3x; + x3x6 + a2x3xg + a2x3x9 + ax3 + xf + ax4x5 + oxax6 + X4X7
+ axqxg + x4x9 + x4 + le52 + axsx7 + axs5xg + oxsx9 + x5 + axg
2 2 2 2 2.2
+ a"xex7 + axex9 + @ X6 + X7 + X7X8 + @ X7X9 + " Xg + *X8X9
+ azxg + ax92 + a2x9 +1,
(3)

p = x% + axix3 + a2x1x4 + ax1x5 + x1x6 + axy + x% “+ axyx3 + a2x2x4

+ a2x2x6 + a2x2x7 + ot2x2xg “+ X2x9 + ax% + ax3xq + a2x3x5 + a2x3x7
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+ x3x8 + oexf + ax4x7 + x4x8 + ot2x4x9 —+ oxq + ot2x52 —+ X5X6 + X5X7
+ axsxg + axs5x9 + x5 + oezxg + a2x6x8 + a2x6x9 + axe + le72 —+ x7x8

“+ ax7 + a2x§ “+ oxgxg + xg + otzxg + «.

8.7.4.1 Finding the Decomposition of P

Iteration 1a In part 1 of the first iteration we have to set the coefficients of x12 in
the polynomials p" and p® to 0. We have

(1) 2

Py

— =1and —/ =0.
3) 3)
11 p

Such we get

101
S53=1010
001

After this transformation, the components 5V, 5® and 5 of the map P = S307P
have the form

p(l) = ax1x3 + a2x1x5 + a2x1x6 + axixg + a2x1 + X2X3 + X2X5 + 0X2X6
—+ axyxg + a2x2x9 + ot2x3X4 + a2x3x5 + x3x¢6 + (X2X3X7 “+ Xx3x8
+ a2x3x9 + xi + X4X5 + 0XX4X6 + AX4X7 + X4X8 + O X4X9 + a2x4
+ a2x5x6 + oe2x5x7 + ot2x5xg + a2x5x9 + axs5 + axexg + xgx9 + axeg
+ x72 +a2x7x9 + x7 + x8x9 + x3 +x§ + oaxg + 1,

5 — a2x1x2 + oe2x1x3 + ax1x5 + x1x6 + axixg + axixg + x1 + x2x3

—+ axax4 + azxzxs “+ axoxg + ax2x7 + x2Xx8 + axax9 + x2 + OlX32

“+ X3X4 + @x3X5 + X3X¢6 + a2x3x8 + a2x3X9 + ax3 + xf —+ ox4x5

+ @X4X6 + X4X7 + ax4x3 + X4x9 + x4 + axZ + axsx7 + axsxg

“+ ax5x9 + x5 + leg + a2x6x7 + axgxg9 + ot2x6 + ax72 “+ x7x8 + 0[2)67)69

+ ozzxg + axgxg + azxg + otxg + a2x9 + 1,

5(3)

= Xf + oxix3 + a2x1x4 + axixs + x1x6 + axy + x% + axox3 + a2x2x4

+ a2x2x6 + oezxzx7 + a2x2x8 “+ x2x9 + ax% + ax3xq4 + ot2x3x5
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+ a2x3x7 + x3x8 + axf + ax4x7 + xX4x8 + a2x4x9 + axq + oczxg + X5Xx¢
+ x5x7 + axsxg + axsxg + x5 + ozzxé + a2x6xg + a2x6X9 + axe + otx72

—+ x7x8 + ax7 + a2x§ + axgxg + xg + ozzxg + «.

We set P = P.

Iteration 1b Next, we need to find a linear transformation 7> of the variables,
which turns the coefficients of x| x> in p(’) to zero (i = 1,2, 3). We set

14120000000
0120000000
0#$3,1000000
0%,0100000
I,=]10%,0010000
0%20001000
070000100
020000010
0720000001

and compute P="Po T». Setting the coefficients of xjx; to zero leads to three
linear homogeneous equations for the #; » withi = 1, ..., 9. The coefficient matrix
for these equations is

00 a 0a’2c?00«
002?20 o 1 D
00 aa?a 1000

The nullspace of this system is six dimensional, but only three dimensional if we
require that 7 2 # 0. We select

(tl,z, o, 132, 142, 152, 162, 172, 13,2, t9,2) =(0,1, 2 a,1,0,0,0, 0)-

By substituting this solution into the matrix 7> and computing P="PoTs we get
the following system after the first iteration of the transformation process

p(l) = ax1x3 + a2x1x5 + a2x1x6 + axix9 + a2x1 + x22 + a2x2x3 —+ ax2x5
+ X2x7 + x2x8 + axox9 + a2xz + (XZ)C3X4 + OtZ)C3)C5 + x3x6 + a2x3x7
+ x3x8 + a2x3x9 + xf + X4x5 + oxq4x6 + ¥ x4x7 + X4X8 + ¢ X4X9 + oe2x4
+ a2x5x6 + 012)(5)67 + a2X5x8 + OlZX5X9 + axs + axgxg + xex9 + axg

+x72+a2x7X9+x7 + x8Xx9 +Xg+x92+ax9+ 1,
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p(z) = a2x1x3 + axixs + x1x¢ + ox1xg + axixg + x1 + x22 —+ x2x3 + axox4

+ azxsz + a2x2x6 + axpx7 + x2x8 + a2x2X9 + x2 + ax32 + x3X4

+ ax3xs5 + x3x6 + (xzxgxg + a2x3x9 “+ ax3 + xé% + ax4x5 + ox4x¢

—+ x4x7 + ax4x8 + x4x9 + x4 + le52 + axsx7 + axs5xg + dx5x9 + x5

+ axg + o’xex7 + + o’x6 + axy + x7x8 + 0> x7x9 + &’xg

oXg + 0" XeX7 + aXeX9 + A X6 + aX7 + X7X8 + " X7X9 + 7 Xg
2 2 2

+ axgxg + a”xg + axy +axg + 1,
15(3) = xlz + axix3 + a2x1x4 + ax1xs + x1x6 + ax) + axax3 + x2x5 + ax2x¢
+ x2x8 + axox9 + axy + ozx32 + ax3xq + a2x3x5 + a2x3x7 + x3x8
+ otxf + ax4x7 + x4x8 + ot2x4x9 “+ ax4 + ot2x§ “+ X5X6 + X5X7 + ax5Xx8
+ axs5x9 + x5 + azxé + a2x6Xg + oz2x6x9 + axe + ozx72 + x7x8 + axy
+ a2x§ —+ oxgxg + xg + otzxg —+ o

Iteration 2 Next, we have to find a linear transformation S such that the coefficient
of x% of the first polynomial becomes zero. This is accomplished with the matrix

110
S$HS=1010
001

We then have to turn the coefficients of x1x3 and x;x3 of the polynomials p(l) and
p®@ as well as the coefficient of xx3 of the polynomial p® to zero. For this we
define a matrix 73 as specified in (8.12).

We compute ﬁ(i) = p(i) oT3 (i =1,...,3) and obtain the following coefficient
matrix for the five homogeneous linear equations

001 01l « O O
00 o 1 a?2a?20 1
00020 ¢ 1 0 ¢
001 o a?a? a 1a?
00ada?a 1 000

The dimension of the nullspace is five, but only one vector meets the requirement
that 13 3 # O:

(13, 3, 33, a3, 153, 163, 17,3, 183, 193) = (0, 0, &, 0, &, 0, 0, 0, 1).
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By substituting this solution into the matrix 73 and computing P="PoT; we get
a system F of the form (8.8)

f(l)

= X1X5 +axixe + axixg + axy + axa2xq4 + x2x5 + a2x2x6 + azxzx7
+ X2x9 + axy + ax32 + x3x4 + OtZ)C3)C5 + ax3xe + a2x3x7 + ax3xg
2 2 2 2 2 2

+ ax3x9 + a¢"x3 + ¢ X4X5 + @7 X4X7 + @7 X4X8 + X7 X4X9 + *X4 + 00X5
+ (XZXSXG + Xx5x7 + x5x8 + X5X9 + ()l2X5 + axg + a2x6X7 —+ axegxg

2 2.2 2.2 2 2.2
+ a”xex9 + X6 + 0" x7 + x7x8 + X7 + 0" xg + " xgx9 + @xg + " xg + X9,
= oX1X5 + xX1X6 + axixg + axixg + x1 + x22 + axyx4 + a2x2x5
+ a2x2x6 + axpx7 + xp2x8 + otzxg)@ + x2 + x% + X3X5 + 0x3X9 + X3
+ xf + axqxs + axqxe + xX4x7 + ax4x8 + X4x9 + x4 + le52 =+ axs5x7
+ axs5xg + ax5x9 + x5 + oexg + ot2x6x7 “+ axgxg9 + a2x6 + ozx% + x7x8
+ 0[2)(7)69 + azxé + axgxg + a2x8 + ax92 + az)@ +1,
=xf+a%MA+WMXy+mx«+mn+a%N3+xM5+am%
+ x2x8 + ax2x9 + axy + x% + a2x3x5 + x3x6 + a2x3X7 + a2x3xg
+ a2x3x9 + ax3 + (xxz + ax4x7 + x4x8 + a2x4x9 + axq + a2x52 + X5Xx¢6
+ x5x7 + axsxg + axsxg + x5 + a2xé + a2x6x8a2x6x9 + axe + ax%

+ x7x8 + ax7 + ozzxg + axgxg + xg + ozzxg + .

The linear transformations S and 7 are given by the matrices

S—l

100000000
010000000
Oxax000000

111 00100000
=%o08=[010 and T '=ThoTz=|01a010000
001 000001000

000000100
000000010
001000001
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8.7.4.2 Solving the System

We want to find a vector z € F? such that P(z) = 0. For that we consider the linear
maps L] (i € {l,...,m}, jef{l,....om—i+1}):
Lgl) 1 x5 + axg + axg + Oxg + «,
LEZ) Toxg + x5+ a2x6 + a2x7 + x9 + «,
1 ixs+ a2x5 + axe + a2x7 “+ oxg + axg + 052,
Lg) Taxs + xg +axg +axg + 1,
5 Laxs + a2x5 + a2x6 + ax7 + xg + a2x9 +1,
Lgl) : 012)64 + axs + x¢ + o.
By setting these equations to zero and solving for xg4, . .., X9, we get
(x4, ..., x9) = (1,02,0,0,a%, a?). (8.14)
We substitute these values into the components of F and obtain
f(l) : oex% + o,
]?(2) : x% +x32 +a2,
f(3) : x% + a2x2x3 + a2x2 + x32 + 1.

We solve the system F (y) = 0 from top to bottom. f () = 0 yields the double root
x3 = 1. Substituting this into £ yields x% + o = 0, which has the double root

x2 = o2, Substituting all of this into f© yields x]2 =0orx; =0.
Altogether, we obtain

y=F""0)=(0,0%1,1,0%0,0,0% a*
Finally, we invert the second linear map 7 to obtain
z=T '(y) =0,0¢% ¢ 0,200, % a).
By substituting z into the system 7P, we can check that it is a correct solution of the
equation P(z) = 0.
If we want to solve P(z) = w for an arbitrary w, say w = (1, a?, o) then we

have to invert the first linear map to get

x=38"'(w) = (0,a% a).
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Since the linear system (8.14) does not depend on the constant terms of the system
‘P, we can simply set F = F — x and obtain

f(l) : ax32 + o,
];(2) : x22 —i—x%,

f(3) : x12 + a2x2x3 + a2x2 + x% + az.

Solving these equations from top to bottom we get (x1, x2, Xx3) = (@?,1,1) and
with this

y=F'®=(%1,1,1,0¢2,0,0,a% a?).
The solution to P(z) = w is then
2=T 'y) = @%1,0,¢2,0,0,0,0% a),

as can be verified directly.

8.7.5 Solving Underdetermined Systems with n = vin

As we have seen in the previous section, an underdetermined multivariate quadratic
system with m equations and n > m variables can be solved in polynomial
time. When the number of variables is below this bound, we need exponential time
to solve the system.

However as proposed in [26], when the number of variables is given by n = vm
for v > 2, we can use the additional variables to solve the system faster. Hereby we
assume that v is strictly less than m, because otherwise we could solve the system in
polynomial time using the techniques presented in the previous section. In particular
we get

Theorem 8.50 ([26]) A multivariate quadratic system of m equations in n = vm
variables can be solved in about the same time as a multivariate quadratic system
of m — |v] + 1 equations inm — |v| + 1 variables.’

Let P be a multivariate quadratic system of m equations in n = vm variables. In
the following we describe how to solve the system P(x1, ..., x,) = 0 by solving
a determined system ﬁ(yl, ooy Ym—wj+1) = 0of m — [v] + 1 quadratic equations
and performing a number of linear algebra operations. The process consists of two
main steps, which are summarized in Algorithms 8.11 and 8.12.

3The term “about” here means that we do not consider polynomial terms in the complexity (e.g.
Gaussian elimination).
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Fig. 8.5 Structure of the LVJ -1 m n
matrices representing the 5]
homogeneous quadratic parts j Ly
of the polynomials ) 0
FWD ., £ generated by . O .
Algorithm 8.11 0 (i)
* L
r v]-1 ] —1
QU
0 m
n
1. Find a linear map 7 : F" — F" which transforms the system P into a system
F = P o T, where F is a system of m equations in n variables. The
components f(k) (i = 1,...,m) of the map F are of the form (8.15) and are
illustrated by Fig. 8.5.
lv]-1 [v]-1
k k
=3 ald+ Y wl G + 0Py x) 819
i=1 i=1
2. Invert recursively the maps F and 7. This part includes the transformation of the

system J into a determined system F of m — [v] + 1 quadratic equations and
the solution of F(x) = 0 using a Grobner basis technique.

Algorithm 8.11 Transforming the system P into a system JF of the form of (8.15)

Input: Multivariate quadratic system P of m equations in n = vm variables (v > 2)
Output: Maps F and 7 such that F = P o 7~!, where 7 is a linear map and F is a quadratic

1

2:
3:

map, whose components are of the form (8.15).
: for £ =2tom do

Define an n x n matrix 7 of the form of (8.12) and compute P=Po Ty.
Set, for k = min{|v] — 1,£ — 1} andi = 1, ..., m the coefficients
&Y}, o &,ﬁf)[ to zero. This gives a linear system in the unknown
elements of the matrix 7, which can be solved for t1 ¢, ..., ;.
Compute P = P o T; and then set P = P.

: end for

Set F =P
cSetT =(Th---Tp)~ L.
: return F, T
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In order to find a solution of F(x) = 0, Algorithm 8.12 first solves the linear
system given by

1
LY @t x0) =0

1
Li) oy Gt 1+ %) = 0

LY Congts ooy x) =0 (8.16)
L™ (x x;) =0
lv]—1Am+1s -5 An
(8.17)

In the case of n = vm, this system consists of m(|v] — 1) linear equations in
n —m = m(v — 1) variables. Therefore, with high probability, this system has a
solution.

By substituting this solution into the polynomials (..., £ we obtain a
system F of the form shown in Fig. 8.6. Note that the components of the map F can
be written as

FO = o o) oy + 0V ), (8.18)

where Q~(1), R Q(’”) are quadratic functions in the variables x|, ..., x;. By
performing Gaussian elimination we can derive, from the first [v] — 1 components
of F(x) =0, |v] — 1 equations of the form

x]2 = Q(l)(-xtvj’ e 7-xm)

xh = 0T ey, ). (8.19)

By substituting these representations of xlz, cees va -1 into the last m — (Jv] — 1)
components of F, we obtain a multivariate quadratic system F of m — |v] + 1
equations in the m — |v] 4 1 variables x|,|,..., x,. We solve the equation

F (x) = 0 by e.g. a Grobner basis technique. We substitute the so obtained values
of x|y|, ..., xn back into (8.19) to get the values of x12, e, xf”_l. By taking the
square roots, we therefore find the values of x1, ..., x|,—1. Finally, we append the

values of x;,,11, .. ., x, found by solving the equations LE’.) = ( to obtain a solution

y= 1, ..., yn) of F(x) =0.
In order to find a solution z of P(x) = 0, we finally setz = 7~ (y).
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Algorithm 8.12 Solving the system F

Input: Multivariate quadratic system F of m equations in n = vm variables, whose components
are of the form of Fig. 8.5.
Output: vectory € F” such that F(y) = 0.
1: Set the linear equations L(i), ""L(L?J—l (i = 1,...,m) of (8.17) to zero and solve the
resulting linear system for x,,,41, ..., X,.
2: Substitute the values of X1, ..., X, into the polynomials f(V, ..., £ The result is a
system JF, whose components are of form of Fig. 8.6.
3: Perform Gaussian elimination on the polynomials f, ..., f("/=D to find equations xl2 =

Q(l)(xLuj,--.,xm),,..,
vaH = Ol (x ), L xm).

4: Substitute the representations of xlz, R va -1 found in the previous step into the polynomials
FW o fo The result is a determined multivariate quadratic system F of m — |v] + 1
equations (corresponding to the lower right part of Fig. 8.6).

5: Solve the system ]:'(xw, ..., X)) = 0 using XL or a Grobner basis method.

6: Substitute the values of x|, ..., X, into the quadratic equations found in step 4 in order to
find the values of xlz, ey xzv _ and derive from this the values of x, ..., x|,|—1 by taking

the square roots. (If IF is of odd characteristic and a square root does not exist, return to step 3
and change your selection.)

T:Sety = (X1, .y X1, X[v]s > Xms X1, - - - Xn). Here, X411, ..., x, are the solutions
of the linear system of step 1.
8: returny.

8.7.6 Toy Example

For our toy example we choose ¢ = 4, m = 3 and n = 2m = 6. We want to solve
the system P (x) = (0) with

1 2.2 2 2 2 2 2
p()zoz X] o xix2 +a"x1x4 +a7x + axy + x2x3 + @7 x2x4 + X2X5

+ x2x6 + a2x2 + otx32 + ax3xq + ax3xs + x3 + ax‘% + a2x4x5 + a2x4x6

+ axg + @?x2 + axsxg + a’xs +axt +x6 + 1,

Fig. 8.6 Structure of the lv] —1 m
matrices representing the
homogeneous quadratic parts
of the polynomials 0
f(l),...,f(’") (after step 2 of 0
Algorithm 8.12). Note that 0

the values of the variables .

Xm+1s - - - » Xy have already . LVJ -1
been determined. Therefore, f (l)
F is a system in the m 0

variables x1, ..., x,

m
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p(z) = oz2x1x2 + a2x1x3 + x1x5 + x1x6 + ax1 + azxg + axox3 + x2Xx4 + X2X5
2 2 2 2.2 2 2 2
+ X2 + " x3x4 + 0"x3x6 + X3 + 07Xy + ox4x6 + X5 + X5X6 + @7 x5 + oxg,
3 _ 2.2 2 2
P = oTX] Haxix3 +axix4 + x1x5 + axixe + X1 + X5 + x2x3 + @ x2x4
+ a2x2x5 + axyxe + x2 + x32 + X3X4 + XX3X5 + AX3X6 + QX3 + *(X4X5

+ a2x4x6 + a2x52 + X5x6 + a2x6 + 052.

8.7.6.1 Step 1: Finding the Decomposition of P
We define a matrix 75 of the form

1t1’20000
010000
Ot3,21000
0t4,20100
01500010
Ot6,20001

1;

and compute the map
P = PoT.

By setting the coefficient of x;x in the polynomials pV, 5® and p® to zero, we
obtain the linear equations

O(zt4y2 + 012 =0,
2 2 _
a‘tsp+xso+ter+a” =0,

at3p +atsr + 52 +otgr = 0.
Solving these equations by Gaussian elimination yields
(t12.132,...,12) =(0,1,1,0,0).
We substitute this solution into the matrix 7> and compute, fori =1, ..., 3,
75(0 =Po T2.

After this, we set P = P. In the second step we define a matrix 73 of the form
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1043000
01t2,3000
001000
00t4)3 100
()()15,3010
00243001

T3

and compute

A

P=PoT;.

By setting the coefficient of xx3 in the polynomials pV, 5@ and p to zero, we
obtain the three linear equations
o?1y3 =0,
ts3+1t63+a> =0,

ats3+ 153 +ates +a =0.

Solving these equations by Gaussian elimination yields

(113, 12,3, 14,3153, 16,3) = (0,0,0, 1, @).

We substitute this solution into the matrix 73 and compute the linear transformation
Tby T = (T-T3)" L.
We obtain the transformed system F = (f(0, f@ fO)yby F=PoT 1. We

find
f(l) = a2x12 + ot2x1x4 + a2x1 + le% + xox4 + axoxe + x% + x3x5 + ax3x¢

+ ax‘% + a2x4x5 + a2x4x6 + axq + a2x52 + axsxe + a2x5 + axﬁz +x6+ 1,
f(z) = X1X5 + X1X6 + ax] + ax2x3 + ox2x4 + xX2x5 + X2xX6 + 02 + ozzxg

+ ax3xs + ax3xe + Otzxf + ax4xe + x52 + xs5x6 + a’xs + axé,
f(3) — 2,2 2.2 2

= X] +axixs + x1x5 + axyixe + X1 +a"x; + xox3 + oxoxq4 + ¢ x2X5

+ a2x2x6 + azxz + x32 + ax3xq4 + a2x3x6 + a2x3 “+ axqxs5 + a2x4x6

+ a2x§ + X5x¢6 + a2x6 + (x2.
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8.7.6.2 Step 2: Solving the System

In order to solve the system F(x) = 0, we first determine the variables xq4, ..., x¢
in such a way that Lil) = 0O holds fori =1, ..., 3. We find
L(ll) : a2x4 +ao? = 0,
ng) x5+ x6+a =0,

L(lg) rax4 +xs+axg+1=0.

Gaussian elimination yields ()~C4, xs,x6) = (1,0, ). By substituting this into the
system JF, we get the system JF with

f(l) = ot2x12 + ax% + axy + x32 + a2x3 + az,
f(z) = axox3 + axy + a2x32 + a2x3 +1,

f@) = ot2x% + otzxg + axzx3 + x% + o?.
We remove the term x12 from f® and f®, obtaining

fO=7P 0. fU = axyxs + axy + o®x? 4+ a’x3 + 1,

f(3) = f~<3) — f(l) = x% + axox3 + axy + a2x3.

and solve the multivariate quadratic system given by f@ = 0 and f® = 0,
obtaining (x2, x3) = («, «). By substituting this into f) = 0, we get alez +a? =
Oorx; =1.

Altogether, we find the solution y = (x1,...,x6) = (l,,,1,0,a) of the
system F(x) = 0.

Finally, in order to find a solution z of the original system P (x) = 0, we compute

z=T(@y) =(1,«,0, az,a, 1).

By substituting z into P, one can easily check that z is indeed a solution of
Px) =0.
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Software

For the multivariate schemes described in this book we developed implementations
in MAGMA code, which were used to compute the toy examples printed in this
book. The corresponding source files can be found on the website http://dx.doi.org/
10.7945/5sqr-g734.

In particular, you can find there

e Chapter 3 Matsumoto-Imai

Key generation, encryption and decryption of the standard MI scheme
Linearization Equations attack

Key generation, encryption and decryption of the PMI and the PMI+ encryp-
tion schemes

Key generation, signature generation and verification of the (Projected)
SFLASH signature scheme

* Chapter 4 Hidden Field Equations

Key generation, encryption and decryption of the standard HFE scheme
Key generation, signature generation and verification of the HFEv-signature
scheme

e Chapter 5 Oil and Vinegar

Key generation, signature generation and verification of the (U)OV signature
scheme

Kipnis-Shamir attack against OV (odd and even case)

Key generation, signature generation and verification of the Rainbow signa-
ture scheme

¢ Chapter 6 MQDSS

3-pass MQ based identification scheme
5-pass MQ based identification scheme
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250 Software

e Chapter 7 SimpleMatrix

— Key generation, encryption and decryption of the standard Simple Matrix
encryption scheme

— Key generation, encryption and decryption of the rectangular SimpleMatrix
encryption scheme

* Chapter 8 Solving Polynomial Systems

— Univariate polynomials: Berlekamp’s and Cantor-Zassenhaus algorithms

— Multivariate polynomials: Relinearization technique for solving overdeter-
mined systems, Solving underdetermined systems with n > w and
n=vm.

Furthermore, you can find on this website corrections to this book. You are
welcomed to submit your findings per e-mail to any of the authors (addresses in
the preface).
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