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a b s t r a c t
In a ðt; nÞ threshold scheme any t or more shares can reconstruct the secret s, but less than t
shares reveal no information about s. However, an unauthenticated adversary can pretend
to be the shareholder at the reconstruction stage. If there were more than t honest shareholders, the unauthenticated adversary without valid share can obtain the secret. To deal
with this type of attacks, a model of ðt; m; nÞ group oriented secret sharing (GOSS) scheme
was proposed by Miao et al. in 2015. Here the group oriented property means that if m > t
parties try to reconstruct the secret, they should all have the authentic shares in advance. It
was claimed by Miao et al. that the group oriented property in their GOSS schemes holds in
the information-theoretic sense. In this paper, we revisit two instantiations of ðt; m; nÞ
group oriented secret sharing schemes and show that these constructions cannot provide
the so-called ‘‘group oriented property”. Specifically, we develop concrete attacks which
allow an unauthenticated adversary with no valid share to participate in the reconstruction
phase and obtain the secret provided that there are at least t honest shares presented at the
reconstruction phase.
Ó 2021 Elsevier Inc. All rights reserved.

1. Introduction
Threshold secret sharing schemes were independently introduced by Shamir [1] and Blakerly [2]. In a ðt; nÞ threshold
scheme, a dealer D can split her secret s into n shares ðs1 ; . . . ; sn Þ and send each share si privately to a user (also called participant or shareholder) U i , for i ¼ 1; . . . ; n. The basic security requirement for (unconditionally secure) threshold schemes is
that at least t users can reconstruct the original secret s by putting these shares together while less than t shares reveal no
information regarding s. In addition to Shamir’s polynomial-based construction and Blakerly’s geometry-based construction,
Asmuth and Bloom [3] also proposed an unconditionally secure threshold scheme based on the Chinese Remainder Theorem (CRT). When referring to unconditional security, we imply that it holds in an information-theoretical sense, even against
adversaries with unlimited computing resources.
Secret sharing schemes have lots of applications in cryptography such as threshold cryptography [4], secure multi-party
computation [5,6] and secure data storage [7], to mention a few. Harn [8] pointed out a limitation in the original model of
threshold schemes. Namely, threshold schemes typically assume that at the reconstruction phase all participants are authenticated shareholders. Thus, one cannot prevent an unauthenticated outsider, who has no valid share, from obtaining the
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shared secret s. Let us consider a situation where m participants join the reconstruction phase with m P t þ 1, while one of
the m participants is an outsider adversary who is an unauthenticated user with no valid share. The adversary can still obtain
the secret s since she can see m  1 P t authentic shares during the reconstruction phase. There have been various models of
secret sharing which can protect traditional secret sharing under different adversarial environments. For example, verifiable
secret sharing [9,10], threshold changeable secret sharing [11,12] and cheater identifiable secret sharing [13]. Although the
above secret sharing variants can in fact deal with the problem of unauthenticated outsider adversary, they are designed for
more powerful adversaries and are thus heavy in computation and communication costs. Thus, in order to address the issue
with unauthenticated users in secret sharing schemes, Harn proposed a notion called secure secret reconstruction scheme. In
Harn’s secure secret reconstruction scheme [8], an outside adversary with no valid share cannot obtain the secret s, even if
there are more than t authentic shares in the reconstruction phase. Unfortunately, Harn’s scheme was proved to be insecure
[14].
Later, Miao et al. [15,16] proposed a notion called ðt; m; nÞ Group Oriented Secret Sharing (GOSS). GOSS has the group oriented property that the secret can be reconstructed only if all m ðm > tÞ participants provide valid shares at the reconstruction phase. Thus unauthenticated users cannot obtain the secret. Besides protecting the secret from unauthenticated users,
secure secret reconstruction scheme or GOSS can also be applied in group authentication schemes. In group authentication
schemes, a set of group members can mutually authenticate each other effectively without relying on authenticating in a
pairwise manner or sending messages to a central server. Harn [17] constructed a ðt; m; nÞ group authentication scheme
based on his secure secret reconstruction protocol. However, as we stated earlier, due to the security vulnerability in Harn’s
secure secret reconstruction, the proposed ðt; m; nÞ group authentication scheme is insecure [14,18] against impersonation
adversary. In fact, due to limited understanding of the security of GOSS, lots of group authentication schemes [17–20] have
security loopholes [21,22] in their design.
Hence, in this work we devote ourselves in analyzing the theoretical and practical security of two concrete constructions
for ðt; m; nÞ GOSS, one [15] based on Shamir’s scheme and the other [16] based on Asmuth-Bloom scheme. We will refer the
two GOSS schemes as polynomial-based GOSS and CRT-based GOSS, respectively. Simply speaking, the two ðt; m; nÞ GOSS
schemes use the randomized components (RCs) in the reconstruction phase, which are the original shares masked with some
random value. Thus, the secret s can only be reconstructed if all RCs are correct. The GOSS scheme is claimed to guarantee the
group oriented property in the unconditional security setting. Moreover, the two ðt; m; nÞ GOSS schemes claim that the RC
can hide the share in a way that the shareholder can employ her share more than once to construct different RCs without
exposing the share. Note that we only consider an outside adversary in this paper for two reasons. Firstly, the usual requirement of threshold privacy in secret sharing schemes are satisfied by the two GOSS schemes since this property follows essentially from Shamir threshold scheme and Asmuth-Bloom scheme, respectively. Secondly, it is easier for an inside adversary to
break the group-oriented property than an outside adversary.
In this paper, we analyze the security of ðt; m; nÞ GOSS schemes of Miao et al. [15,16] and show that these schemes do not
satisfy the group oriented property required by GOSS schemes. Note that the original schemes are claimed to be unconditionally secure with share reuse. However, our analysis shows that the schemes are vulnerable against an unauthenticated
adversary even in the one-time sense. Precisely, this paper presents the following contributions:
1. We review the polynomial-based ðt; m; nÞ GOSS scheme [15] and show that this scheme does not guarantee the group
oriented property. Specifically, we propose an attack which allows an outside adversary with no valid share to obtain
the shared secret provided that she observes t or more honest RCs in the secret reconstruction phase. Interestingly, we
can model the problem of recovering the secret after seeing m  1 RCs as solving a variant of the Learning With Errors
(LWE) problem. This observation immediately disproves the claimed unconditional security of the ðt; m; nÞ GOSS scheme,
since solving the LWE problem is assumed to be computationally hard [23]. To the best of our knowledge, we are the first
to model attacking a GOSS scheme as solving an LWE instance.
2. By employing knowledge on the hardness of LWE, we analyze the impact of parameter choice in the polynomial-based
GOSS on the effectiveness of our attack. We further prove that under certain conditions, the adversary can successfully
obtain the shared secret s with extremely high probability.
3. We review the CRT-based ðt; m; nÞ GOSS scheme [16] and show that this scheme does not guarantee the group-oriented
property. Specifically, we propose an attack method which allows an outside adversary with no valid share to obtain the
shared secret provided that she gets more than t RCs in the secret reconstruction phase. We also prove that under certain
conditions, the adversary can successfully obtain the shared secret with extremely high probability.
4. We implement our attacks to verify their effectiveness. The experiments show that when the adversary observes t honest
shares in the reconstruction phase, her probability of successfully obtaining the shared secret s is about 85% for
polynomial-based GOSS and 37% for CRT-based GOSS, respectively. Moreover, this probability increases quite quickly
with the number of honest RCs the adversary can obtain. For example, when t ¼ 4, the adversary’s success probabilities
for both polynomial-based GOSS and CRT-based GOSS increase to about 99% when she can see 8 honest RCs.
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2. Preliminaries
We first introduce some notations. All logarithms (denoted as logðnÞ) throughout this paper are to the base 2. Column
vectors are used throughout this paper unless stated otherwise. We say that a function neglðnÞ : N ! R is negligible in n,
if it decreases faster than any inverse polynomial 1=polyðnÞ in n; formally, there exists an integer N such that for all
n P N; jneglðnÞj < 1=polyðnÞ. Denote ½n ¼ f1; 2; . . . ; ng the set of all positive integers less than or equal to n. We use the
$

expression x X to denote generation of an element x uniformly at random over its support X. If we have a distribution
D which is different from uniform, by a slight abuse of notation, we will denote generation of an element x according to this
$

distribution as x D. In a secret sharing scheme, the secret s belongs to a secret space S consisting of a finite number of
elements. A secret sharing scheme involves n þ 1 parties. There is a trusted dealer and n users (interchangeably, participants
and shareholders) among them. We denote the user set to be U ¼ fU 1 ; . . . ; U n g. For an index set


Im ¼ fi1 ; . . . ; im g  ½n; UIm ¼ U i1 ; . . . ; U im is the set of users who are indexed by Im . Each user U i holds a share si 2 Vi from
the dealer, where Vi is the share space of user U i . For the set of users UIm , their joint share space is denoted as
Q
VIm ¼ Vi1  . . .  Vim . We write it as VIm ¼ i2Im Vi , for short. Consequently, V½n is the joint share space of all users. We also
n
write V½n as V for simplicity.

2.1. Shamir’s Threshold Scheme
In Shamir’s ðt; nÞ threshold scheme, the secret space S and each user’s share space Vi is a finite field Fp . The scheme consists of the following two algorithms.
 ShareGen: It takes as input an element of Fp and returns an element of Fnp (Fp ! Fnp , for short). To share a secret s 2 Fp , the
dealer chooses a random polynomial f ðxÞ ¼ s þ a1 x þ    þ at1 xt1 of degree at most t  1, where the free coefficient of the
$

polynomial is set as f ð0Þ ¼ s and ai Fp for i ¼ 1; . . . ; t  1. The share for user U i is an evaluation of the polynomial at her
index si ¼ f ðiÞ.


 Reconstruct : Fm
p ! Fp . Any collection of m ðm P t Þ authentic shares si1 ; . . . ; sim 2 VIm can reconstruct the secret s using
the Lagrange interpolation.

2.2. Asmuth-Bloom’s Threshold Scheme
In Asmuth-Bloom’s threshold scheme, the secret space is a modular ring of size p0 as S ¼ Zp0 and each user’s share space
is a modular ring of size pi as Vi ¼ Zpi . The integers ðp0 ; p1 ; . . . ; pn Þ are chosen with the following constraints:
1. p1 <    < pn .
2. p0  pntþ2  . . .  pn < p1  p2  . . .  pt .
3. The integers ðp0 ; p1 ; . . . ; pn Þ are co-prime.
Asmuth-Bloom’s threshold scheme consists of the following two algorithms.
 ShareGen : Zp0 !

Q

i2½n Zpi .

To share a secret s 2 Zp0 , the dealer randomly chooses an integer a such that s þ ap0 2 Zp1 ...pt .

The share for user U i is calculated as si ¼ ðs þ ap0 Þ mod pi .


Q
 Recosntruct : i2Im Zpi ! Zp0 . Any collection of m ðm P tÞ authentic shares si1 ; . . . ; sim 2 VIm can reconstruct the secret s
using the CRT by solving the following modular equation system.

8
x ¼ s i1
>
>
>
<x ¼ s
i2
>

>
>
:
x ¼ s im

mod pi1
mod pi2

ð1Þ

mod pim

After obtaining the solution of the above modular equation system, the secret can be reconstructed as s ¼ x mod p0 .

2.3. The LWE problem
The LWE problem proposed by Regev [23] has become a standard hardness assumption in lattice-based cryptography
[24]. We briefly introduce it below.
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Let n be a positive integer, q be an odd prime, and let D be a distribution, which is called error distribution, over the modular integer ring Zq . Denote by s a fixed secret vector in Znq selected according to the uniform distribution on its support. Let
Ln;q;D be the probability distribution on Znq  Zq generated by choosing a

$

Znq and an error e

$

D, then returning

ða; cÞ ¼ ða; a; s þ eÞ
Znq

ð2Þ
Znq .

in
 Zq , where ;  is the inner product of two vectors in
The search LWE problem is to find the secret vector s given m
samples generated from the LWE distribution Ln;q;D .
Matrix Representation of LWE. Given m samples ðai ; ci ), for i ¼ 1; . . . ; m, generated from a given LWE distribution Ln;q;D ,
we can rewrite the samples into a matrix representation. Let A 2 Zmn
be a matrix whose rows consist of the m samples of ai ,
q
let c ¼ ðc1 ; . . . ; cm Þ 2 Zm
q , and let an error vector be constructed as e ¼ ðe1 ; . . . ; em Þ
viewed as solving the following linear modular equation system with noise:

$

Dm . Thus, the search LWE problem can be

c ¼ As þ e:

ð3Þ

Znq

Here s 2
is the unknown vector, and ‘‘+” denotes an element-wise vector summation over Zq .
Typically, in lattice-based cryptography, the errors are sampled following the discrete Gaussian distribution [25]. However, we note that any discrete distribution with small width is fine for our purpose in this paper. Generally speaking, highdimensional LWE problem is assumed to be intractable [23,26]. Estimations on the concrete hardness of solving LWE
instances can be found, e.g., in [27,28]. We highlight some useful observations on the concrete hardness of LWE problem.
 The length of the secret vector s; n, is called the dimension of the LWE problem. The problem becomes harder when the
dimension n increases. The LWE problem is only intractable for large enough n.
$

 The relative error rate of the LWE problem, a ¼ jej=q, reflects the relative magnitude of the errors ei D compared with
the module q. The concrete hardness of LWE problem increases with the growth of the relative error rate.
 The number of equations (or LWE samples) is m. The probability of finding a unique solution to the LWE problem
increases with m. At the same time, the computational effort decreases with m.
3. Miao et al.’s GOSS Schemes
An unauthenticated outside adversary can join the reconstruction phase of a secret sharing scheme and obtain the secret
from honest shares. In order to deal with this problem, Miao et al. proposed the notion of GOSS scheme. In this section, we
first introduce the syntax and properties of ðt; m; nÞ GOSS and then review two concrete constructions.
3.1. Syntax and Properties of ðt; m; nÞ GOSS
A ðt; m; nÞ GOSS scheme consists of three algorithms ðShareGen; RCGen; ReconstructÞ. The GOSS scheme involves a dealer
D and a set of n users U ¼ fU 1 ; . . . ; U n g. Besides the usual secret space S and share space Vi in a threshold scheme, GOSS has
another space RC called the space of randomized components (RC, for short). Roughly speaking, RC in GOSS is a share scrambled with some randomized noise such that it is supposed to leak no information about the secret while having the same
effect as a share in secret reconstruction.
 ShareGen : S ! Vn . This algorithm splits a secret s 2 S into n shares, and distributes each share si 2 Vi to user U i .




 RCGen : VIm ! RCIm . This algorithm takes a set of m shares si1 ; . . . ; sim as input and generates m RCs ci1 ; . . . ; cim , where
t 6 m 6 n and Im  ½n. For j 2 ½m, the RC cij belongs to user U ij 2 UIm .


 Reconstruct : RCIm ! S. This algorithm reconstructs the secret s from m RCs ci1 ; . . . ; cim , where t 6 m 6 n and Im  ½n.
The required properties of ðt; m; nÞ GOSS are informally listed below. The first two of them are the same as those of unconditionally secure threshold schemes.


 Correctness. When m P t, the secret s can be correctly reconstructed from m RCs ci1 ; . . . ; cim if they are all correct.


 Perfect secrecy. When m < t, the m shares si1 ; . . . ; sim leak no information about the secret s even for adversary with
unlimited computation power.
 Group oriented property. This property is an extra requirement which is specific to GOSS. Once m ðm P t Þ shareholders
form a tightly coupled group by generating RCs, the secret s can be recovered from these m RCs if and only if all of them
are valid. In other words, if there are invalid RCs among m RCs in the Reconstruct algorithm, the output of the algorithm
is not the original secret s. This property requires all users joining the reconstruction phase to have valid RCs (thus shares)
in order to reconstruct the secret. According to Miao et al. [15], if the secret is reconstructed from RCs instead of shares,
the threshold actually becomes m.
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Remark 1. We note that in the syntax of GOSS the parameter m is not essential since the only requirement of m is that
m P t, hence m may be ignored for brevity. However, we stick to the notion of ðt; m; nÞ GOSS to be consistent with the notation used in the original paper by Miao et al.
3.2. ðt; m; nÞ GOSS Based on Shamir’s Threshold Scheme
In this subsection, we briefly review the GOSS scheme proposed by Miao et al. [15] which is based on Shamir’s threshold
scheme. The GOSS scheme shares the secret s according to that of Shamir’s threshold scheme except that the secret s belongs
to a smaller field Fq , while the coefficients of the polynomial belong to a larger field Fp . To share a secret s 2 Fq , the dealer
$

chooses a random polynomial f ðxÞ ¼ s þ a1 x þ at1 xt1 mod p, where ai Fp for i ¼ 1; . . . ; t  1 with p > q þ nq2 . The share for


first generate RCs
user U i is f ðxi Þ. In the reconstruction phase, a set of m users UIm ¼ U i1 ; . . . ; U im
  
Qm
xiv
cij ¼ f xij
v ¼1;v –j x x þ r ij q mod p. The first part of an RC is nothing but the reconstruction component in Shamir’s
ij

iv

threshold scheme. The second part of an RC is a random component rij q, where rij

$

Fp is a uniformly random element. After
Pm
j¼1 cij mod q. The detailed steps

computing the RCs, all the m users reconstruct the secret s by summing up their RCs as s ¼
of the GOSS scheme by Miao et al. are presented in Fig. 1.
3.3. ðt; m; nÞ GOSS Based on Asmuth-Blomm’s Threshold Scheme

In this subsection, we briefly review the GOSS scheme proposed by Miao et al. [16] which is based on Asmuth-Blomm’s
threshold scheme. We call this scheme CRT-based GOSS scheme for short throughout this paper. The CRT-based GOSS
scheme shares the secret s according to that of Asmuth-Bloom’s threshold scheme. The dealer first picks n integers


p1 < . . . < pn , such that p2n  pntþ2  . . .  pn < p1  p2 . . .  pt ; np30 =ðp0  1Þ < p1 and gcd pi ; pj ¼ 1, (i; j ¼ 0; . . . ; n and i – j). The
integer pi is called public modulus associated with each user U i . To share a secret s 2 Zp0 , the dealer chooses an integer
s þ ap0 2 Zbðp1 ...pt Þ=p0 c . Then the dealer computes si ¼ s þ ap0 mod pi ; i ¼ 1; . . . ; n and sends the share si to user U i . At recon


Q
struction phase, a set of m users UIm ¼ U i1 ; . . . ; U im first generate RCs cij ¼ sij pNi yij þ rij pNi p0 mod N, where N ¼ m
j¼1 pij
j

and yij is the inverse of

N
pi

j

j

in the modular ring Zpi . The first part of an RC is the reconstruction component in Asmuthj

$

Bloom’s threshold scheme. The second part of an RC is a random component r ij pN p0 where rij Zp0 . After computing the
ij
P
RCs, all the m users reconstruct the secret s by summing up their RCs as s ¼ m
j¼1 c ij mod p0 . The detailed steps of CRTbased GOSS by Miao et al. are presented in Fig. 2.
4. Cryptanalysis of Polynomial-based GOSS Scheme
In this section, we present a detailed cryptanalysis of the polynomial-based GOSS scheme [15]. The polynomial-based
GOSS scheme is claimed to be unconditionally secure with respect to the group oriented property.
Claim 1 Theorem 2 of Miao et al. [15]. Suppose there are m (m P t) participants collaborating to reconstruct the secret s in


the ðt; m; nÞ GOSS scheme. Let the RCs of the m participants be C Im ¼ ci1 ; . . . ; cim . Suppose the unauthenticated adversary A


knows a subset of k RCs, among the m; C Ik ¼ ci1 ; . . . ; cik . Then there exists an integer q0 such that for any q > q0 with S ¼ Fq ,
we have, for any positive number ,



HðsÞ  H sjC Ik 6 ;

ð4Þ




where HðsÞ is the Shannon entropy of the secret s and H sjC Ik is the conditional entropy of s given the k RCs C Ik .
However, we show that the scheme is not unconditionally secure. Specifically we develop attacks against the GOSS
scheme. Our attacks allow an unauthenticated adversary to reconstruct the secret with high probability provided that the
adversary sees at least t authentic RCs in the reconstruction phase.
4.1. Model the Attack as Solving an LWE Problem
Consider an adversary A who sees k P t honest RCs during the reconstruction phase in the polynomial-based GOSS. In
this subsection we show how to model the adversary’s task of obtaining the shared secret s to solving a variant of LWE
instance.


Assume that there are m users U Im ¼ U i1 ; . . . ; U im at the reconstruction phase. Now we present the attack strategy for an


outside adversary A who knows k (k P t) RCs C Ik ¼ ci1 ; . . . ; cik with Ik  Im . Denote the k authentic users, whose RCs are


observed by the adversary A, as U Ik ¼ U i1 ; . . . ; U ik . Note that the adversary knows public information of all the m users




as X Im ¼ xi1 ; . . . ; xim . Denote the shares of U Ik as SIk ¼ si1 ; . . . ; sik .
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Fig. 1. Detailed construction of polynomial-based ðt; m; nÞ GOSS scheme.

 
Recall that the share for U ij where ij 2 Ik is sij ¼ f xij and f ðxÞ ¼ s þ a1 x þ . . . þ at1 xt1 . Set s ¼ ðs; a1 ; . . . ; at1 Þ and


 
. Then we have sij ¼ f xij ¼ xij ; s. When m shareholders collaborate to reconstruct the secret, the ranxij ¼ 1; xij ; . . . ; xt1
ij
domized components are computed as

c ij ¼

m
  Y
f xi j

v ¼1;v –j

!
xiv
þ r ij q mod p;
xij  xiv

for each ij 2 Im . We further use the notation lm;j ¼

Qm

xiv
xiv

v ¼1;v –j xi

j

since it is related to Lagrange interpolation. Now we have
756
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Fig. 2. Detailed construction of CRT-based ðt; m; nÞ GOSS scheme.

cij ¼ lm;j xij ; s þ r ij q mod p;

ð5Þ

for ij 2 Ik . Recall that q and p are primes. Hence gcdðq; pÞ ¼ 1 and we can multiply both sides of Eq. (5) by q1 mod p to get

q1 cij ¼ q1 lm;j xij ; s þ r ij mod p:

ð6Þ

Now we rewrite Eq. (6) as



 

q1 lm;j xij ; q1 cij ¼ q1 lm;j xij ; q1 lm;j xij ; s þ r ij mod p;
757

ð7Þ

R. Xu, X. Wang, K. Morozov et al.

Information Sciences 589 (2022) 751–769

for ij 2 Ik . Note that rij 2 Fq and q < p. If we think of rij as a random error taken from the uniform distribution over Fq ; s as the


secret vector of size t and q1 lm;j xij as a known random vector of size t, then q1 lm;j xij ; q1 cij can be viewed as being sampled
from a variant of LWE distribution Lt;q;D (please refer to Eq. (2) for a close comparison). Write
h
i
X ¼ q1 lm;1 xTi1 ; . . . ; q1 lm;k xTik ; c ¼ q1 ci1 ; . . . ; q1 cik and r ¼ r i1 ; . . . ; r ik , then we get a matrix representation of the LWE
problem

c ¼ Xs þ r;

ð8Þ

t1
k
k
where X 2 Fkt
p ; s 2 Fq  Fp ; r 2 Fq and c 2 Fp (compare Eq. (8) with Eq. (3)). Notice that the vector r is uniformly sampled

from Fkq , which is much shorter than a random vector in Fkp on average (because p > q þ nq2 ).
Remark 2. Note that although



q1 lm;j xij ; q1 cij



takes the same form as an LWE sample, it does not exactly follow the

standard LWE distribution as defined in Section 2.3 for two reasons. Firstly, standard LWE distribution uses discrete Gaussian
distribution as the error distribution D, but from Eq. (7) we can see that rij is uniformly distributed over Fq . Nonetheless,
since p > n2 q þ q; r ij can be safely regarded as a small error. Secondly, standard LWE distribution requires the vector a 2 Znp to


is highly structured.
be uniform while in Eq. (7) the vector q1 lm;j xij is not uniformly random as xij ¼ 1; xij ; . . . ; xt1
ij
However, the difference between standard LWE and the variation of LWE described by Eq. (7) is not significant for our
purpose. The requirement of uniform distribution of a and discrete Gaussian distribution (in practice) of the error e in standard LWE problem is to guarantee computational hardness of LWE so that it can be used to construct computationally secure
cryptographic primitives. But in this work we model the problem of an outside adversary against the group oriented property of GOSS scheme as solving a variant of LWE problem. Thus the adversary can actually solve the problem given enough
computational power. Precisely, if the LWE problem Lt;q;D described by Eq. (8) has a unique solution, then the adversary can
get the correct secret s shared by the dealer. Note that we are not trying to prove that security of the polynomial-based GOSS
can be reduced to the hardness of our variant of LWE problem. On the contrary, the message we want to convey is that: if the
adversary can find a unique solution of the LWE instance, then she can recover the shared secret. In fact, we do not know how
to prove that our LWE variant is easy to solve. However, we show that the adversary’s effort to break the group-oriented
property is upper-bounded by the hardness of the variant LWE problem.
4.2. Discussions on Parameter Choice and Its Impact
The observation that the attack can be modeled as solving an LWE problem in the last subsection shows, straightforwardly,
that the ðt; m; nÞ GOSS scheme is not unconditionally secure. In this subsection, we first discuss how the choice of parameters
in the GOSS scheme affects the practical effectiveness of our attack. Then we formally disprove Claim 1.
Since we have modeled the adversary’s task as solving Eq. (8), we discuss how the choice of parameters in the ðt; m; nÞ
GOSS scheme affect the concrete hardness of the LWE problem. From Eq. (8), we can see that the dimension of the LWE problem is t and the relative error rate of the LWE problem a has a positive correlation with q=p. In addition, k is the number of
LWE samples. Recalling the observations listed at the end of Section II, we conclude that the concrete hardness of the LWE
problem increases as t and a q=p increases1. Note that t is the threshold of the GOSS scheme and, according to Fig. 1, q is the
size of secret space and p > qðnq þ 1Þ is the share space size. The number of LWE samples k equals the number of honest RCs the
adversary can obtain at the reconstruction phase.
Regarding the impact of parameter choice in the ðt; m; nÞ GOSS scheme on effectiveness of our attack, we have the following observations.
 The ðt; m; nÞ GOSS scheme is practically insecure if the threshold t is small. This is because LWE problem is easy to solve
when the dimension is small. To be specific, modern cryptographic protocols [29] using LWE problem as hardness
assumption usually require the LWE dimension to be at least 1024.
 The relative error rate a is approximately proportional to q=p and p > qðnq þ 1Þ. For fixed number of users n, larger secret
size q results in a smaller a. The same correlation occurs between a and n, when q is fixed. In other words, the concrete
hardness of the LWE problem decreases as n or q increases. In the context of the ðt; m; nÞ GOSS scheme, when the threshold t is fixed, it is easier for the adversary to succeed if the number of total users n is larger, or if the secret size q is larger.
 The greater the number of samples k, the easier is it for the adversary to solve the LWE problem in the following two
senses: 1) the probability of getting a unique solution increases; and 2) the computational effort reduces. In the context
of the ðt; m; nÞ GOSS scheme, when the threshold t, the number of total users n and the secret size q are fixed, the adversary’s success probability increases with the number of honest RCs she can obtain. In addition, obtaining more RCs can
reduce her computational cost.
1

Here the symbol means approximately proportional to.
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Next we formally disprove Claim 1. Following Quisquater et al. [30], we use the notion of loss of entropy of the secret as a
measure of the adversary’s advantage against the group-oriented property. Loosely speaking, the loss of entropy of the secret
generated by the knowledge of a set of RCs indicates the information the adversary gets about the original secret s. When the
adversary can get no extra information about the secret, the loss of entropy of the secret is zero. While in the extreme case
when the adversary can uniquely determine the shared secret, the loss of entropy of the secret achieves its maximal value
which is the entropy of the secret. We present formal definition of the loss of entropy of the secret in Definition 1 adapted
from Definition 2 of Quisquater et al. [30].
Definition 1. Let (ShareGen(), RCGen(), Reconstruct()) be a ðt; m; nÞ GOSS. Let ðs1 ; . . . ; sn Þ
ShareGenðsÞ. For






RCGen si1 ; . . . ; sim . Set C Ik ¼ ci1 ; . . . ; cik , where Ik # Im and jIk j ¼ k P t. We define
Im ¼ fi1 ; . . . ; im g # ½n, let ci1 ; . . . ; cim
 


the loss of entropy of the secret s by the knowledge of the RCs C Ik as D C Ik ¼ HðsÞ  H sjC Ik , where HðÞ is the Shannon


entropy of the secret s and H sjC Ik is the conditional entropy of s given the k RCs C Ik .
Remark 3. Our definition differs from that of Quisquater et al. [30] in the sense that they define the loss of entropy of the
secret with respect to the knowledge of shares obtained by inside adversary, while we define the loss of entropy of the secret
with respect to the knowledge of RCs obtained by outside adversary. This is because we consider an outside adversary who
can obtain RCs rather than shares.
Remark 4. The loss of entropy can be negative. In this paper, for the sake of simplicity as well as to be consistent with the
original GOSS description, we assume uniform distribution of the secret. In the case of a uniformly distributed secret, the loss
of entropy of the secret is always non-negative. However, both our attack strategy and analysis extend, in a straightforward
manner, to the case of a general distribution of the secret.
Our main result is formulated as Theorem 1.
Theorem 1. Suppose there are m (m P t) participants collaborating to reconstruct the secret s in the ðt; m; nÞ GOSS scheme. Let


the RCs of the m participants be C Im ¼ ci1 ; . . . ; cim . Suppose the unauthenticated adversary A knows a subset of k RCs, among the


 
m; C Ik ¼ ci1 ; . . . ; cik . For any q, there exists a k0 such that, if k P k0 , then with high probability we have D C Ik ¼ HðsÞ.
Heuristic 1. Suppose there are m (m P t) participants collaborating to reconstruct the secret s in the ðt; m; nÞ GOSS scheme.


Let the RCs of the m participants be C Im ¼ ci1 ; . . . ; cim . Suppose the unauthenticated adversary A knows a subset of k RCs,


 
among the m; C Ik ¼ ci1 ; . . . ; cik . For any k P t, we have D C Ik > neglðqÞ.
Theorem 1 and Heuristic 1 actually say that there exists an unauthenticated adversary A who can join the reconstruction
phase of the GOSS scheme and successfully obtain the secret s when more than t honest shareholders participant in the
reconstruction phase. That is, the GOSS scheme provides basically no better security against unauthenticated outside adversary compared to the plain Shamir threshold scheme.
Since we have modeled the adversary’s task of recovering the secret as solving an instance of our LWE variant, our proof
of Theorem 1 essentially deals with the characterization of the solutions of the LWE problem. In short, we prove that when
the adversary sees enough RCs (which corresponds to enough samples of the LWE instance), the chance that the LWE
instance has a unique solution is overwhelmingly large so that she can uniquely recover the shared secret. On the other hand,
when the adversary can only obtain limited RCs, the LWE instance might have more than one solutions. However, in most
cases, those solutions do not exhibit a uniform distribution. This non-uniform distribution of solutions leaks information on
the secret to the adversary. For example, some possible choices for the secret might not be solutions to the LWE instance.
Then the adversary can exclude such values as the secret, which means the entropy of the secret is reduced due to the adversary’s knowledge of RCs. Specifically, we prove that even in the case that the number of RCs the adversary can get is the
threshold t, the loss of entropy of the secret is non-negligible.
We use Proposition 1 in our proof of Theorem 1 and defer the proof of Proposition 1 for later.
Proposition 1. Suppose p > q þ nq2 , where p; q are primes and let t < m 6 n. Let k0 ¼

t log p
.
log ð1þnq
10 Þ

Suppose that mt P k P k0 . Let X

be the matrix as in Eq. (7). Then the secret s 2 Ftp is uniquely determined with high probability by the LWE sample ðX; cÞ,
where c ¼ Xs þ rmodp, where r
f0; 1; . . . ; q  1gk .
Proof of Theorem 1 Due to Proposition 1, there exists an integer k0 when k P k0 the LWE variant has a unique solution
with high probability for suitable parameters. When the adversary solves the LWE problem and gets the solution s0 , the solution vector s0 must be the vector s which the dealer used for sharing the secret. Hence the adversary can easily get the orig

 
inal secret s by reading the first element of s0 . Thus, we get H sjC Ik ¼ 0Þ when k P k0 and hence D C Ik ¼ HðsÞ.


Justification of Heuristic 1. Heuristic 1 says that when k P t; HðsÞ  H sjC Ik > neg ðqÞ. Without loss of generality we only
argue this property for the case when k ¼ t. We rewrite the matrix representation of Eq. (8) as follows for convenience:

c ¼ Xs þ r;

ð9Þ
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t1
t
t
t
where X 2 Ftt
p ; s 2 Fq  Fp ; r 2 Fq and c 2 Fp . The adversary A can now enumerate all possible choices of r 2 Fq and solve
0
Eq. (9). For each possible choice of r, Eq. (9) has a unique solution s since matrix X has rank t. In fact, we can write down the

solution as s0 ¼ X1 ðc  rÞ. Denote the first element of s0 by s0 . We now pay attention to s0 , since it is the supposed candidate
secret of the dealer. Set x as the first row of X1 . It follows that s0 ¼ xðc  rÞ. In general, for a random r 2 Ftq ; s0 ¼ xðc  rÞ will
n
o
not be in Fq . Denote by S the multiset of all s0 which belong to Fq , i.e., S ¼ s0 j9r 2 Ftq s:t:s0 ¼ xðc  rÞ 2 Fq . If each element of
Fq occurs with equal frequency in the multiset S, the distribution of candidate secret s0 is uniformly distributed over Fq . Then
the adversary cannot get any information about the real secret s according to her observation of t RCs. However, it is usually
not the case. For most cases of the choice of x and c, different elements of Fq occurs with different frequency in S. The statistical distance between the frequency of S and uniform distribution over Fq depends on x and c. We find it difficult to bound
 
this statistical distance. So we present the statement that D C Ik > neglðqÞ as a heuristic. In our experimental evaluation (Section 6.2) below we show that with proper parameter setting, the adversary A can obtain the original secret s with probability higher than 85% in the case that k ¼ t.
Remark 5. Note that in the proof we only concern the characterization of the solutions of the LWE problem. The problem of
how to solve the LWE problem is not an issue for an computation-unbounded adversary as we considered in this paper. Of
course, more efficient method for solving the LWE problem results in more efficient adversary. However, investigating
whether efficient algorithm exists for such LWE variant is out of scope of this paper.
Now we complete with the proof of Proposition 1. In order to prove Proposition 1, we first introduce some background
knowledge about lattices. A lattice in Rk is a discrete additive subgroup generated by a basis B ¼ ½b1 ; . . . ; bk . Equivalently, the
n
o
P
lattice KðBÞ generated by B is given by KðBÞ ¼ v jv ¼ ki¼1 zi bi , where zi ’s are integers. We define kðKÞ as the length of the
shortest nonzero vector of the lattice KðBÞ. We are interested in the so called p-ary2 lattices which are lattices satisfying
m
kt
, define the following lattice:
pFm
p  K  Z . Specifically for any matrix X 2 Z

Kp ðXÞ ¼

n

v 2 Zk : v ¼ Xs mod p for some s 2 Fnp

o
:

ð10Þ

One way to solve the LWE problem is to reduce it to the problem of finding a closest vector in the lattice. Take the LWE problem defined by Eq. (9) as an example. We have c ¼ Xs þ r, where r can be viewed as the error vector following the uniform
distribution over Fkq . We observe that the length of r is relatively small since q  p. Consider the p-ary lattice Kp ðXÞ defined in
Eq. (10). Then the vector c is bounded in distance from a vector v 2 Kp ðXÞ. Finding the vector v from the lattice Kp ðXÞ given c
is called the closest vector problem. And once v is found, the secret vector s can be solved using Gaussian elimination.
We introduce the following lemmas before proving Proposition 1.
Lemma 1. Let k > t, and

2

q1 ‘m;1

6 1
6 q ‘m;2
6
X¼6
..
6
.
4
q1 ‘m;k

q1 ‘m;1 xi1
q1 ‘m;2 xi2
..
.
q1 ‘m;k xik

   q1 ‘m;1 xit1
1

3

7
   q1 ‘m;2 xit1
7
2
7
7 2 Fkt
p :
..
..
7
.
.
5
   q1 ‘m;k xit1
k

Denote Kp ðXÞ be the p-ary lattice generated by the columns of X, that is,

n
o
Kp ðXÞ ¼ y 2 Zk : y ¼ Xs mod p for some s 2 Ftp :



Then det Kp ðXÞ ¼ pkt .
Proof of Lemma 1 Notice that we can write X ¼ q1 LV, where

2
6
6
L¼6
6
4

‘m;1

0



0

3

0
..
.

‘m;2
..
.


..
.

0
..
.

7
7
7
7
5

0

0

   ‘m;k

and

2

In the cryptographic literature, the terminology is q-ary lattice. We use p-ary lattice here because in the GOSS schemes, the modulo used by Miao et al. is p.
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2

   xt1
i1

1 xi 1

7
   xt1
i2 7
7
:
..
.. 7
7
.
. 5
   xt1
ik

6
6 1 xi 2
6
V¼6.
..
6.
.
4.
1

3

xik

Now, we write

L¼

L1

0

0

L2

;

where

2
6
6
L1 ¼ 6
6
4

‘m;1

0



0

3

0
..
.

‘m;2
..
.


..
.

0
..
.

7
7
7
7
5

0

0

   ‘m;t

and

2
6
6
L2 ¼ 6
6
4

‘m;tþ1

0

0
..
.
0

‘m;tþ2
..
.
0

0



3

 0 7
7
7
..
.. 7:
.
. 5
   ‘m;k

Also, we write

V¼

V1
V2

;

where

2

   xit1
1

1 xi 1

7
7
   xit1
2
7
..
.. 7
7
.
. 5
   xit1
t

6
6 1 xi 2
6
V1 ¼ 6 .
..
6.
.
4.
1

3

xi t

and

2

1 xitþ1

6
6 1 xitþ2
6
V2 ¼ 6 .
..
6.
.
4.
1

xik

Thus, both L1 and V1
y1
, where
y¼
y2
L
0
y1
¼ q1 1
0 L2
y2

   xit1
tþ1

3

7
   xit1
7
tþ2 7
:
..
.. 7
7
.
. 5
   xit1
k
are invertible t  tmatrices over Fp since the xi are assumed to be distinct. Suppose y 2 Kp ðXÞ and write
y1 2 Zt

and

y2 2 Zkt .

Therefore

there

exists

s 2 Ftp

such

that

y ¼ Xsmodp,

that

is,

V1
s mod p. Hence, we have
V2

yi ¼ q1 Li Vi smodp
1
1 1
kt
for i ¼ 1; 2. So, we may write s ¼ qV1
such that
1 L1 y 1 mod p and thus, we get y 2 ¼ L2 V 2 V 1 L 1 y 1 mod p. Suppose z 2 Z

1
y2 ¼ L2 V2 V1
1 L1 y 1 þ pz:

Thus, we get

y¼

y1
y2

¼

It

0

y1

1
L2 V2 V1
1 L1

pIkt

z

;

where It is the t  t identity matrix. Hence, Kp ðXÞ has basis consisting of the columns of the matrix
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It

0

1
L2 V2 V1
1 L1

pIkt



det Kp ðXÞ ¼ j detðBÞj ¼ pkt

t

Lemma 2. Suppose t < k are positive integers and p be a prime such that p1k P 45. Then for any uniformly random chosen


with det Kp ðAÞ ¼ pkt , we have
matrix A 2 Fkt
p



1 pﬃﬃﬃ 1 t
kp k < 2k ;
Pr k1 Kp ðAÞ 6
10


where k1 Kp ðAÞ is the length of the shortest nonzero vector in the p-ary lattice Kp ðAÞ.
pﬃﬃﬃ
t
t
Proof of Lemma 2. Let R ¼ 19 kp1k and consider the k-dimensional ball BR ð0Þ. Notice that the inequality p1k P 45 is
pﬃﬃ
pﬃﬃﬃ 1 t pﬃﬃ
1
kp k þ 2k. Since cubes of unit length centered at integer points tile the entire space Rn , adding 2k,
equivalent to R P 10
pﬃﬃﬃ 1 t
1
kp k ensures that all integer points with norm
which is the half of the length of the diagonal of the cube of unit length, to 10
pﬃﬃﬃ 1 t
pﬃﬃﬃ 1 t
k
1
1
kp k is bounded above by the volat most 10 kp k lie inside BR ð0Þ. Thus, the number of points in Z with norm at most 10
1
ume of BR ð0Þ. Also, note that the probability that a random integer point is a point in Kp ðAÞ is pkt
¼ ptk . Hence, by the union

bound and Stirling approximation to the Gamma function, we get

h 
pﬃﬃﬃ 1 t i

1
kp k
Pr k1 Kp ðAÞ 6 10
6 volðBR ð0ÞÞ  ptk
R
¼ Cpð1þk=2
 ptk
Þ
pﬃﬃﬃﬃﬃﬃk
6 29pe
k=2 k

< 2k :
Proof of Proposition 1 Suppose ðsi ; ri Þ; i ¼ 1; 2 are secret-error tuples where si 2 Ftp ; ri 2 Fkq and s1 – s2 such that

Xs1 þ r1 ¼ c ¼ Xs2 þ r2 mod p:
pﬃﬃﬃ
Thus, kXðs1  s2 Þk ¼ kr2  r1 k 6 ðq  1Þ k. Since s1 – s2 , then Xðs1  s2 Þ is a nonzero lattice point in Kp ðXÞ and thus we have
pﬃﬃﬃ
t


p
1 1k0
that k1 Kp ðXÞ 6 ðq  1Þ k. Since p > qð1 þ nqÞ, then q  1 < 1þnq
¼ 10
p
. Since k P k0 then we get
pﬃﬃﬃ 1 t
pﬃﬃﬃ 1 t
pﬃﬃﬃ


1
1
k0
k
6 10 kp . Notice that X is determined by m values xi1 ; . . . ; xim and X has kt entries. Since
k1 Kp ðXÞ 6 ðq  1Þ k 6 10 kp
m P kt, that is, the number of values that determines X exceeds the degrees of freedom of any matrix in Fpkt , then we may
pﬃﬃﬃ 1 t


1
view X as a uniformly random matrix in Fpkt and by Lemma 2, the probability that k1 Kp ðXÞ 6 10
kp k is less than 2k .
Hence, the secret s is unique with probability greater than 1  2k .
Remark 6. We leave some remarks regarding the proof of Proposition 1.

 In the proof of Lemma 2 and hence Proposition 1, we require that m > kt. The reason for such requirement is to circumvent the issue that the matrix X is not drawn uniformly from its support. Otherwise, we need to face the open problem of
estimating the length of the shortest non-zero vector in a lattice. Note that the physical meaning of m is the number of
users in the reconstruction phase, and k counts how many honest RCs the adversary obtains. The threshold of the GOSS
scheme is t. Looking at the proposition, one might think that in order to get a unique solution the adversary needs to
gather a large number of users to participate in the reconstruction phase due to the requirement of m > kt. Although
the proof of Proposition 1 does not cover the case m 6 kt due to technical subtlety, we show in the next section that even
in this case, our attack is successful for some practical parameters.
 In the proof of Proposition 1, we proved that for certain parameter choice, there exists a unique solution s 2 Ftp to Eq. (9).
But, actually the solution of Eq. (9) belongs to Fq  Ft1
p . This observation leads to the following argument. Even for some
parameter choice, Eq. (9) has more than one solutions over s 2 Ftp , which may not be in Fq  Ft1
p . Therefore, it is possible
that there is a unique solution over Fq  Ft1
p . In that case, the adversary can still successfully get the original secret shared
by the dealer.
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5. Cryptanalysis of CRT-Based GOSS Scheme
The CRT-based ðt; m; nÞ GOSS scheme proposed by Miao et al. [16] has the group-oriented property as presented in
Claim 2.
Claim 2 (Theorem 2 of Miao et al. [16]). Suppose there are m (m P t) participants collaborating to reconstruct the secret s in


the CRT-based ðt; m; nÞ GOSS scheme. Let the RCs of the m participants be C Im ¼ ci1 ; . . . ; cim . Suppose the unauthenticated


adversary A knows a subset of k RCs, among the m; C Ik ¼ ci1 ; . . . ; cik . Then for any positive number , we have



HðsÞ  H sjC Ik 6 

ð11Þ




for sufficiently large modulus ðp0 ; p1 ; . . . ; pn Þ, where HðsÞ is the (Shannon) entropy of the secret s and H sjC Ik is the conditional entropy of s given the k RCs C Ik .
In this subsection we disprove the Claim 2. Our main result can be presented by Theorem 2 and Heuristic 2.
Theorem 2. Suppose there are m (m P t) participants collaborating to reconstruct the secret s in the CRT-based ðt; m; nÞ GOSS


scheme. Let the RCs of the m participants be C Im ¼ ci1 ; . . . ; cim . Suppose the unauthenticated adversary A knows a subset of k RCs,


among the m; C Ik ¼ ci1 ; . . . ; cik . For any modulus ðp0 ; p1 ; . . . ; pn Þ, there exists a k0 such that, if k P k0 , then with high probability
 
we have D C Ik ¼ HðsÞ.

Heuristic 2. Suppose there are m (m P t) participants collaborating to reconstruct the secret s in the CRT-based ðt; m; nÞ


GOSS scheme. Let the RCs of the m participants be C Im ¼ ci1 ; . . . ; cim . Suppose the unauthenticated adversary A knows a


 
subset of k RCs, among the m; C Ik ¼ ci1 ; . . . ; cik . For any k P t, we have D C Ik > neglðp0 Þ.
Similarly, Theorem 2 and Heuristic 2 actually say that there exists an unauthenticated adversary A who can join the
reconstruction phase of the CRT-based GOSS scheme and successfully obtain the secret s when more than t honest shareholders participant in the reconstruction phase. That is the CRT-based GOSS scheme provides basically no better security
against unauthenticated outside adversary than plain Asmuth-Bloom’s threshold scheme.


Assume m users U Im ¼ U i1 ; . . . ; U im present at the reconstruction phase. Now we present the attack strategy for an out

side adversary A who knows k (k > t) RCs C Ik ¼ ci1 ; . . . ; cik . Denote the k authentic users, whose RCs are observed by the




adversary A, as U Ik ¼ U i1 ; . . . ; U ik . Note that the adversary knows public information of all the m users as pi1 ; . . . ; pim .


Denote the shares of U Ik as SIk ¼ si1 ; . . . ; sik .
Recall that the share for U ij where ij 2 Ik is sij ¼ s þ ap0 mod pij . Set s0 ¼ s þ ap0 . When m shareholders collaborate to

Q
reconstruct the secret, the randomized components are computed as cij ¼ sij pNi yij þ rij pNi p0 mod N, where N ¼ ij 2Im pij
j

j


1
and yij ¼ N=pij
mod pij . Set N=pij ¼ N ij . Since for every ij 2 Im ; N ij jsij N ij yij ; N ij jr ij N ij p0 and N ij jN, we have N ij jcij . Let
c0ij ¼ cij =N ij , we further have



cij =N ij ¼ sij yij þ r ij p0 mod pij :

ð12Þ

Since sij ¼ s0 modpij , we have



cij =N ij ¼ s0 yij þ r ij p0 mod pij :

ð13Þ

Multiply both sides of Eq. (13) by N ij , we get

cij ¼ s0 þ rij p0 Nij mod pij :

ð14Þ

Rearrange Eq. (14) we get the following equation.

s0 ¼ cij  rij p0 Nij mod pij :

ð15Þ

Now the adversary A gets access to k RCs, thus she can obtain the following system of modular equations of size k.

8 0
>
< s ¼ ci1  r i1 p0 Ni1 mod pi1 ;

>
: 0
s ¼ cik  r ik p0 Nik mod pik :

ð16Þ

The goal of the adversary A is to try to compute s0 from the equation system Eq. (16) and then obtain the secret
s ¼ s0 mod p0 . The equation system Eq. (16) is a modulo equation system with all modulus co-prime and can be solved by
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CRT. However, unfortunately the adversary only knows cij . So she is not sure about the right side of the modular equation
system due to the unknown random elements rij .


Here we provide a naive strategy for the adversary A: she just enumerates all possible values of ri1 ;    ; r ik 2 Zkp0 and
solves Eq. (16) to get s0 . In order to prove Theorem 2, we investigate the characterization of the solutions of Eq. (16). Note
that the method of obtaining the solutions is irrelevant to the correctness of our proof. Precisely, the loss of entropy of
the secret is not affected by the method to solve Eq. (16). We will prove that when the adversary sees enough RCs, then, with
overwhelmingly large probability, Eq. (16) has a unique solution. Therefore, the adversary can uniquely determine the
shared secret s. On the other hand, when the adversary can only obtain limited RCs, Eq. (16) might have more than one solutions. However, in most cases, those solutions do not exhibit a uniform distribution. This non-uniform distribution of solutions leaks information on the secret to the adversary. For example, some possible choices for the secret might not be
solutions to Eq. (16). Then the adversary can exclude such values as the secret, which means the entropy of the secret is
reduced due to the adversary’s knowledge of RCs. Specifically, we prove that even in the case that the number of RCs the
adversary can get is the threshold t, the loss of entropy of the secret is non-negligible.
Now we prove Theorem 2 and justify Heuristic 2.
Proof of Theorem 2. For clarity, we denote the true secret shared by the dealer by s and accordingly s 0 ¼ s þ ap0 . Since


there are pk0 possible choices for r i1 ;    ; r ik the adversary gets pk0 possible values of s0 by solving Eq. (16) with CRT. According
Q
to CRT, all the possible values of s0 belong to the ring ZNk with N k defined as N k ¼ kj¼1 pij . Let M ¼ dp1  . . .  pt =p0 e. Recall that
according to the ShareGen algorithm (cf. Fig. 2) of CRT-based GOSS, s 0 2 ZM . We assume, without loss of generality, that
pi1 < pi2 <    < pik .
Q
Let N u ¼ uj¼1 pij and denote by Su the set of solutions those satisfy the first uð1 6 u 6 kÞ equations of Eq. (16) and are less
than M. Specifically,

n 

o
Su ¼ su j su ¼ cij  r rj mod pij for j ¼ 1;    ; u ^ su < M :



The adversary A can enumerate all pu0 possible values of the random elements ri1 ;    ; r iu . And each combination of


ZNu . When N u < M, each possible solution s0 2 ZNu corresponds to roughly
r i1 ;    ; riu values gives a unique solution of s0
M=N u (dM=N u e or dM=N u e  1) solutions in ZM , in the form of s0 þ iNu , where i ¼ 0; 1;    ; bM=N u c. So the number of occurrences of candidate solutions (those s0 which belong to ZM ) is roughly jSu j ¼ pu0 M=N u . For convince, we will use M=N u instead
of bM=N u c throughout this proof.


When N u > M, for each possible choice of r i1 ;    ; r iu , the unique solution s0 2 ZNu corresponds to at most one solution in
ZM . Hence, there are at most pu0 possible solutions in ZM . The next question is how many of the pu0 possible solutions in ZNu are
Q
actually in ZM . Set v ¼ argmaxv M > N v ¼ vj¼1 pij . According to the above analysis, we have jSv j ¼ pv0 M=N v . And we can


express Sv as Sv ¼ sv jsv ¼ s0i þ jN v , where i ¼ 1;    ; pv0 and j ¼ 0;    ; M=N v . For any fixed i 2 pv0 , we define


Sv ;i ¼ s0i þ jN v  Sv , where j ¼ 0;    ; M=N v . Since N v þ1 ¼ N v piv þ1 > M, we have piv þ1 > M=N v . Certainly, Sv þ1  Sv . Now we
consider the set Sv ;i \ Sv þ1 for a fixed s0i . Note that jSv ;i j ¼ M=N v . It is easy to see that for any 2 different elements s0i þ j1 N v
and s0i þ j2 N v belonging to Sv ;i , we have s0i þ j1 N v – s0i þ j2 N v mod piv þ1 . Thus, there are M=N v different values modulo piv þ1
in Sv ;i . While according to the choice of riv þ1 , at most p0 elements in Sv ;i belong to Sv þ1 . However, since
M=N v < piv þ1 ; jSv ;i \ Sv þ1 j 6 p0 . We assume that the p0 possible values of j such that s0i þ j1 N v satisfies the
h
i
are uniformly distributed in piv þ1 . Then the expected number of jSv ;i \ Sv þ1 j is
s0i þ j1 N v ¼ civ þ1 ri
v þ1





E jSv ;i \ Sv þ1 j ¼

p0 j
X
j¼0



piv þ1  j

p0
j

M=Nv  j

piv þ1

:

M=Nv
So the expected size of Sv þ1 is



EðjSv þ1 jÞ ¼ pv0

p0 j
X
j¼0

piv þ1  j
M=Nv  j

piv þ1



p0
j

:

M=Nv
We do not need to estimate EðjSv þ1 jÞ. Just notice that EðjSv þ1 jÞ < EðjSv jÞ. We can view the above analysis as a seiving process
to solve the CRT equation system. Similarly we get EðjSv þ2 jÞ < EðjSv þ1 jÞ. Finally, we conclude that when k is large enough,
EðjSk jÞ ¼ 1. So there exists a k0 such that, for any k P k0 with high probability there is only one possible value of s0 which
satisfies s0 2 ZM and it is easy to see that s0 ¼ s 0 since s 0 is a solution to the equation. Hence, the adversary can get the true


 
secret s by calculating s ¼ s0 mod p0 . Equivalently, we say H sjC Ik ¼ 0 with high probability if k P k0 , i.e., D C Ik ¼ HðsÞ.
Justification of Heuristic 2. Without loss of generality, we only argue for the case k ¼ t. When k ¼ t it is highly likely that
jSk j > 1. Now the adversary A can not uniquely determine s0 hence the secret s. But she can however record all possible
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Q
s0 2 ZM and the according secret s0 mod p0 ¼ s 2 Zp0 . Same as above, we set v ¼ argmaxv M > N v ¼ vj¼1 pij . Note that v must


exist and v < k, since when k ¼ t we have N k > M. For the set Sv , we have Sv ¼ sv jsv ¼ s0i þ jN v , where i ¼ 1;    ; pv0 and
 0

j ¼ 0;    ; M=N v . Thus, the set Sv ;i ¼ si þ jN v for fixed i is almost uniformly distributed over Zp0 since for every consecutive
p0 choices of j; jN v traverse Zp0 . However, for the set Sv þ1 , its elements are distinct modulo M, the above property does not
hold anymore. Thus, the elements in Sv þ1 are not uniformly distributed in Zp0 . We find it difficult to bound the statistical
distance between Sk mod p0 and uniform distribution over Zp0 . So we present the second statement that for any
 


k P t; D C Ik ¼ HðsÞ  H sjC Ik > neglðp0 Þ as a heuristic.
6. Experimental Results
In this section we provide experimental results on our attack methods against the polynomial-based GOSS scheme and
CRT-based GOSS scheme. All our attacks are implemented using SageMath [31] script and the codes are freely available
online3. Since our Theorem 1 and Theorem 2 prove that the two GOSS schemes are not information-theoretically secure and
we are considering a computation unbounded adversary, we illustrate our attacks on small parameters.
6.1. Experimental Results of Attacks Against Polynomial-based GOSS
We choose a set of parameters for the GOSS scheme as follows. There are n ¼ 10 users and the threshold is t ¼ 4. The
secret s belongs to the filed F5 , i.e., the prime number q ¼ 5. The prime p ¼ 257 which is the smallest prime number satisfying the relation p > q þ nq2 . The public information of a user U i is simply set as xi ¼ i 2 Fp . The parameters we use for GOSS
are listed in Table 1.
Firstly, we examine the attack in the case k > t with k being the number of RCs observed by the adversary A. The k RCs are
taken from m RCs. For simplicity, we set m ¼ k þ 1 and take the first k RCs (i.e., C Ik ) as being observed by the adversary A.
After obtaining the k RCs, we construct the matrix A, the vector c as described by Eq. (8) and solve the LWE problem using the
package fpylll, which is a Python library for performing lattice reduction on lattices over the integers based on the C++ library
$

fplll [32]. In the experiment, we first choose a secret s Fq at random. Then for each choice of s we randomly generate n
shares, and select m ¼ k þ 1 users randomly. Finally we generate m RCs using the shares of the m users and take the first
k RCs to construct the LWE problem. For each value of k 2 ½5; 6; 7; 8; 9, we repeat the above process 1000 times and record
the number of times that the adversary can correctly recover the original secret shared by the dealer. This process is again
repeated 100 times to estimate the average success probability of the adversary. Fig. 3 plots the mean and standard deviation
of the successful probability of the adversary for various choices of k, which is the number of RCs the adversary can observe. .
Secondly, we examine the attack in the case k ¼ t. Similarly, we set m ¼ k þ 1 and take the first k RCs (i.e., C Ik ) as those
$

being observed by the adversary A. In the experiment, we first choose a secret s Fq at random. Then for each choice of s we
randomly generate n shares, and select m ¼ k þ 1 users randomly. Finally we generate m RCs using the shares of the m users
and take the first k RCs to construct the modulo linear system as described by Eq. (9). For each choice of s we enumerate the
vector r 2 Fkq and solve Eq. (9) to get the secret s. The above process is repeated 1000 times. According to the experimental
data, we find that even though in some trials, the adversary cannot uniquely determine the shared secret, the candidates are
fewer than q.
For example, in one trial (please refer to the first line of Table 2) when the secret was sampled as s ¼ 2, after enumerating
all qk possibilities of r, the adversary finds that for 2 possible values of r, the corresponding secret solved from Eq. (9) is s ¼ 4
which belongs to Fq ; and for 10 possible values of r, the corresponding secret solved from Eq. (9) is s ¼ 2 which belongs to Fq .
None of the qk possibilities of r can result a secret s of 0 or 3 or 4. In this case, even if the adversary cannot uniquely determine the original secret, the entropy of the secret decreases substantially.
In the experiment, we also record all the failure cases when the adversary cannot uniquely determine the secret. In such
cases, we record the candidate secret vector which is a vector of size q with its i-th element denoting the number of occurrence that s ¼ i 2 Fq satisfies Eq. (9). For example, in the instance above the candidate vector is ð0; 0; 10; 0; 2Þ. Refer to Table 2
for a selected exhibition of the distribution of candidate vectors in the failure cases. Since we have recorded the number of
success trials and the distribution of candidate vectors for the failure cases, now we can calculate the empirical conditional




b sjC I . According to the experiments data we calculate the empirical conditional entropy as H
b sjC I ¼ 0:375,
entropy H
k

k

which is quite small. On the other hand, the entropy of the secret is HðsÞ ¼ log q ¼ log 5 ¼ 2:32. Hence, the claim in our Theorem 1 is supported by the experiments. In the failure cases, although the adversary cannot uniquely determine the true
secret that was shared by the dealer, she can observe the distribution of candidate vectors. We take a naive strategy for
the adversary to guess the original secret as s0 where s0 is determined by maximum likelihood estimation.
Table 2 also shows the adversary’s guess and whether the guess is successful or not. In our experiment when k ¼ t, there
are 223 trials out of 1000 in which cases the adversary cannot uniquely determine the shared secret. But using the maximum
3

https://github.com/little-worm/Shamir-Goss
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Table 1
Parameters for polynomial-based GOSS
#users: n

threshold: t

secret size: q

share size: p

10

4

5

257

Fig. 3. Mean and standard deviation of adversary’s success probability against polynomial-based GOSS.

Table 2
Selected exhibition of candidate secret vectors distribution in failure cases of polynomial-based GOSS when k ¼ t
secret: s

candidate vector

guess secret: s0

guess successful

2
0
0
3
4

(0, 0, 10, 0, 2)
(24, 20, 19, 18, 16)
(29, 30, 27, 28, 25)
(27, 28, 25, 24, 21)
(0, 0, 1, 0, 2)

2
0
1
0
4

yes
yes
no
no
yes

likelihood estimation the adversary can correctly guess the shared secret in 108 out of the 223 failure trials. We also repeated
the above process 100 times and plot the mean and deviation of the adversary’s success probability in Fig. 3. The success
probability also counts the cases when there are no unique solutions but the adversary correctly guesses the original secret
using maximum likelihood estimation.
From Fig. 3 we can see that the adversary’s average success probability is 85% when she obtains t RCs. The figure also
reveals the fact that when k > t the adversary’s success probability increases quite fast. For example adversary’s average success probability is 4% when k ¼ 5 but it increases to 99% when k ¼ 8. Moreover in our experiments, in each of the 100 trials
our attack successfully recovers the original secret when the adversary obtains k ¼ 9 RCs with 100% success probability. Note
that the average success probability drops quite substantially from k ¼ 4 to k ¼ 5. This is because in the case of k ¼ 5 we
attack the scheme by solving an LWE instance. When k is relatively small (i.e., close to t), the LWE problem might not have
a unique solution. Nevertheless, the dropdown of success probability is rather artificial since in the case when k > t we can
still use the enumeration strategy to attack the scheme and get higher success probability. We choose not to explore on this
side further because it is obvious. The reason is that the enumeration strategy works fine with k ¼ t ¼ 4, it certainly works
better when k > t. Moreover, our results of k > t show that when k is relatively large, the adversary can use sophisticated
LWE solving techniques, such as enumeration with extreme pruning [27], unique-SVP [33] and Coded-BKW [34], to speedup
her attack.

Table 3
Successful probability of adversary against polynomial-based ð20; 100; k þ 1Þ GOSS
k

35

36

37

38

39

40

Pr½Awins

74.2%

87%

95.1%

97.4%

99.4%

100%
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Table 4
Number of available RCs enabling 100% success probability of adversary against ðt; 100; k þ 1Þ GOSS
threshold: t

20

25

30

35

40

# of RCs: k

40

51

65

75

95

Table 5
Parameters for CRT-based GOSS
n

t

p0

ðp1 ; p2 ; p3 ; p4 ; p5 ; p6 ; p7 ; p8 ; p9 ; p10 Þ

10

4

5

ð313; 317; 331; 337; 347; 349; 353; 359; 367; 373Þ

Table 6
Selected exhibition of candidate secret vectors distribution in failure cases of CRT-based GOSS
k:

secret: s

candidate vector

guess: s0

guess successful

4
4
4
5
5
5
6
6
6

3
4
1
3
2
2
1
4
0

(8, 10, 30, 35, 28)
(30, 28, 15, 33, 17)
(0, 44, 5, 21, 39)
(0, 0, 2, 2, 0)
(0, 0, 2, 1, 0)
(0, 2, 1, 0, 2)
(0, 1, 0, 0, 1)
(1, 0, 0, 0, 1)
(1, 0, 0, 1, 0)

3
3
1
2
2
1
1
0
0

yes
no
yes
no
yes
no
yes
no
yes

Table 7
Conditional entropy of the secret and overall successful probability of adversary against CRT-based GOSS
k

4
5
6
7
8
9



b sjC I
H
k

Pr½Awins

mean

std

mean

std

1.89
0.90
0.0083
0
0
0

0.012
0.018
0.0033
0
0
0

37.68%
62.17%
99.57%
100%
100%
100%

1.70%
1.45%
0.21%
0
0
0

We conducted further examples to exhibit the effectiveness of modeling the adversary’s attack as solving LWE variant.
Firstly, we set the threshold to be t ¼ 20, the number of users to be n ¼ 100, and the secret size to be q ¼ 53. Then
p ¼ 280957 is the smallest prime number satisfying the relation p > q þ nq2 . For the case when the adversary observes
k 2 ½35; 36; 37; 38; 39; 40 RCs, we run the attack algorithm by solving the corresponding LWE problem, for 1000 times.
We list the successful probability of the adversary in Table 3. Secondly, we fix n ¼ 100; q ¼ 53 and p ¼ 280957 while change
the threshold t to check k, the number of available RCs, which enable the adversary to recover the shared secret in
polynomial-based ðt; n; k þ 1Þ GOSS with 100% successful probability. The values of k’s are recorded in Table 4.
6.2. Experimental Results of Attacks Against CRT-based GOSS
We choose a set of parameters for the polynomial-based GOSS scheme as follows. There are n ¼ 10 users and the threshold is t ¼ 4. The secret s belongs to the filed F5 , i.e., the prime number p0 ¼ 5. The prime numbers pi for i 2 ½n are consecutive
primes larger than p0 and we have verified that they satisfy the relation p20  pntþ2    pn < p1 p2    pt . The public information
of a user U i is simply set as xi ¼ i 2 Fpi . The parameters we use for polynomial-based GOSS are listed in Table 5.
$

We first choose a secret s Zp0 at random and generate n shares. Then we randomly generate m ¼ k þ 1 RCs using the
shares of m randomly selected users and take the first k RCs (i.e., C Ik ) as those observed by the adversary A. We use the k
RCs to construct a linear system of modulo equations as described by Eq. (16). For each choice of s we enumerate the vector


r i1 ; . . . ; rik 2 Zkp0 and solve Eq. (16) to get a solution s0 . If s0 2 ZM (refer to the proof of Theorem 2), then s0 mod p0 is a possible
candidate of the original secret s shared by the dealer. There are two cases:
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1. For all the pk0 possible values of ri1 ; . . . ; rik the solution s0 modulo p0 is unique. In this case, the adversary can successfully
recover the original secret s.
2. Enumerating over all pk0 possible values, the solutions s0 modulo p0 are not unique (of course, we have excluded those s0 ’s
which do not belong to ZM ). In this case, we record the candidate secret vector whose i-th element denotes the number of
occurrence that s0 is a solution of Eq. (16) and s0 ¼ i mod p0 .
For each value of k 2 ½4; 5; 6; 7; 8; 9, we repeat the above process 1000 times and record the experimental data. Same as
above we exhibit some of the failure cases when the adversary cannot uniquely determine the secret in Table 6.
From Table 6 we can see that even if the adversary A cannot uniquely determine the shared secret, the candidate secrets
are usually a subset of Fp0 and she has a large chance of success if choosing to guess the secret by maximum likelihood estimation. Further we can observe that when k ¼ t (k ¼ 4 in our example) is the threshold, the candidate vector is not sparse.
That means at least to the adversary every secret s 2 Fp0 is a possible candidate. But the crucial point here is that the candidate vector is not uniformly distributed, the adversary gets information about the real secret. Moreover, as we will show
in the sequential that using the maximum likelihood estimate, the adversary successfully guess the correct secret with probability noticeably better than a random guess. From Table 6, the candidate vector gets sparse when k increases. In our exper

b sjC I and the overall
iments no failure case occurred when k P 7. Similarly we calculate the empirical conditional entropy H
k

successful probability of the adversary Pr½Awins according to the experiments data and list them in Table 7. Note that the
entropy of the secret s is HðsÞ ¼ log p0 ¼ log 5 ¼ 2:32. From Table 7 we can see that our attack method works well. The probability that the adversary successfully recovers the shared secret increases rapidly when she gets more RCs. Even that the
adversary A only observes t RCs, her successful probability is around 37.68% which is much higher than a random guess
(20% in the case p0 ¼ 5). In our experiments when A observes 7 RCs or more, she always succeeds in recovering the shared
secret.
7. Conclusion
The original definition of ðt; nÞ threshold secret sharing scheme does not prevent an outside adversary who has no share
but participate in the reconstruction phase from getting the shared secret. Although this problem can be resolved simply
 
using user authentication, the overhead would be O n2 . Thus, researchers proposed a notion called group oriented secret
sharing which tries to capture the issue of unauthenticated users in threshold schemes. Basically the group oriented property
guarantees that even if more than t shareholders participate in the reconstruction phase, the secret can be recovered correctly only if all the participants are valid shareholders.
In this paper we focus on two GOSS schemes proposed by Miao et al. [15,16] and show that these two schemes are not as
secure as claimed. We develop brute-force-style attack methods by which the outside adversary can recover the original
secret shared by the dealer with high probability if she obtains t or more RCs from honest shareholders. Moreover, for
the polynomial-based GOSS our attack method can be modeled as solving an LWE instance which has faster algorithm than
enumeration.
It seems that authentication might be the most natural tool to deal with the outside adversary problem. It would be interesting to investigate whether any secure GOSS scheme implies an authentication scheme.
As a side note, we point out that some other variants of secret sharing schemes, such as verifiable secret sharing [9] and
cheater identifiable secret sharing [13], can effectively solve the problem of defending against unauthenticated outside
adversary.
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