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Abstract. Short integer solution (SIS) and learning with errors (LWE)
are two hard lattice problems. These two problems are believed having
huge potential in application of cryptography. In 2012, Ding et al. [5]
introduced the first provably secure key exchange based on LWE prob-
lem. On the other hand, we believe that it is very difficult to do key
exchange on SIS problem only. In 2014, Wang et al. [6] did an attempt,
but it was not successful. Mao et al. [7] broke the protocol by an attack
based on CBi-SIS problem in 2016. However, their attack is not efficient.
In this paper, we present a extremely straightforward and simple attack
to Wang’s key exchange and then we will construct a key exchange based
on SIS and LWE problems.
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1 Introduction

1.1 Background

Key exchange protocol makes it possible for two parties to exchange keys over
untrusted channels. The first revolutionary key exchange protocol was presented
by Diffie and Hellman [2], which is called Diffie-Hellman key exchange protocol.
The security of Diffie-Hellman key exchange is based on a hard number theory
problem called discrete logarithm problem. However, in 1994, Peter Shor [3]
theoretically proved that these hard number theory problems can hardly resist
the attack from a quantum computer. Therefore, a post-quantum key exchange
is urgently needed. Key exchange based on hard lattice problems is considered
to be one of the candidates of post-quantum key exchanges.

1.2 Key Exchange Based on SIS Problem

A well-know hard lattice problem is the SIS problem introduced by Ajtai [1].
Some efforts have been made to construct a key exchange based on SIS problem.
Although there are other attempts of key exchange on SIS problem, the basic
structure is the following.
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(1) Assume that Alice and Bob agree to do a key exchange. The system generates
a random matrix M ∈ Z

n×m
q .

(2) Alice chooses a secret key sA ∈ Zm
q with norm ||sA|| ≤ β. She computes

PA = MsA and send PA to Bob.
(3) Bob chooses a secret key sB ∈ Zn

q with norm ||sB || ≤ β. He computes
PB = sT

BM, and sends PB to Alice.
(4) Receiving PB , Alice computes KA = sT

AP
T
B = sT

AM
T sB .

(5) Receiving PA, Bob computes KB = PT
AsB = sT

AM
T sB .

Note that in order to apply the SIS problem to ensure the security of Alice’s
secret key, we need the condition that n � m. On the other hand, we also need
the condition that m � n to apply the SIS problem to guarantee the security
of Bob’s secret key. Therefore both parties have to get much more numbers of
variables than equations, which makes it impossible to do key exchange on SIS
problem.

1.3 Key Exchange Based on LWE Problem

Another building block of lattice-based problem is the LWE problem introduced
by Regev [4]. The LWE problem is attractive due to its security and efficiency.
A lot of attempts have been made to build a key exchange on LWE problem, but
not until 2012, the first provably secure key exchange based on LWE problem
was published by Ding [5]. The scheme is very efficient in computation, and
can be extended to Ring-LWE. A new invention in his protocol is to extract a
shared secret from the two values which are very close by rounding with signal
functions.

1.4 Our Contributions

We first present an attack to Wang’s protocol [6] based on an elementary linear
algebra problem: solving linear equations. We observe that any solution to the
system of linear equations can be used to recover the shared key. Therefore we
claim that SIS problem is irrelevant to Wang’s key exchange and there is no
need for Mao et al. [7] to solve any SIS related problem at all.

Next we present a key exchange based on both SIS problem and LWE prob-
lem. In other words, Alice will use LWE problem to ensure the security on what
she sends to Bob and Bob will use SIS problem to ensure the security on what he
sends to Alice. It is obvious that our system is not symmetric. After the switch,
we can extract a shared key from the two values which are very close by signal
function proposed by Ding [5] in key exchange based on LWE problem.

2 Attack to Wang’s Protocol

2.1 Preliminary

Let us first recall the definition of SIS problem and its derivatives introduced in
Wang et al.’s paper [6].
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Definition 1 (SIS problem). Given a random matrix A ∈ Z
n×m
q , the goal of SIS

problem is to find a nonzero vector z ∈ Z
m that satisfies Az = 0 with ||z|| ≤ β.

Note that a solution to the equation Az = 0 is easy to obtain without the
requirement on the length (||z|| ≤ β) by Gaussian elimination, however it is
hard to find a solution of short length.

Next, Wang et al. extend this problem to Bi-ISIS* Problem.

Definition 2 (Bi-ISIS* Problem). Given integers n, m, q (m > n log q), a real
β as in SIS, and a matrix A ∈ Z

m×m
q with rank n, e1 is linearly independent

with column vectors of A, e2 is linearly independent with row vectors of A, given
vectors b1 ∈ {Az + e1 : z ∈ Z

m, 〈e2, z〉 = 0 mod q}, and bt
2 ∈ {ztA + et

2 : z ∈
Z

m, 〈e1, z〉 = 0 mod q}, the goal is to find a vector x ∈ Z
m and a vector y ∈ Z

m

such that {
Ax + e1 = b1 mod q and ||x|| ≤ β

ytA + et
2 = bt

2 mod q and ||y|| ≤ β
(1)

Finally they define the CBi-ISIS problem.
Given the parameters n, m, q and m > n log q as in ISIS problem, a matrix

A ∈ Z
m×m
q with rank equals to n. For any vectors x ∈ Z with ||x|| ≤ β,

and y ∈ Z with ||y|| ≤ β, there exists two vector sets {v1, ...,vn} which is linear
independent with rows vectors of A, and {u1, ...,un} which is linear independent
with column vectors ofA, such that 〈vi,x〉 = 0 mod q and 〈ui,y〉 = 0 mod q.
The CBi-ISIS problem is defined as follows:

Definition 3 (CBi-ISIS problem). Given Ax+ e1 and ytA+ et
2, the goal is to

compute ytAx mod q, where e1 =
∑

i∈S ui. and et
2 =

∑
i∈S′ vt

i. S and S′ are
random subset of {1, · · · n}.
If there is an algorithm that solves the Bi-ISIS* problem, we can use this algo-
rithm to solve CBi-ISIS problem.

Remark 1. Given any poly-bounded m, β = poly(n), as well as any prime q ≥
β
√

ω(n log n), the SISq,m,β and ISISq,m,β problems in the average case are as
hard as approximating the problems SIVPγ and GapSVPγ in the worst case to
within certain γ = β · Õ(

√
n) factors.

2.2 Notation

We will use the same notation in Wang et al.’s paper [6]: Let Z denote the ring
of integers; Zq is the finite field module q; Zq

m×m is the set of all m×m matrices
with entries in Zq. We define the norm on Z

m to be the l2 norm. We can view
Zq ⊂ Z and use the l2 norm on it. Furthermore, if t is a positive integer with
t ≤ q, we can view Zt ⊂ Zq.

Moreover, the operator ∗ is defined by A∗x = A∗x = Ax+
∑

i∈S ui mod q,
in which S is a random subset of {1, .., n}. and yt ∗A = ytA+

∑
i∈S′ vt

i mod q,
in which S′ is a random subset of {1, .., n}.
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2.3 Description of the Protocol

We now briefly describe the protocol [6].

1. Alice and Bob agree to use a random matrix A ∈ Zq
m×m with rank n and a

real number β.
2. Alice picks a random x ∈ Z

m such that ||x|| ≤ β, then generates the set
V = {vt

1, . . . ,v
t
n}, which is linear independent with row vectors of A, and

〈vi,x〉 = 0 mod q. Alice keeps x private and publishes V. Now Bob picks a
random vector y ∈ Z

m such that ||y|| ≤ β, then generates U = {u1 . . .un}
which is linear independent with column vectors of A, and 〈ui,y〉 = 0 mod q.
Bob keeps y private and makes U public.

3. Alice uses U to compute a = A ∗ x = Ax+
∑

i∈S ui mod q, in which S is a
random subset of {1, .., n}, and sends a to Bob.

4. Bob uses V to compute bt = yt ∗ A = ytA +
∑

i∈S′ vt
i mod q, in which S′

is a random subset of {1, .., n}, and sends bt to Alice.
5. Alice computes K1 = bt · x = ytAx mod q.
6. Bob computes K2 = yt · a = ytAx mod q.

Therefore the shared secret key is K = K1 = K2 = ytAx mod q.

2.4 Mao’s Attack [7]

Mao et al. assume that the protocol was based on the Bi-ISIS* problem, their
goal is to solve the CBi-ISIS problem. They try to keep the original x and y
during the attack so that they will match the shared key. However, according to
their experiments results [7], the decomposition of the matrix A and solving the
matrix T1 such that T1A = 0 are very slow.

2.5 Our Attack

Our attack to this protocol is based on solving linear equations. An eavesdropper
can obtain the information {a,b}. Since A and U are public, the eavesdropper
has the linear equations{

Ax̄ +
∑

i∈{1,..,n} αiui = a mod q

vt
i · x̄ = 0 mod q, for i ∈ {1, ..n} (2)

The linear independence of U with columns of A does not make any obstacle for
the eavesdropper to solving the linear equations. Since a is of this form, the linear
equations must contain at least one solution. Assume A has entires [aij ], in which
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1 ≤ i, j ≤ m, a = (a1, · · · , am)t, ui = (ui1, · · · , uim)t, and vi = (vi1, · · · , vim)t.
The equations have the following matrix form:⎡

⎢⎢⎢⎢⎢⎢⎢⎢⎣

a1

...
am

0
...
0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

=

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

a11 · · · a1m u11 · · · un1

...
. . .

...
...

. . .
...

am1 · · · amm u1m · · · unm

v11 · · · v1m 0 · · · 0
...

. . .
...

...
. . .

...
vn1 · · · vnm 0 · · · 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

x̄1

...
x̄m

α1

...
αn

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

(3)

The eavesdropper can solve the equations and get solutions x̄ = (x̄1, · · · , x̄m)t ∈
Z

m
q , and αi ∈ Zq. Although x̄ is not necessary equal to the original x and of

course not necessarily short, the eavesdropper can still use it to recover the secret
key. Once the eavesdropper obtains x̄, he computes

bt · x̄ =

(
ytA +

∑
i∈S′

vt
i

)
· x̄ mod q

= ytAx̄ mod q

= yt

⎛
⎝a −

∑
i∈{1,..,n}

αiui

⎞
⎠ mod q

= yt

⎛
⎝Ax +

∑
i∈S

ui −
∑

i∈{1,..,n}
αiui

⎞
⎠ mod q

= ytAx mod q.

Therefore, the eavesdropper successfully recovers the secret key. Similarly, one
can do it on bt = yt ∗ A.

One can see that the process of our attack is very straightforward, which
contains only two steps: (1) solve the linear equations. (2) compute the dot
product bt · x̄.

2.6 Experimental Results

We did the experiments with the same parameters in Mao et al.’s paper [7].

(q,m, n) time1 time2

10007, 3854, 128 3.430 s 27842.89 s

6421, 3240, 80 2.250 s 8201.06 s

4099, 1536, 64 0.29 s 1638.64 s
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Remark: time1 is the time spent in our attack, and time2 is the time Mao et al.
spent in their attack [7]. We used the software of Magma student version on an
Intel core i7 with CPU 3.2 GHz, 8 GB storage memory. Mao et al.’s plateform
is an Intel Dual-Core2, CPU 2.6 Ghz, Windows 7 operating system with 4 G
storage memory, they use the MATLAB version 7.9.

2.7 Toy Example

We show a toy example of our attack with parameters: (q = 7,m = 5, n = 2, β =
3). We did this example on the software called Magma in our computer lab.

Alice and Bob agree on a random matrix A equal to⎡
⎢⎢⎢⎢⎣

1 3 6 4 1
3 5 1 1 3
6 2 3 1 6
3 4 2 0 3
2 6 5 1 2

⎤
⎥⎥⎥⎥⎦

Alice picks a random vector x = (1, 0, 2, 0, 1)t, then she generates the set Vwhose
elements are:

v1 = (1, 3, 5, 6, 3)t

v2 = (5, 6, 6, 6, 4)t

Each vi is orthogonal to x, and neither of them is in the row space of A. Alice
keeps x as a secret and publishes the set V.

Bob picks a random vector y = (1, 2, 3, 0, 0)t, then he generates the set U
whose elements are:

u1 = (5, 2, 4, 2, 6)
u2 = (1, 1, 6, 6, 3)

Bob keeps y private and makes U public.
Alice now computes a = A ∗ x = Ax + u1 = (6, 1, 0, 2, 0)t.
Bob computes bt = yt ∗ A = ytA + vt

1 + v2 = (3, 4, 2, 1, 1).
Alice computes K1 = bt ·x = 1. Bob computes K2 = yt ·a = 1. Hence the secret
shared key is 1.

Now let Eve be the eavesdropper. He can get {a,b}. He now sets the equation
of (3). In the matrix form:⎡

⎢⎢⎢⎢⎢⎢⎢⎢⎣

6
1
0
2
0
0
0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

=

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 3 6 4 1 1 5
3 5 1 1 3 3 6
6 2 3 1 6 5 6
3 4 2 0 3 6 6
2 6 5 1 2 3 4
5 2 4 2 6 0 0
1 1 6 6 3 0 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

x̄1

x̄2

x̄3

x̄4

x̄5

α1

α2

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

(4)
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By solving the above linear equations, he can get the solution (x̄1, x̄2, x̄3, x̄4,
x̄5, α1, α2, ) = (2, 0, 6, 4, 0, 1, 0)t. It follows that x̄ = (2, 0, 6, 4, 0)t. Next he com-
putes that bt · x̄ = (3, 4, 2, 1, 1) · (2, 0, 6, 4, 0)t = 1 mod 7, which is exactly the
secret shared key.

We see that even x̄ is not equal to the private key x that Alice keeps and has
norm larger than β, x̄ still works to break the protocol.

3 Key Exchange on SIS and LWE

3.1 Preliminary

Now let us recall the learning with error (LWE) problem, the short integer
solution problem, and the shortest independent vectors problem. For a finite set
X, let U(X) denote the uniform distribution on X.

Definition 4. A function family is a probability distribution over a set of func-
tions with common domain and range. For a function family F with a finite
range and probability distribution χ over the common domain of F , we say that
(F , χ) is pseudorandom if the distribution obtained from sampling f ← F and
x ← χ and outputting (f, f(x)) and the distribution that samples f ← F and
y ← U(Y ) and outputs (f, y) are indistinguishable. See [10] for more details.

Definition 5. The Learning With Errors (LWE) function family is the set of all
functions gA indexed by A ∈ Z

m×n
q with domain Z

n
q ×Z

m
q and range Z

m
q defined

by gA(s, e) = As + e. The LWE function family is endowed with the uniform
distribution over Z

n×m
q to choose gA. For probability distributions χ on Z

n
q and

Ψ on Z
m
q , we denote by LWE(m,n, q, χ,Ψ) the distribution obtained by sampling

a function gA from the LWE function family, s ← χ, e ← Ψ, and outputting
gA(s, e) = As + e.

Definition 6. The Short Integer Solution (SIS) function family is the set of all
functions fA indexed by A ∈ Z

m×n
q with domain Z

n
q and range Z

m
q endowed

with the uniform distribution over Zm×n
q . For a probability distribution χ on Z

n
q ,

we denote by SIS(m,n, q, χ) the distribution obtained by sampling a function fA
from the SIS function family and sampling x ← χ and outputting fA(x) = Ax.

Proposition 1 [8]. For any n,m ≥ n+ω(log n), q, and distribution χ over Zm,
the LWE(m,n, q) function family is one-way (resp. pseudorandom, or uninvert-
ible) with respect to input distribution U(Zn

q )×χ if and only if the SIS(m,m−n, q)
function family is one-way (resp. pseudorandom, or uninvertible) with respect to
the input distribution χ.

Definition 7. For k ∈ N and γ > 0, we denote by SIVP(k, γ) the shortest
independent vectors problem in dimension k with approximation factor γ.

Definition 8. For x ∈ R
n and s > 0, let ρs(x) = exp(−π‖x/s‖2). ρs can

be normalized into a gaussian probability measure on R
n, and is denoted by

Ds(x) = ρs(x)/sn. For a lattice Λ ⊂ R
n, let DΛ,s(x) = ρs(x)/ρs(Λ), where

ρs(Λ) =
∑

y∈Λ ρs(y). Then DΛ,s is a probability distribution on Λ and is called
the discrete Gaussian distribution on Λ.
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For n,m positive integers and s > 0, we denote by D
Z
m×n
q ,s the distribution

obtained by sampling from DZm,s n times and outputting A mod q ∈ Z
m×n
q .

We denote by DZm
q ,s the distribution D

Z
m×1
q

.

Lemma 2 [10]. For any s ≥ ω(
√

log n), then we have

Px←DZn,s
[||x|| ≥ s

√
n] ≤ 2−n.

Lemma 3 LWE Assumption [4]. It has been shown that as long as αq > 2
√

n,
then LWE(m,n, q, U(Zn

q ),DZm
q ,αq) is pseudorandom. It has been shown that the

LWE distribution remains pseudorandom when the input distribution on Z
n
q is

given by DZn
q ,αq, this is called the HNF-LWE assumption.

Lemma 4 U-LWE Assumption [9]. Let n = 8k for some k ∈ N, 0 ≤ a ≤
nO(1), m = 2n+a, t = �(Cm)9/7+(8a)/(7n)� for a large enough universal constant
C ≥ 1, and 16t2 ≤ q ≤ nO(1). Then LWE(m,n, q, U(Zn

q ), U(Zm
t−1)) is pseudo-

random under the assumption that SIVP(k, Õ(
√

kq) is hard in the worst case.
When k is assumed to be large enough so that SIVP(k, Õ(

√
kq) is hard we call

this the U-LWE assumption.

Remark 2. For l ∈ N and probability distributions χ over Z
n×l
q and Ψ over

Z
m×l
q , we can define the distribution LWE(m,n, l, q, χ,Ψ) to be given by sampling

A ← U(Zm×n
q ), s ← χ, e ← Ψ and outputting As + e ∈ Z

m×l
q . We can also

define SIS(m,n, l, q, χ) similarly. Notice that the LWE, HNF-LWE, and U-LWE
assumptions hold with the added dimension l for these new distributions, i.e. they
are pseudorandom under certain choices of distributions for Z

n×l
q and Z

m×l
q .

Remark 3. Observe that we can also define the transpose function familys
LWET and SIST which outputs sTAT + eT and xTAT respectively. We have
that LWET is pseudorandom, and hence SIST is pseudorandom, under the LWE,
HNF-LWE, or U-LWE assumptions respectively.

Claim 1. For n,m, k, and q positive integers, and matrices A ← U(Zn×m
q )

and B ← U(Zm×k
q ) we have that as nm k, and q are fixed, there exists an m

computable in polynomial time such that AB is indistinguishable from uniform.

One can see this claim by fixing q and taking a positive integer n. Then
choosing A,B ← U(Zn×n

q ) and verifying that the distribution of AB approaches
the uniform distribution on Z

n×n
q for n = poly(q). From this we can deduce the

claim for non-square matrices.

3.2 Desciption of the Protocol

The diffie-Hellman key exchange is based on the fact that exponential map is
commutative.

gab = (ga)b = (gb)a.
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over some multiplicative group G with large order p. Ding’s key exchange on
LWE [5] uses the associativity of the bilinear form, namely

xTMy =
(
xTM

)
y = xT (My) .

for some vectors x and y in Z
n
q and a matrix M ∈ Zn×n

q . These two key exchange
protocols are both symmetric. In other words, two parties do the same thing in
the process of key exchange because the security that both parties rely on is from
the same difficult problem. However, our key exchange protocol is different. It is
not symmetric since one party will apply SIS and one party will apply LWE.

We give two similar key exchange protocols.

3.2.1 Normal Construction
Two parties Alice and Bob decide to do a key exchange over an open channel.

(1) The system first generates the public parameters q, n,m and α with n � m.
Then generates the matrix M ∈ Z

n×m
q uniformly at random. Let l and k be

positive integers.
(2) Alice choose a secret matrix sA ← U(Zl×n

q ) and an error matrix eA ←
D

Z
l×m
q ,αq, then computes PA = sAM + 2eA. She sends PA to Bob.

(3) Upon receiving PA, Bob chooses a secret matrix sB ← D
Z
m×k
q ,αq and com-

putes PB = MsB and sends PB to Alice. Next he computes

KB = PAsB = (sAM + 2eA) sB = sAMsB + 2eAsB .

(4) Upon receiving PB , Alice computes

KA = sAPB = sAMsB .

3.2.2 Uniform Construction
Two parties Alice and Bob decide to do a key exchange over an open channel.

(1) The system first generates the public parameters q, n,m, α, and t. Let r ∈ N

and m = 8r, 0 ≤ a ≤ mO(1), n = 2m + a, and t = �(Cn)9/7+(8a)/(7m)� for a
large enough constant C ([9] Lemma 4). We have the additional constraint on
q that 16t2 ≤ q ≤ mO(1). The system then generates the matrix M ∈ Z

n×m
q

uniformly at random. Let k be a positive integer.
(2) Alice chooses a secret sA ← U(Zn×n

q ), then she computes PA = sAM+2eA,
where eA ← DZn×m,αq. She sends PA to Bob.

(3) Receiving PA, Bob chooses a secret matrix sB ← U(Zm×k
t−1 ). He computes

PB = MsB . Bob sends PB to Alice. Next, he computes

KB = PAsB = (sAM + 2eA) sB = sAMsB + 2eAsB .

(4) Receiving PB , Alice computes

KA = sAPB = sAMsB .
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3.3 Remove the Approximation

We imitate the way to remove the approximation that Ding [5] presents in his
key exchange on LWE. We need the help of a robust extractor which allows
two parties to extract identical information from two close elements with signal
functions.

3.3.1 Robust Extractor
An algorithm E is a robust extractor on Zq with error tolerance δ with respect
to a hint function S if the following holds:

(1) The deterministic algorithm E takes as input an x ∈ Zq and a signal σ ∈
{0, 1}, outputs k = E(x, σ) ∈ {0, 1}.

(2) The hint algorithm S takes as input a y ∈ Zq and outputs a signal σ ←
S(y) ∈ {0, 1}.

(3) For any x, y ∈ Zq such that x − y is even and |x − y| ≤ δ, then it holds that
E(x, σ) = E(y, σ) where σ ← S(y).

Signal function: For prime q > 2, we define σ0(x), σ1(x) from Zq to {0, 1} as
follows.

σ0 =

{
0 if x ∈

[
−

⌊q

4

⌋
,
⌊q

4

⌋]
1 otherwise

σ1 =

{
0 if x ∈

[
−

⌊q

4

⌋
+ 1,

⌊q

4

⌋
+ 1

]
1 otherwise

In our robust extractor, we define the hint algorithm S as: for any y ∈ Zq,

S(y) = σb(y), where b
$←− {0, 1}. The robust extractor is defined as: E(x, σ) =

(x + σ · q−1
2 mod q) mod 2.

By the construction of the robust extractor, Ding [5] proved that:

Lemma 5 [5]. Let q > 8 be an odd integer, the function E defined above is a
robust extractor with respect to S with error tolerance q

4 − 2.

Since our key exchange is of multiple bits, we need to extract the shared key
from matrices. So we define a robust extractor over the space of matrices.

Definition 9. Now for i = 1, ..., l and j = 1, ..., k, given the robust extractor
E(x, σi,j) on Zq defined above, we define a robust extractor E′ on Z

l×k
q :

E′(A, σ′)=[E(aij , σij)]=

⎡
⎢⎣

a11 + σ11 · q−1
2 · · · a1n + σ1n · q−1

2
...

. . .
...

al1 + σl1 · q−1
2 · · · aln + σl1 · q−1

2

⎤
⎥⎦ mod q mod 2.

where aij are the entires of A and σ′ is a l × k matrix whose entries are σij.
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3.3.2 Extract the Shared Key
Alice has sA, Bob has sB .

Bob computes PB as above and send it to Alice.
Receiving PB , Alice computes KA as above and then she computes σ′ ←

S(KA), then she obtains the shared key SKA = E′(KA, σ′). She also computes
PA as above and sends (PA, σ′) to Bob.

Bob receives (PA, σ′), and Bob computes KB as above and computes SKB =
E′(KB , σ′).

3.4 Correctness

We see that KA − KB = −2eAsB , and the entries of KA − KB are even. We
need to show that if each entry of the approximation |2eAsB | is less than the
error tolerance, then we obtain that E′(KB , σ′) = E′(KA, σ′).

To complete the proof, we imitate a result from Ding’s key exchange on
LWE [5]:

Lemma 6. If the uniform key exchange (Sect. 3.2.2) is run and 2αq(t−1)
√

n ≤
q
4 − 2, then SKA = SKB with overwhelming probability. If the normal key
exchange is run (Sect. 3.2.1) and 2(αq)2

√
lm ≤ q

4 − 2, then SKA = SKB with
overwhelming probability.

Proof. Let kij be an entry of KA −KB , so it can be expressed as kij = −2vT
i uj ,

where vi is the i-th column vector of eT
A, uj is the j-th column vector of sB .

According to Lemma 2, if the Uniform key exchange is run, it is easy to see that

|kij | = |2vT
i uj | ≤ 2αq

√
n|uj | ≤ 2αq(t − 1)

√
n.

with overwhelming probability. According to Lemma2 again, if the normal key
exchange is run, it is easy to see that

|kij | = 2|vT
i uj | ≤ 2α2q2

√
lm.

with overwhelming probability.
With such a choice of the parameters, we will have each entry of |KA −KB|

less than the error tolerance. By Lemma 5 and our definition of E′, we have that

E′ (KA, σ′) = [E (xij , σij)] = [E (yij , σij)] = E′ (KB , σ′) .

where xij is the entry of KA and yij is the entry of KB .
Moreover we show that shared key is E′(KA, σ′) = E′(KB , σ′) = sAMsB +

q−1
2 σ′ mod q mod 2. It is clear that sAMsB + q−1

2 σ′ = KB + q−1
2 σ′(KA) −

2eAsB . Moreover we can observe that each entry of the matrix |KB+ q−1
2 σ′(KA)|

is less than q
4 + 1. It follows that sAMsB + q−1

2 σ′ = KB + q−1
2 σ′(KA) mod q −

2eAsB because each entry of |KB + q−1
2 σ′(KA) mod q − 2eAsB | is less than or

equal to q
4 + 1 + q

4 − 2 ≤ q−1
2 . This implies that SKB = E′(KB , σ′) = sAMsB +

q−1
2 σ′. A similar proof shows that SKA = E′(KA, σ′) = sAMsB + q−1

2 σ′. ��
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3.5 Security

Theorem 7. If either protocol described above is run honestly by both parties
Alice and Bob and the LWE (and resp. U-LWE) assumption hold, then SKA

and SKB are indistinguishable from uniformly chosen elements of Zl×k
q given

M, PB, and PA. Thus the protocol is secure against passive adverseries.

Proof. We only prove the theorem for protocol Sect. 3.2.1, the proof is similar
for Sect. 3.2.2. Assuming the protocol is run honestly, the distribution of PA is
computationally indistinguishable from the uniform distribution on Z

l×m
q due to

the LWE assumption that

LWET
(
m,n, l, q, U(Zn×l

q

)
,D

Z
m×l
q ,αq) is pseudorandom.

Now by the LWE assumption we have that

LWE(m,n, k, q, U(Zn×k
q ),D

Z
m×k
q ,αq) is pseudorandom.

Thus by Proposition 1 we conclude that SIS(n,m, k, q,D
Z
m×k
q ,αq) is pseudoran-

dom. Hence, as PA is indistinguishable from uniform, it follows that KB = PAsB

is computationally indistinguishable from the uniform distribution Z
l×k
q . Since

KB is indistinguishable from uniform, it follows that SKB is indistinguishable
from uniform by [4] (Lemma 3).

Now we focus on SKA. We have that KA = sAMsB , where M and sA are
chosen uniformly at random. We invoke Claim1, that for sufficiently large l and
m, the distribution of sAM is indistinguishable from the uniform distribution
over Z

l×m
q . Again, by the LWE assumption, we have that

LWE(l,m, k, q, U(Zl×k
q ),D

Z
m×k
q ,αq) is pseudorandom.

Hence by Proposition 1 we deduce that SIS(l,m, k, q,D
Z
m×k
q ,αq) is pseudoran-

dom. Thus, as sAM is indistinguishable from uniform and sB ← D
Z
m×k
q ,αq, we

conclude that KA = (sAM)sB is indistinguishable from the uniform distribu-
tion on Z

l×k
q . Therefore SKB is indistinguishable from uniform on Z

l×k
q by [4]

(Lemma 3) and the proof is complete. ��
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